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✂✂✂✂ Question (fold →) Answer

What does the term
'digital identity' mean?

The overall picture of who you are online — Your digital identity is the composite
image of 'you' that exists online. It includes your usernames and profile pictures, every
post and comment you've made, photos you've uploaded or been tagged in, your likes
and follows, reviews you've written, groups you've joined, and even how you treat others
online. Unlike your real-life identity where people see one version of you, your digital
identity can be seen by anyone with internet access — potential friends, schools, future
employers. Just as you choose how to present yourself in person, you can intentionally
shape your digital identity to reflect who you want to be. — built from your usernames,
profiles, posts, comments, photos, likes, and how you interact with others across all
platforms.

Design a personal
'Digital Footprint Action
Plan' with three specific
steps you would take to
audit and improve your
current online
presence. For each step,
explain what you would
do and why it matters.

Step 1: Search your own name on multiple search engines to discover what
information about you is publicly visible — this reveals your current digital
footprint from an outsider's perspective. Step 2: Review privacy settings on all
social media accounts and adjust who can see your posts, profile, and friend list —
this limits passive data exposure. Step 3: Audit your recent posts and remove
anything that doesn't represent who you want to be, then commit to the 'billboard
test' before future posts — this actively shapes your digital identity going forward
— A Digital Footprint Action Plan is a practical tool for taking control of your online
presence. Step 1 (Audit): Searching your own name ('ego search') on Google, Bing, and
social platforms reveals what anyone can find about you. You may discover old accounts,
tagged photos, or information you didn't know was public. Step 2 (Protect): Privacy
settings are your first line of defense. Review who can see your posts (public vs. friends),
who can find you by email or phone number, and what apps have access to your data.
Step 3 (Improve): Remove content that doesn't align with the person you want to be, and
commit to a screening process (billboard test, grandparent test, future-employer test)
before posting going forward. This is a lifelong practice, not a one-time task.

Two students create
social media profiles.
Student A posts
achievements, creative
projects, and supportive
comments on friends'
work. Student B posts
complaints about
teachers, screenshots of
private conversations,
and makes fun of
classmates. Five years
later, a scholarship
committee searches
both names. What will
each student's digital
footprint suggest about
them?

Student A's footprint suggests a creative, supportive, achievement-oriented person
— a strong scholarship candidate. Student B's footprint suggests someone who
disrespects authority, violates others' privacy, and bullies peers — a risky
candidate the committee will likely reject — This scenario illustrates how digital
footprints function as long-term character references. Student A has intentionally built a
positive digital presence that demonstrates the qualities institutions value: creativity,
community support, and achievement. Student B's footprint reveals disrespect, privacy
violations, and unkindness — serious red flags. Scholarship committees, college
admissions officers, and employers increasingly view social media as a window into an
applicant's true character. The footprints we build as young people become the first
impression we make before any interview or application. Building a positive digital
identity is an investment in your future.

A website using cookies to track which pages you visit and how long you spend on
each page — Passive digital footprint data is collected automatically without your explicit
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Which of these activities
contributes to your
PASSIVE digital footprint
(data collected about
you without you directly
choosing to share it)?

action. Cookies tracking your browsing behavior is passive — you didn't choose to share
your reading habits; the website collected it automatically. Uploading a selfie, writing a
review, and sending a message are all active footprint activities — you deliberately
created and shared that content. Other examples of passive data: your IP address being
logged, your location being tracked by apps, your browsing history being recorded, and
metadata attached to photos (camera model, GPS coordinates, time taken).
Understanding the difference helps you be aware of all the ways your data is collected.

Jake's friend dares him
to post an embarrassing
video of another
classmate who fell
during gym class. Jake
thinks it's funny. What
should Jake consider
before posting?

Jake should consider how the classmate would feel seeing that video online, that
the video could spread beyond his friends and become permanent, that it could be
considered cyberbullying, and that it could damage both the classmate's and Jake's
own digital reputation — Before posting anything about someone else, apply the
empathy test and the THINK framework. True: Is the video being shared in an accurate
context? Helpful: Does posting it help anyone? Inspiring: Does it uplift or tear down?
Necessary: Does the world need to see this? Kind: Would the person in the video
appreciate it? Posting embarrassing content about someone without consent can legally
qualify as cyberbullying in many states and schools. Even if Jake thinks it's harmless fun,
the classmate could be deeply hurt, and the video could follow them for years. Jake's own
reputation also suffers — he becomes known as someone who humiliates others for
laughs.

What does the acronym
'PII' stand for, and why
is it important in digital
safety?

PII stands for Personally Identifiable Information — data that can identify a specific
person, like full name, address, phone number, Social Security number, or email.
Protecting PII prevents identity theft, stalking, and unauthorized account access —
Personally Identifiable Information (PII) is any data that can be used to identify, contact,
or locate a specific individual. Direct PII includes: full name, home address, email address,
phone number, Social Security number, driver's license number, biometric data
(fingerprints, face scan). Indirect PII (which can identify you when combined): date of
birth, zip code, gender, race, school name. Protecting PII is essential because exposed PII
enables identity theft (someone opens credit cards in your name), account hacking,
phishing targeted at you, and physical safety risks. Laws like COPPA specifically protect
children's PII.

What is the difference
between an 'active'
digital footprint and a
'passive' digital
footprint?

An active digital footprint is data you intentionally share (like posting a photo or
writing a comment), while a passive digital footprint is data collected about you
without your direct action (like websites tracking which pages you visit) — Your
active digital footprint includes everything you deliberately put online: social media posts,
emails, comments, uploaded photos, filled-out forms, and online purchases. Your passive
digital footprint includes data collected without your explicit action: cookies tracking your
browsing, location data from your phone, IP addresses logged by websites, and data
collected by apps running in the background. Most people are aware of their active
footprint but surprised by how much passive data is collected. Both types combine to
form your complete digital identity.

Aisha created accounts
on three different apps.
On one, she uses her
real name and photo.
On another, she uses a
nickname and an
avatar. On the third, she
is completely
anonymous. Which

The anonymous account, because commenting on public news articles with her
real name and photo could expose her identity to strangers and connect her
opinions to her real-world identity permanently — Different online contexts require
different levels of identity exposure. Public forums like news comments are visible to
everyone, including strangers. Using a real name and photo there links your opinions to
your real identity permanently — and people have faced harassment, doxxing, and even
job loss over public comments. An anonymous or pseudonymous account provides a
layer of protection while still allowing participation. However, anonymity doesn't mean
consequence-free: platforms can track IP addresses, and threats or illegal content can



account is safest for
commenting on news
articles?

still be traced. The key skill is matching your identity exposure to the context — real
identity for trusted communities, pseudonymity for public spaces.

What does 'the right to
be forgotten' mean, and
why is it particularly
important for young
people?

The right to be forgotten is a legal concept (law in some countries) that allows
people to request that search engines and websites remove outdated or irrelevant
personal information. It's important for young people because mistakes made as
children shouldn't define them as adults — The right to be forgotten (or 'right to
erasure') is enshrined in the EU's General Data Protection Regulation (GDPR, Article 17)
and exists in various forms in other jurisdictions. It recognizes that people — especially
young people — change and grow. A post made at age 12 should not permanently define
someone at age 22. Under GDPR, individuals can request that search engines delist
results and that platforms delete data that is no longer relevant, excessive, or was
collected when the person was a minor. However, this right has limits: it may not apply to
public interest information, and enforcement varies by country. In the US, California's
'eraser law' (SB 568) gives minors the right to delete their own posts from platforms.
Understanding these rights empowers young people to take control of their digital
identities.

Maya posted a photo of
her new puppy on a
social media app. She
later deleted the post. Is
the photo completely
gone from the internet?
Why or why not?

No — even though Maya deleted her post, the photo may still exist in the app's
backup servers, in friends' screenshots, in cached copies on search engines, or if
someone shared or saved it before deletion — This is one of the most important
lessons in digital citizenship: once something is posted online, you lose control over it.
Even after deletion, copies may exist in: (1) the platform's backup servers and cached
data, (2) search engine caches that indexed the page, (3) screenshots taken by anyone
who saw the post, (4) shared copies if someone re-posted or forwarded it, (5) the
Wayback Machine or other web archives. Courts have ruled that 'deleted' social media
posts can be recovered as evidence. The lesson: think carefully before posting, because
the internet has a long memory.

What are 'cookies' in the
context of web
browsing?

Small text files that websites store on your device to remember information about
you — like login status, preferences, items in a shopping cart, and your browsing
activity on that site — Web cookies are small data files placed on your device by
websites you visit. First-party cookies (from the site you're on) serve useful purposes:
keeping you logged in, remembering your language preference, saving items in your cart.
Third-party cookies (from other companies, often advertisers) track your browsing across
multiple websites to build a profile of your interests and serve targeted ads. This is part
of your passive digital footprint. Modern browsers offer cookie controls and many
countries now require cookie consent banners. Understanding cookies helps you make
informed choices about what tracking you accept.

A new app asks for
permission to access
your contacts, camera,
microphone, location,
and photo library
during installation. The
app is a simple
calculator. What should
you think about before
accepting all these
permissions?

A calculator has no legitimate reason to access contacts, camera, microphone,
location, or photos — Permission awareness is a critical digital citizenship skill.
Legitimate apps only request permissions relevant to their function: a photo editor needs
camera access, a map app needs location. A calculator needs none of these. Excessive
permission requests are a red flag — the app may be harvesting data to sell to data
brokers, building a profile for targeted advertising, or worse. Best practices: (1) Read
permission requests carefully before accepting, (2) Ask 'Does this app need this to do
what I'm using it for?', (3) Deny unnecessary permissions, (4) If an app won't work without
unnecessary permissions, find an alternative. This protects your passive digital footprint
from unnecessary expansion. — these excessive permission requests suggest the app
may be collecting personal data for purposes unrelated to its function, and you should
deny unnecessary permissions or not install it.



Which of the following is
an example of personal
information you should
NOT share publicly
online?

Your home address, school name, phone number, or full birthday — Personal
information falls on a spectrum from safe to risky. Safe to share: favorite colors, movie
opinions, hobbies (general). Risky to share publicly: home address (someone could show
up), school name (narrows your location), phone number (enables unwanted contact), full
birthday with year (used for identity theft), daily schedule/location check-ins (reveals your
patterns). The key question is: 'Could this information help someone I don't know find
me, contact me, or pretend to be me?' If yes, keep it private or share only with people you
trust in real life. Including the year you were born.

Compare the digital
footprints of these two
approaches to the same
situation: Sophia is
angry at a friend.
Approach A: She posts a
rant on social media
calling her friend
names. Approach B: She
writes her feelings in a
private journal app
(offline), then talks to
her friend in person the
next day. Analyze the
digital footprint impact
of each approach.

Approach A creates a permanent, public record of Sophia saying hurtful things —
visible to everyone, screenshot-able, and potentially damaging to both her
reputation and the friendship long-term. Approach B creates zero digital footprint
— the private journal stays on her device and the in-person conversation leaves no
online trace, allowing the conflict to be resolved without permanent damage —
This comparison highlights a critical digital citizenship skill: choosing the right medium for
the right message. Approach A's consequences: (1) the hurtful post is visible to the entire
friend network, (2) mutual friends may screenshot it and share further, (3) the friend is
publicly humiliated, (4) Sophia's digital reputation includes name-calling, (5) even if she
deletes it, copies may exist. Approach B's advantages: (1) processing emotions privately is
healthy, (2) zero digital footprint from the conflict, (3) in-person conversation allows tone,
empathy, and resolution, (4) the conflict stays between the two people involved, (5) both
reputations remain intact. The general principle: never post in anger. If something makes
you emotional, step away from the screen.

Emma wants to create a
positive digital footprint.
Which of these actions
would BEST help her do
that?

Sharing her science fair project online, writing encouraging comments on friends'
posts, and joining a student volunteer group's page — A positive digital footprint
showcases your best qualities: creativity, kindness, achievement, and community
involvement. Sharing academic projects demonstrates skill and effort. Writing
encouraging comments shows good character. Joining volunteer groups shows
community engagement. Colleges and employers increasingly review applicants' online
presence — studies show 70% of employers check social media during hiring. A positive
digital footprint is an asset. Mean comments (even anonymous ones) can often be traced
back. Oversharing location is a safety risk, not a positive contribution. Building a good
digital reputation is an intentional, ongoing process.

Explain how a single
online quiz titled 'What
Disney Character Are
You?' could actually be a
tool for collecting your
personal data.

The quiz asks seemingly fun questions but collects data like your personality traits,
preferences, birthday, and email. It may also request access to your social media
profile, harvesting your friends list, photos, and posts. This data is then sold to
advertisers or used for targeted marketing — Viral social media quizzes are often data
collection tools disguised as entertainment. The Cambridge Analytica scandal (2018)
revealed that a personality quiz on Facebook harvested data from 87 million users — not
just quiz-takers but their friends' data too. These quizzes typically: (1) collect your
answers (personality insights), (2) require email or social login (harvesting your profile
data), (3) request access to your friends list, photos, and posts, (4) place tracking cookies
on your device. The data is aggregated and sold to advertisers, political campaigns, or
data brokers. The quiz is free because YOU are the product. This is a powerful example of
how passive digital footprint data is collected through seemingly innocent activities.

Tyler says, 'I don't care
about my digital

Tyler's digital footprint starts now and accumulates over time. Things he posts at
age 11 will still be searchable when he's 18 and applying to college, meaning years
of online behavior build the reputation that future decision-makers will see —
There is no 'clean slate' at age 18. Every post, comment, and photo Tyler creates from age



footprint because I'm
only 11 — it won't
matter until I'm an
adult.' Why is Tyler
wrong?

11 onward becomes part of his accumulating digital footprint. Cases regularly make news
where college acceptances are revoked due to posts made years earlier. A Harvard study
found that admissions officers rejected students based on social media posts from
middle school. Additionally, digital footprint habits formed young tend to persist — if
Tyler learns to post carelessly now, he'll likely continue. The best time to build a positive
digital presence is early, when the stakes feel low but the habits being formed will serve
you for life.

Priya's teacher asks the
class to search their
own names online.
Priya finds an old blog
post from a summer
camp website that
includes her full name,
age, and the city she
lives in. What should
Priya do?

Priya should tell her parent or guardian about the post and ask them to contact the
camp website to request the information be removed, since it contains personal
details that could compromise her privacy — Discovering personal information posted
without your knowledge or consent is a common and important digital literacy moment.
The correct response involves: (1) telling a trusted adult (parent, guardian) because
minors should have adult support in these situations, (2) requesting removal from the
website owner — most sites will comply, especially for children's information, (3) checking
under laws like COPPA (Children's Online Privacy Protection Act) which requires parental
consent for collecting information from children under 13. This is also a good reminder to
regularly 'ego search' your own name to monitor what information about you is publicly
visible.

Why might colleges and
future employers
search for your name
online before accepting
you?

They want to see if your online behavior matches the responsible, respectful
person you claim to be in your application — your digital footprint reveals
character, judgment, and how you treat others — Your digital footprint is increasingly
treated as a character reference. Surveys show that 70-80% of college admissions officers
and employers review applicants' social media. They look for: red flags (bullying, hate
speech, illegal activity, dishonesty) and green flags (community involvement, creative
projects, respectful communication, leadership). Multiple cases have made headlines
where students lost college acceptances after racist or bullying posts surfaced. This isn't
about being perfect online — it's about being the same responsible person digitally that
you are in person. Your digital footprint is a reflection of your values and judgment over
time.

Liam uses the same
username —
'LiamSmith2014Chicago'
— on a gaming site, a
homework forum, and a
social media app. What
digital safety problem
does this create?

The username reveals his real name (Liam Smith), birth year (2014), and city
(Chicago), and using it across multiple platforms lets anyone connect all his
accounts and build a detailed profile of him — Liam's username is a privacy risk for
two reasons. First, it contains personally identifiable information (PII): his full name, birth
year, and city. A stranger now knows he is a ~10-year-old named Liam Smith living in
Chicago. Second, using the same username across platforms enables cross-platform
tracking — anyone can search 'LiamSmith2014Chicago' and find his gaming activity,
school assignments, and social media posts, building a comprehensive profile. Better
practice: use different usernames for different platforms, avoid including real names or
birth years, and never include location information. A safe alternative might be
'BlueFox_Gaming42' — memorable but revealing nothing personal.

A friend sends you a
funny meme that has a
classmate's face
photoshopped onto an
embarrassing image.
Your friend asks you to
share it with your group
chat. What is the best
course of action?

Do not share it — tell your friend that spreading altered images of someone
without their consent is hurtful and could be considered cyberbullying, and suggest
they delete it too — Being a good digital citizen means making ethical choices even
when it's socially difficult. Sharing an edited embarrassing image of someone contributes
to cyberbullying, regardless of whether you created it. By sharing, you amplify the harm
and become a participant. The right response is to: (1) refuse to share, (2) explain to your
friend why it's harmful, (3) consider whether to tell a trusted adult if the image could
seriously hurt the classmate, (4) support the classmate if they become aware of the
image. Being an 'upstander' rather than a 'bystander' is a core digital citizenship value.
Your digital footprint also records your shares — sharing bullying content becomes part



of YOUR reputation too.

What is 'metadata' in a
digital photo, and why
should you be aware of
it before sharing photos
online?

Metadata is hidden information embedded in a photo file — Every digital photo
contains EXIF metadata: GPS coordinates (often precise to 10 meters), date and time,
device model, and camera settings. When you share a photo, you may unknowingly share
your exact location. Examples of risk: a photo taken at home reveals your home address;
a photo taken at school reveals your school's location; a photo taken at a friend's house
reveals their address. Most social media platforms strip metadata on upload, but many
forums, messaging apps, and email do not. You can disable location tagging in your
camera settings or strip metadata before sharing. This is a passive digital footprint issue
— the data is added automatically without your awareness.

What is the difference
between your 'online
reputation' and your
'real-life reputation'?

Your online reputation is visible to a much larger audience (potentially the entire
internet), persists much longer (possibly forever), and is searchable — while your
real-life reputation is limited to people who know you personally and fades over
time — The key differences are scale, persistence, and searchability. In real life, if you say
something embarrassing, the people present might remember for a while, but memories
fade. Online, the same statement can be seen by thousands, screenshotted, and
searchable years later. Your real-life reputation is built through direct interactions with a
limited number of people. Your online reputation is built from every public digital action
and is accessible to anyone who searches your name. This is why your digital identity
requires the same — or greater — care as your in-person behavior. The two reputations
increasingly merge as more of life moves online.

Carlos discovers that a
photo he posted two
years ago on a gaming
forum has been copied
and used in a meme
that is spreading on
social media. He never
gave permission for
this. What can Carlos
learn from this
experience?

Once you share content online, you lose control over how others use it — Carlos's
experience illustrates a critical digital citizenship lesson: content you share online can be
repurposed by anyone, at any time, in ways you never intended. A gaming forum photo
from two years ago seemed harmless, but the internet doesn't forget. The 'grandmother
and billboard test' is useful: before posting anything, ask 'Would I be comfortable if my
grandmother saw this?' and 'Would I be comfortable seeing this on a billboard with my
name?' If the answer to either is no, don't post it. Carlos can try to report the meme for
using his image without consent, but complete removal is often impossible once content
goes viral. — even old posts from years ago can be found, copied, and spread without
your permission, so every post should pass the 'would I be okay with this going viral?'
test.

What is a 'digital
footprint'?

The trail of data and information you leave behind whenever you use the internet
— including posts, searches, photos, comments, and account activity — Just as
physical footprints show where you've walked, a digital footprint is the record of
everything you do online. Every website visit, social media post, photo upload, comment,
search query, and online purchase becomes part of your digital trail. Unlike footprints in
sand, digital footprints can be very difficult or impossible to erase completely. They
persist on servers, in cached pages, and in other people's screenshots. Understanding
that you are constantly creating this trail is the foundation of digital citizenship.



✂✂✂✂ Question
(fold →)

Answer

Zoe's friend asks
to borrow her
gaming account
password 'just
for one day' to
try a game Zoe
owns. What
should Zoe do?

Zoe should not share her password — even with a trusted friend. Sharing passwords gives
another person access to personal messages, payment information, and the ability to
make purchases or changes under Zoe's name — Password sharing is risky even with trusted
friends. Zoe's gaming account likely contains: saved payment information, personal messages,
purchase history, friend lists, and personal settings. Risks include: the friend accidentally (or
intentionally) making purchases, the friend's device being compromised (malware could capture
the password), the friendship ending and the former friend retaining access, the friend sharing
the password with someone else. Additionally, most terms of service prohibit password sharing,
and any rule violations by the friend would be attributed to Zoe. Better alternatives: some
gaming platforms allow game sharing without password sharing, or Zoe could play together with
her friend using their own separate accounts.

Explain the
difference
between
authentication
(proving who
you are) and
authorization
(what you're
allowed to do)
using a school
building as an
example.

Authentication is like showing your student ID to enter the school building — proving you
are who you claim to be. Authorization is like your class schedule determining which
rooms you can enter — your ID gets you in the building, but you're only allowed in certain
classrooms, not the principal's office or teacher's lounge — Authentication and authorization
are two separate security concepts that work together. Authentication verifies identity: 'You are
Student #4523, Maya Rodriguez.' Authorization determines access: 'Student #4523 is in 7th
grade, so she can access the 7th grade hallway, science lab during period 3, and the library
during lunch — but not the admin office, server room, or other grade levels' restricted areas.'
Online, authentication is your login (password, fingerprint, 2FA). Authorization is what the
system lets you do after logging in: a regular user can post comments, but only a moderator can
delete other people's posts. Understanding this distinction helps you understand why different
accounts have different permissions and why gaining unauthorized access to restricted areas is
a serious offense.

Create a
complete
'Account Security
Checklist' with at
least five specific
actions a student
should take to
protect their
most important
online accounts.
For each action,
explain WHY it
matters.

1. Use a unique, long passphrase for each account — prevents a single breach from
compromising all accounts. 2. Enable two-factor authentication (preferably with an
authenticator app) — blocks attackers even if they obtain your password. 3. Set up and
regularly verify recovery options (backup email, phone, backup codes) — ensures you can
regain access if locked out. 4. Review account activity and login history monthly — detects
unauthorized access early before damage spreads. 5. Never share passwords with friends
or enter them on unfamiliar sites — prevents social engineering and phishing theft. 6.
Keep software and apps updated — patches known security vulnerabilities that hackers
exploit — A comprehensive security checklist addresses multiple attack vectors because no
single measure is sufficient. (1) Unique passphrases: the #1 defense against credential stuffing
from data breaches. (2) 2FA: catches the 99.9% of attacks that rely on password-only
authentication, according to Microsoft. (3) Recovery options: your safety net when (not if) you
need to reset access — maintaining them prevents permanent lockout. (4) Activity monitoring:
early detection is critical — the average time to detect a breach is 197 days; personal monitoring
catches unauthorized access much faster. (5) Never sharing passwords: social engineering is the
most common attack vector; this rule eliminates the easiest path. (6) Software updates: 60% of
breaches exploit known vulnerabilities that patches would have fixed. This layered approach
(defense in depth) means even if one layer fails, others remain. Security is not a single action but
an ongoing practice.

Which of these
passwords is the

C) 'My-Cat-Loves-Tuna-Sandwiches!' — it is the longest (32 characters), uses a passphrase
format that is easy to remember but hard to crack, and includes uppercase, lowercase,
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strongest, and
why? A)
Fluffy123 B)
p@ssw0rd! C)
My-Cat-Loves-
Tuna-
Sandwiches! D)
12345678901234

hyphens, and a symbol — Password C wins for several reasons. First, length: at 32 characters, it
vastly outnumbers the others. Password D has 14 characters but uses only digits (10 possible
per position vs. 80+ for mixed characters). Password B looks complex but is a well-known
substitution of a common word — hackers' dictionary attacks check these variations. Password A
includes a common name pattern. The passphrase technique (stringing random words together)
creates passwords that are both long and memorable. 'Correct-Horse-Battery-Staple' (from the
famous XKCD comic) illustrates this: four random words joined together create a password with
more entropy than 'Tr0ub4dor&3' and is far easier to remember.

What does it
mean when a
website shows a
padlock icon and
'https://' in the
address bar?

The padlock and 'https' indicate that the connection between your browser and the
website is encrypted — HTTPS (HyperText Transfer Protocol Secure) uses TLS/SSL encryption to
protect data in transit between your browser and the web server. Without HTTPS (plain HTTP),
data travels in plain text — anyone on the same network (like public Wi-Fi) could intercept and
read your passwords, credit card numbers, and personal information. The padlock icon confirms
the connection is encrypted. However, HTTPS does NOT mean the website itself is trustworthy —
a phishing site can have HTTPS too. It only means the connection is encrypted. Think of it like a
secure phone line: the call is private, but the person on the other end could still be a scammer.
Always verify you're on the correct website (check the domain name carefully) in addition to
looking for HTTPS. — meaning data you send (like passwords and credit card numbers) is
scrambled so that anyone intercepting the traffic cannot read it.

What is a 'data
breach' and how
does it affect
regular people
like you?

A data breach is when hackers break into a company's database and steal user
information — Data breaches are security incidents where unauthorized people gain access to
protected information. Major breaches have exposed billions of records: Yahoo (3 billion
accounts), Equifax (147 million), LinkedIn (700 million). When a breach occurs, your exposed data
typically includes: email addresses, passwords (sometimes in plain text), names, phone
numbers, and sometimes financial data. Hackers sell this data on the dark web or use it for
credential stuffing attacks. You can check if your email has been in a breach at
HaveIBeenPwned.com. After a breach, you should immediately change your password on the
breached site AND any site where you used the same password. This is why unique passwords
and 2FA are essential defensive measures. — including usernames, passwords, email addresses,
and sometimes credit card numbers. Your data could be exposed even if you did nothing wrong,
because the company failed to protect it.

What is 'social
engineering' in
the context of
cybersecurity?

Social engineering is when someone manipulates people psychologically to trick them
into revealing passwords, personal information, or access — exploiting human trust and
emotions rather than hacking computer systems directly — Social engineering attacks
target the human element — often the weakest link in security. Common techniques include:
phishing (fake emails/websites), pretexting (creating a false scenario to gain trust), baiting
(offering something tempting like 'free games' that require login), tailgating (following someone
through a secure door), and impersonation (pretending to be IT support). These attacks work
because they exploit natural human responses: trust, helpfulness, fear, curiosity, and urgency.
Kevin Mitnick, one of the most famous hackers, said 'I was so successful in that line of attack that
I rarely had to resort to a technical attack.' The best defense is awareness and a healthy
skepticism toward unexpected requests for information.

Why is using the
same password
for all your
accounts
dangerous?

If one account is hacked or leaked in a data breach, the attacker can use that same
password to access ALL your other accounts — email, gaming, social media, and
everything else — Password reuse is one of the biggest security risks. When a company suffers
a data breach (which happens regularly — LinkedIn, Yahoo, Adobe, and many more have been
breached), millions of username-password combinations are exposed. Hackers use a technique
called 'credential stuffing' — they automatically try those leaked passwords on other sites. If you
use the same password for your email and a gaming site, and the gaming site gets breached,
your email is now compromised too. From your email, attackers can reset passwords for banks,



shopping sites, and social media. This cascading effect is why unique passwords for each
account are essential.

What are
'security
questions' (like
'What is your
mother's maiden
name?') and why
are they actually
a weak form of
security?

Security questions are backup authentication used for password recovery. They are weak
because the answers are often publicly available (social media, public records, genealogy
sites) or guessable, and unlike passwords, you can't easily change facts like your mother's
maiden name — Security questions seemed clever when invented but are now recognized as
security weaknesses. Problems include: (1) Answers are often findable through social media,
public records, or family genealogy sites. Sarah Palin's Yahoo email was hacked in 2008 using
security questions whose answers were Googleable. (2) Common answers reduce security —
'What is your favorite color?' has maybe 10 common answers; 'What city were you born in?' is
limited and often discoverable. (3) Unlike passwords, you can't change factual answers — your
first pet's name is permanent. Best practice: either use false answers (treat security questions as
additional passwords and store the fake answers in your password manager) or avoid sites that
rely solely on security questions for recovery.

Lily's older
brother says
biometric
authentication
(fingerprint or
face scan) is
completely
unhackable. Is
he correct?
Explain.

He is incorrect — biometrics can be spoofed with high-resolution fingerprint copies, 3D-
printed face models, or photos. Also, unlike passwords, you cannot change your
fingerprints if they are compromised in a data breach. Biometrics are convenient but
should be combined with other factors, not used alone — Biometric authentication is
convenient but not infallible. Demonstrated attacks include: (1) fingerprints lifted from surfaces
and reproduced using gelatin molds or 3D printing, (2) face recognition fooled by high-resolution
photos, 3D-printed masks, or even twin siblings, (3) iris scans fooled by high-resolution eye
photographs. The critical limitation: biometrics are immutable — if your fingerprint template is
stolen in a data breach, you cannot generate new fingerprints like you'd create a new password.
Your biometric data is compromised forever. Best practice: use biometrics as a convenience
factor (quick unlock) combined with a strong password or PIN as the primary security factor. 2FA
with biometric + password is the strongest commonly available authentication.

What is 'two-
factor
authentication'
(2FA) and how
does it protect
your account?

Two-factor authentication requires two different types of proof to log in — something you
know (your password) plus something you have (like a code sent to your phone) — so even
if someone steals your password, they still cannot access your account without the
second factor — Two-factor authentication (2FA) adds a second layer of security beyond your
password. The three factor categories are: (1) something you know (password, PIN), (2)
something you have (phone, security key, authenticator app), (3) something you are (fingerprint,
face scan). 2FA requires factors from two different categories. If a hacker obtains your password
through a data breach, they still cannot log in without the second factor. Common 2FA methods
include SMS codes (less secure — SIM swapping attacks), authenticator apps like Google
Authenticator (more secure — codes generated locally), and physical security keys (most secure
— hardware device). Enabling 2FA is one of the single most effective things you can do to protect
your accounts.

What is a
'password
manager' and
why do security
experts
recommend
using one?

A password manager is a secure application that generates, stores, and auto-fills unique
strong passwords for all your accounts. You only need to remember one master password,
and the manager handles the rest — solving the impossible task of remembering dozens
of unique passwords — Password managers solve the fundamental dilemma of password
security: you need unique, complex passwords for every account, but humans can't memorize
50+ random strings. A password manager encrypts all your passwords in a local vault, protected
by one strong master password. Features include: auto-generating strong random passwords,
auto-filling login forms, syncing across devices, and alerting you about reused or compromised
passwords. Examples include 1Password, Bitwarden, and Apple's built-in Keychain. Security
experts universally recommend password managers because the alternative — weak, reused
passwords — is far more dangerous than any theoretical risk of a password manager vault being
compromised.



Rank these four
2FA methods
from MOST
secure to LEAST
secure: (1) SMS
text message
codes, (2)
Authenticator
app (like Google
Authenticator),
(3) Physical
security key (like
a YubiKey), (4)
Email-based
codes.

Most to least secure: (3) Physical security key → (2) Authenticator app → (1) SMS text
message → (4) Email-based codes. Security keys can't be phished or intercepted;
authenticator apps generate codes locally; SMS can be intercepted via SIM swapping;
email codes depend on your email account's security — Not all 2FA methods are equal. (1)
Physical security keys (most secure): They require physical possession and use cryptographic
protocols that verify the legitimate website — making them immune to phishing and remote
interception. (2) Authenticator apps: Generate time-based codes locally on your device — not
transmitted over any network, so they can't be intercepted in transit. Vulnerable only if someone
accesses your physical device. (3) SMS codes: Transmitted over cellular networks and vulnerable
to SIM-swapping attacks (where a hacker convinces your carrier to transfer your number to their
SIM) and SS7 protocol exploits. Still better than no 2FA. (4) Email codes (least secure): If your
email is compromised, the attacker gets all your 2FA codes too — creating a single point of
failure. Understanding this hierarchy helps you choose the strongest available protection for
your most important accounts.

Kai receives a
text message:
'Your verification
code is 847291.
If you did not
request this,
someone may
be trying to
access your
account.' Kai did
NOT request a
code. What
should Kai do?

Do NOT share the code with anyone. Immediately change the password for the account
associated with that number, enable 2FA if not already on, and check for any
unauthorized activity. Someone may have Kai's password and is attempting to log in — An
unrequested verification code is a serious security alert. It means someone has your correct
password and is trying to complete the second factor of authentication. The code is the only
thing standing between the attacker and full access to your account. Critical actions: (1) Never
share the code with anyone — phishing attacks often follow up with a call or text saying 'We
need you to read us the code to verify your identity.' (2) Immediately change the password on
that account — the current password is compromised. (3) Check recent account activity for
unauthorized logins. (4) Enable 2FA via authenticator app rather than SMS (SIM-swapping attacks
can intercept SMS codes). The verification code is your last line of defense — protect it
absolutely.

What is 'multi-
factor
authentication'
and how is it
different from
two-factor
authentication?

Multi-factor authentication (MFA) uses two or more different authentication factors — it
is the general term, while two-factor authentication (2FA) is the specific case of using
exactly two factors. Three-factor authentication would be MFA using three different
factors (e.g., password + phone code + fingerprint) — Multi-factor authentication (MFA) is the
umbrella term for any authentication requiring two or more factors from different categories.
2FA (two-factor authentication) is the most common form, requiring exactly two factors. Three-
factor authentication adds a third: for example, a bank vault might require a keycard (something
you have), a PIN (something you know), and a fingerprint (something you are). The three
categories remain: knowledge (passwords, PINs), possession (phones, security keys, cards), and
inherence (biometrics). More factors = more security, but also more friction for the user. For
most personal accounts, 2FA strikes the right balance. High-security environments (military,
government, banking) may use three or more factors.

What makes a
password
'strong'?

A strong password is long (at least 12 characters), uses a mix of uppercase letters,
lowercase letters, numbers, and symbols, and does not contain easily guessable
information like your name, birthday, or common words — Password strength is
determined by two factors: length and complexity. Length matters most — every additional
character multiplies the number of possible combinations. A 12-character password with mixed
character types has approximately 475 trillion possible combinations. Complexity (mixing
uppercase, lowercase, numbers, symbols) increases the pool of characters a hacker must guess
from. Avoid personal information (names, birthdays, pet names) because this information is
often publicly available via social media. Also avoid common passwords ('123456', 'password',
'qwerty') — these are the first passwords hackers try in brute-force attacks.



Sophie gets
locked out of her
email account.
She clicks 'Forgot
Password' and
the site sends a
reset link to her
recovery email.
But Sophie set
her recovery
email as a very
old account she
no longer has
access to. What
lessons does this
teach about
account recovery
planning?

Sophie should have kept her recovery email up to date, added a recovery phone number
as backup, and saved backup codes when setting up 2FA. Account recovery options need
to be maintained and verified regularly — not just set once and forgotten — Account
recovery planning is often overlooked but critical. Sophie's mistake is common: people set up
recovery options once and never update them. Best practices include: (1) Keep recovery email
current — update it whenever you change email addresses. (2) Add multiple recovery methods
— recovery email AND recovery phone number AND backup codes. (3) Save backup codes —
when you enable 2FA, most services provide one-time backup codes for exactly this scenario.
Store them securely (printed and stored safely or in a password manager). (4) Regular audit —
check your recovery settings annually. (5) Consider what would happen if you lost your phone —
is your 2FA linked only to that device? Without proper recovery planning, a lost password or lost
phone can permanently lock you out of critical accounts.

Omar uses
public Wi-Fi at a
coffee shop to
log into his
email. His friend
says this is risky.
Why?

Public Wi-Fi networks are often unencrypted, meaning a hacker on the same network
could intercept Omar's login credentials using a 'man-in-the-middle' attack — capturing
his username and password as they travel from his device to the email server — Public Wi-
Fi networks (coffee shops, airports, hotels) are common attack vectors. On an open
(unencrypted) network, a technique called 'packet sniffing' allows nearby attackers to capture
data traveling through the air. A 'man-in-the-middle' (MITM) attack positions the hacker between
you and the router, allowing them to read or modify your traffic. Even more sophisticated: 'evil
twin' attacks where hackers create a fake Wi-Fi hotspot with the coffee shop's name — you
connect to their network thinking it's legitimate. Protection: (1) use HTTPS websites (encrypted
even on open Wi-Fi), (2) use a VPN (encrypts all traffic), (3) avoid logging into sensitive accounts
on public Wi-Fi, (4) verify the network name with staff before connecting.

What is a 'brute
force attack' and
how does
password length
protect against
it?

A brute force attack tries every possible password combination until finding the correct
one. Longer passwords protect against it because each additional character multiplies the
total number of combinations — a 12-character password has trillions of times more
combinations than a 6-character password, making brute force impractical — Brute force
attacks are the simplest form of password cracking: systematically trying every possible
combination. For a password using lowercase letters, uppercase letters, digits, and symbols (~80
characters), the combinations are: 6 characters = 80^6 = ~262 billion (crackable in minutes), 8
characters = 80^8 = ~1.7 quadrillion (crackable in hours-days), 12 characters = 80^12 = ~68.7
sextillion (crackable in centuries), 16 characters = 80^16 = ~2.8 × 10^30 (effectively uncrackable).
Each additional character multiplies combinations by 80×. This exponential growth is why
password length is the single most important factor in password security. Even the fastest
supercomputer cannot try 10^30 combinations in a useful timeframe.

Explain how a
'dictionary
attack' differs
from a 'brute
force attack' and
why the
password
'Sunshine2024!'

A dictionary attack tries common words, phrases, and patterns from a pre-built list
(including 'sunshine' with common number/symbol additions), so it would crack
'Sunshine2024!' quickly. A brute force attack tries every possible character combination
without shortcuts, which takes much longer but would eventually find any password.
Dictionary attacks are fast but miss random passwords; brute force is slow but
comprehensive — Dictionary attacks use curated lists of common passwords, words, and
predictable patterns. These lists include: the 10,000 most common passwords, dictionary words
in multiple languages, common substitutions (@ for a, 0 for o, ! at the end), name + year
patterns, and leaked passwords from previous breaches. 'Sunshine2024!' follows a predictable



would be
vulnerable to
one but take
longer for the
other.

pattern (capitalized common word + current year + symbol) that dictionary attacks specifically
target — it might be cracked in seconds. A brute force attack would need to try ~80^13 ≈ 5.5 ×
10^24 combinations to guarantee finding it, taking millions of years. However, a truly random
password like 'kP7$mX2nQ!' would resist dictionary attacks entirely, forcing attackers to use the
slow brute force method. This is why randomness matters more than following predictable
'complexity' patterns.

A website says:
'Create your
account!
Password must
be exactly 6
characters,
letters only.'
What does this
tell you about
the website's
security
practices?

These are dangerously weak password requirements — limiting passwords to only 6
characters and only letters drastically reduces the number of possible combinations,
making accounts easy to hack. This suggests the website does not follow modern security
standards and should not be trusted with sensitive information — Weak password
requirements are a major red flag for a website's overall security. Modern best practices
recommend: minimum 12 characters, no maximum length, all character types allowed. A 6-letter
password has only 26^6 = ~309 million possible combinations — a modern computer can test all
of them in seconds. Additionally, a maximum length limit often indicates the site stores
passwords in plain text (not hashed), because properly hashed passwords are always the same
length regardless of input. Sites like these are more likely to be breached and more likely to
store your information insecurely. If you must use such a site, never use a password you use
anywhere else, and share minimal personal information.

What is the
difference
between a
'passphrase' and
a traditional
password, and
which is
generally more
secure?

A passphrase is a longer sequence of random words (like 'Purple-Elephant-Dances-
Brightly') while a traditional password is typically shorter with mixed characters (like
'P@55w0rd!'). Passphrases are generally more secure because their length creates more
possible combinations, and they are easier to remember — Passphrases outperform
traditional passwords for both security and usability. A typical 'strong' password like 'P@55w0rd!'
has 9 characters and appears complex but is easily cracked by dictionary attacks that check
common letter-to-symbol substitutions. A passphrase like 'Purple-Elephant-Dances-Brightly' has
32 characters — even though each word is a dictionary word, the combination of 4+ random
words from a 50,000-word dictionary creates enormous key space (50,000^4 = 6.25 quadrillion
combinations). The XKCD comic #936 famously illustrated this: 'correct horse battery staple' has
~44 bits of entropy vs. ~28 bits for 'Tr0ub4dor&3.' Passphrases are also easier to type and
remember. The key is that the words must be randomly chosen, not a meaningful phrase.

Nina uses her
cat's name
'Whiskers' as her
password for
everything. She
also posts
photos of her cat
on social media
with captions
like 'Whiskers is
the best!' Why is
this a problem?

Anyone who sees Nina's social media posts now knows her cat's name is Whiskers, and
since people commonly use pet names as passwords, an attacker would try 'Whiskers' as
a password for her accounts — making it one of the first guesses in a targeted attack —
This illustrates why personal information makes terrible passwords. Security researchers have
found that pet names, birthdays, favorite sports teams, and family members' names are among
the most commonly used password bases. Hackers compile 'personal dictionaries' from a
target's social media before attacking — checking for pet names, school names, birthdays,
anniversaries, and other commonly used password elements. Nina's public posts essentially
handed attackers her password. This technique is called OSINT (Open Source Intelligence) —
gathering publicly available information to facilitate attacks. The solution: use passwords that
have no connection to your personal life, generated randomly by a password manager.

Aiden finds a
USB drive on the
ground outside
his school. What
should he do

Do NOT plug the USB drive into any computer — unknown USB drives can contain
malware that automatically installs when plugged in. Turn it in to the school office so
they can handle it safely — This is a classic social engineering attack called 'USB baiting' or
'USB drop attacks.' Hackers deliberately leave infected USB drives in parking lots, hallways, and
other locations where curious people might find and plug them in. The drive can contain
malware that: auto-installs when plugged in (exploiting AutoRun), contains appealing files
(labeled 'Salary Info' or 'Photos') that are actually trojans, or even has hardware that electrically
damages the computer. Research by the University of Illinois found that 48% of people who



and why? found USB drives plugged them in. In a corporate security test, 60% of employees plugged in
drives labeled with the company logo. The safe response: turn it in to IT staff or school
administration. Never plug unknown devices into your computer.

Marcus gets an
email saying:
'Your Roblox
account will be
deleted in 24
hours unless you
click this link and
verify your
password
immediately.'
What should
Marcus do?

Do NOT click the link — this is a phishing attempt. Legitimate companies never ask you to
verify your password by clicking an email link. Marcus should go directly to Roblox.com by
typing the address himself and check his account status there, or ask a parent for help —
This is a classic phishing attack using urgency and fear to bypass critical thinking. Red flags
include: (1) urgent deadline creating panic ('24 hours'), (2) threat of loss ('account deleted'), (3)
requesting sensitive information via email, (4) a link that likely goes to a fake website that looks
like Roblox but steals your password. Legitimate companies never threaten immediate account
deletion via email or ask you to 'verify' your password through a link. Always verify by going
directly to the official website (type the URL yourself, don't click links) or contacting customer
support. If Marcus clicks the link and enters his password, the phisher now has his real Roblox
credentials.



✂✂✂✂ Question (fold →) Answer

What are three
common 'red flags'
that indicate an email
might be a phishing
attempt?

Red flags include: (1) urgent language pressuring immediate action ('Your account
will be closed in 24 hours!'), (2) a sender email address that doesn't match the
claimed organization (e.g., 'support@amaz0n-security.com' instead of
'@amazon.com'), and (3) requests for sensitive information like passwords or credit
card numbers via email — Phishing emails share common characteristics: (1)
Urgency/threats — 'Act now!' 'Your account is compromised!' 'Limited time!' — pressure
creates panic that bypasses critical thinking. (2) Suspicious sender addresses — the display
name might say 'Amazon Support' but the actual email is 'support@amaz0n-helpdesk-verif
y.com.' Always check the full email address. (3) Requests for sensitive info — legitimate
companies never ask for passwords, SSNs, or full credit card numbers via email. Additional
red flags: generic greetings ('Dear Customer' instead of your name), spelling/grammar
errors, mismatched URLs (hover over links to see the real destination), and unexpected
attachments. Learning to spot these patterns is one of the most valuable cybersecurity
skills.

Compare these two
messages and identify
which is more likely to
be a scam: Message A:
'Dear [Your Name],
your Amazon order
#302-7891234 has
been delayed. Track
your package at
amazon.com/tracking.'
Message B: 'URGENT:
Your Amazon account
has been locked! Click
here NOW to verify: ht
tp://amazon-verify-acc
ount.suspicious-domai
n.com/login'

Message B is more likely a scam. Red flags: urgency ('URGENT', 'NOW'), threatening
language ('locked'), and the URL contains 'suspicious-domain.com' — not Amazon's
real domain. Message A is calmer, uses a specific order number, and directs to
amazon.com's actual domain — Analyzing messages requires evaluating multiple signals.
Message B exhibits classic phishing indicators: (1) all-caps URGENCY, (2) threat of account
lockout, (3) pressure to act 'NOW,' and (4) critically — the URL goes to 'suspicious-
domain.com,' not amazon.com. The subdomain trick ('amazon-verify-account.suspicious-
domain.com') makes the URL look related to Amazon but actually goes to a completely
different server. Message A is calmer (no urgency/threats), includes a specific order
number (suggesting knowledge of a real transaction), and directs to amazon.com.
However, even Message A could be a sophisticated phishing attempt — the safest
approach is always to open Amazon directly in your browser rather than clicking any email
link. The comparison teaches that urgency + threats + suspicious URLs = almost certainly a
scam.

Rachel's Instagram
shows she is on
vacation in Hawaii.
While she's away, she
gets a text from her
'bank' saying: 'We
detected unusual
login activity from
Hawaii on your
account. Verify your
identity immediately:
[link].' What makes
this particularly
convincing?

The scammers used information from Rachel's public Instagram posts to make the
phishing message seem legitimate — mentioning Hawaii matches her actual
location, making the 'unusual activity' warning feel real and urgent. This is spear
phishing using publicly available social media data — This scenario perfectly illustrates
how oversharing on social media enables spear phishing. Rachel's public vacation posts
gave scammers two weapons: (1) knowledge of her location to craft a convincing 'unusual
activity' alert, and (2) knowledge that she's traveling, making a security alert more plausible
(people do get legitimate fraud alerts when traveling). This is a textbook case of OSINT
(Open Source Intelligence) being used for targeted social engineering. The lesson: sharing
your location in real-time online creates security risks beyond physical safety (burglars
knowing your home is empty) — it provides data for social engineering attacks. Better
practice: share vacation photos after returning home, or limit vacation posts to close
friends only.

A fake website is a copy of a legitimate site designed to steal login credentials or
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What is a 'fake
website' (spoofed site)
and how can you tell
the difference
between a real
website and a
convincing copy?

payment information. You can spot fakes by checking: the URL carefully
(amazom.com vs amazon.com), looking for HTTPS, examining the domain spelling,
checking for poor design quality, and verifying through a search engine rather than
clicking links — Website spoofing has become extremely sophisticated. Modern phishing
sites can be pixel-perfect copies of legitimate sites — logos, layouts, fonts, and even SSL
certificates can be replicated. Verification methods: (1) Check the URL character by
character — attackers use visual tricks like 'paypa1.com' (number 1 instead of letter l),
'arnazon.com' (rn looks like m), or extra subdomains like 'login.apple.com.scammer.net.' (2)
Look for HTTPS, but remember it doesn't guarantee legitimacy — free SSL certificates are
available to anyone. (3) Type the URL directly rather than clicking links. (4) Use browser
warnings — modern browsers flag known phishing sites. (5) Check for poor grammar,
broken pages, or missing features. (6) When in doubt, search for the company name and
use the search engine result rather than a provided link.

What is 'social proof'
and how do scammers
use it to make their
schemes more
believable?

Social proof is the psychological tendency to trust something more when others
appear to trust it. Scammers create fake reviews, fabricated testimonials, fake
follower counts, and bot comments saying 'This worked for me!' to make their scam
look legitimate and popular — Social proof is a powerful psychological principle: people
tend to follow the behavior of others, especially when uncertain. Scammers exploit this by
manufacturing evidence of popularity and trust. Common tactics: (1) fake 5-star reviews
(purchased from review farms), (2) fabricated testimonials with stock photos and fake
names, (3) inflated follower/subscriber counts (purchased bots), (4) comment sections filled
with bot accounts saying 'This is amazing!' or 'I made $5000 in a week!', (5) fake 'as seen on'
badges (CNN, Forbes) on websites, (6) countdown timers showing 'only 3 left!' when there's
no actual scarcity. Recognizing fake social proof: look for reviews with similar language
patterns, check if testimonial photos appear elsewhere via reverse image search, and be
suspicious when every single review is overwhelmingly positive.

You see an ad on
social media:
'Congratulations!
You've been selected
to receive a FREE
iPhone 16! Just enter
your shipping address
and credit card (for
$1.99 shipping only).'
Why is this a scam?

This is a classic 'free prize' scam. The real goal is to collect your credit card
information — The 'free prize' scam is one of the oldest and most effective online fraud
techniques. The psychology: people feel they've won something and are excited, lowering
their defenses. The $1.99 shipping fee serves two purposes: (1) it makes the offer seem
more realistic ('they're not asking for much'), and (2) it captures your full credit card details.
Once they have your card, expect unauthorized charges of hundreds or thousands of
dollars. Additional risks: the form also collects your name, address, phone, and email —
valuable PII for identity theft. Red flags: you didn't enter any contest, the offer sounds too
good to be true, it requires payment information for a 'free' item, and the ad uses urgency
('limited time!'). The golden rule: if it seems too good to be true, it is. — the $1.99 charge is
a pretext to get your card details, which will then be used for unauthorized charges.
Legitimate companies don't give away expensive products to random social media users.

Analyze the
psychological
manipulation tactics
used in this message:
'FINAL NOTICE: Your
Apple ID will be
permanently deleted
in 2 hours. 47 other
users have already
verified their accounts
today. Click here to
save your account and
photos. Don't lose

Tactics identified: (1) Urgency — '2 hours' creates panic and time pressure, (2)
Authority — impersonating Apple lends credibility, (3) Social proof — '47 other users
verified' implies everyone else is complying, (4) Loss aversion — 'lose your memories
forever' threatens something emotionally valuable, (5) Scarcity — 'FINAL NOTICE'
implies this is the last chance — This single message deploys at least five distinct
psychological manipulation tactics, layered for maximum impact. (1) Urgency/Time
pressure: '2 hours' leaves no time for verification or rational thought. (2) Authority: Apple is
a trusted brand; impersonating it borrows that trust. (3) Social proof: '47 other users'
creates a bandwagon effect — if others are doing it, it must be legitimate. (4) Loss aversion:
humans are more motivated to avoid losing something (photos, memories) than to gain
something. Threatening 'your memories' targets the most emotionally charged digital
possessions. (5) Scarcity: 'FINAL NOTICE' implies previous warnings were ignored and this is



your memories
forever!'

the absolute last chance. Understanding these tactics makes them transparent — when
you can name the manipulation, it loses its power.

You receive an email
that appears to be
from your school
saying: 'Important:
Click here to update
your student portal
password before
Friday or you will lose
access to your grades.'
The sender address is
'admin@school-portal-
update.net'. Is this
legitimate? Explain
your reasoning.

This is likely phishing. Red flags: the sender domain 'school-portal-update.net'
doesn't match the school's actual domain, it creates urgency with a deadline and a
threat of losing access, and schools typically communicate password updates
through official channels — not via email links. You should verify by contacting the
school IT department directly — This email exhibits multiple phishing indicators. (1)
Domain mismatch: a legitimate school email would come from the school's official domain
(e.g., @myschool.edu), not a generic domain like 'school-portal-update.net.' (2) Urgency
pressure: the Friday deadline with threat of losing grade access creates panic. (3) Click-to-
act: directing you to click a link rather than providing instructions to go to the portal
directly. (4) Context: schools use multiple communication channels (announcements,
teacher notifications, parent emails) — a single email for something this important is
suspicious. The correct response: do NOT click the link. Instead, go directly to your school
portal by typing the known URL, or contact your teacher or school IT department to verify.
When in doubt, verify through a separate channel.

Design a 'Scam
Detection Flowchart'
that someone could
follow when they
receive an unexpected
message (email, text,
or social media DM)
asking them to click a
link or provide
information. Include
at least four decision
points.

Flowchart: (1) Did you expect this message? If NO → suspicious. (2) Does it create
urgency or threaten consequences? If YES → likely scam. (3) Check the sender: does
the email/phone match the claimed organization's official contact? If NO → likely
scam. (4) Does it ask for passwords, financial info, or personal details? If YES →
almost certainly a scam. (5) Hover over links: does the URL match the claimed
organization's real domain? If NO → scam. Final step for ALL suspicious messages: Do
NOT click links or reply. Instead, contact the organization directly through their
official website or phone number to verify — A systematic approach prevents emotional
reactions from overriding rational analysis. The flowchart works through escalating
suspicion levels: (1) Expectation check — unsolicited messages are inherently more
suspicious than expected ones. (2) Emotional manipulation check — urgency and threats
are the most reliable indicators of scams. (3) Sender verification — checking the actual
sending address (not display name) against known legitimate addresses catches most
phishing. (4) Information request check — legitimate organizations rarely request sensitive
data via message. (5) URL inspection — hovering (not clicking) reveals the true destination.
The universal final step — independent verification through official channels — works even
when you're unsure. This flowchart can be applied to any suspicious communication:
email, text, phone call, social media DM, or in-game message. Teaching systematic analysis
rather than just 'be careful' gives students a concrete tool they can use every time.

What is 'spear
phishing' and why is it
more dangerous than
regular phishing?

Spear phishing targets a specific individual using personal information gathered
about them (from social media, school websites, or data breaches) to create a highly
convincing personalized message. It's more dangerous because the message feels
real — it may reference your name, school, friends, or recent activities — Regular
phishing casts a wide net — the same generic email to millions of people ('Dear Customer').
Spear phishing is targeted at YOU specifically. The attacker researches their target using:
social media profiles (interests, friends, activities), school/organization websites (teacher
names, events), data breaches (email, phone, location), and public records. A spear
phishing email might say: 'Hi [Your Name], your teacher Ms. [Teacher Name] shared this
assignment link for [Your Actual Class].' Because it contains accurate details, it's far more
believable. Spear phishing success rates are dramatically higher than generic phishing —
estimated at 50-70% click rates compared to ~3% for mass phishing. High-profile hacks
(Sony Pictures, DNC emails) used spear phishing as the initial attack vector.

Free piracy sites are loaded with security risks: malicious ads that install malware,
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A classmate tells you
about a website where
you can watch new
movies for free —
movies that are
currently in theaters.
What risks does this
site pose beyond just
the legal issue of
piracy?

fake 'video player' downloads that are actually viruses, pop-ups leading to phishing
sites, cryptocurrency miners running in your browser, and exposure to inappropriate
or shocking content in ads — Piracy sites are some of the most dangerous places on the
internet, regardless of the legal issues. They monetize through: (1) Malvertising — ads that
automatically download malware to your device. (2) Fake download buttons — the 'Play'
button is actually a malware download; the real play button is tiny and hidden. (3)
Cryptojacking — scripts that use your device's processing power to mine cryptocurrency,
draining battery and slowing performance. (4) Phishing — pop-ups claiming you need to
'create a free account' to capture your email and password. (5) Exploit kits — code that
probes your browser for unpatched vulnerabilities. Security research by Digital Citizens
Alliance found that 1 in 3 piracy sites contained malware. The 'free' content costs far more
in security risks than any legitimate streaming subscription.

Why do many scam
messages contain
obvious spelling and
grammar errors? Is it
because the
scammers are
careless, or could it be
intentional?

It is often intentional — spelling errors serve as a filter to select for the most gullible
targets. People who don't notice or don't care about errors are more likely to fall for
the entire scam. Sophisticated targets who spot errors self-select out, saving the
scammer time on people who would eventually catch on — This counterintuitive
insight comes from Microsoft Research (Cormac Herley, 2012). Scammers deliberately
include errors as a selection mechanism. Running a scam requires time and effort — the
scammer must maintain a conversation, build trust, and extract money. A person who falls
for a poorly written email is statistically more likely to complete the entire scam process. A
person who catches spelling errors would likely catch other red flags later, wasting the
scammer's time. By making the initial message obviously flawed, scammers efficiently filter
for their ideal targets. This is why advanced phishing targeting corporations (business
email compromise) uses perfect grammar — those scammers target different victims and
can afford the time investment.

What is 'pharming'
and how does it differ
from phishing?

Pharming redirects you to a fake website even when you type the correct URL, by
corrupting the DNS system (the internet's address book) on your computer or
network. Unlike phishing which requires you to click a link, pharming can trick you
without any action on your part — Pharming is more dangerous than phishing because
it works even for careful users. The DNS (Domain Name System) translates web addresses
(amazon.com) into IP numbers computers use (205.251.242.103). In a pharming attack, the
DNS is corrupted — either on your device (via malware modifying the hosts file) or on the
network's DNS server. You type 'amazon.com' into your browser, but instead of reaching
Amazon's real server, you're silently redirected to a fake server with a pixel-perfect copy of
Amazon's login page. You enter your credentials thinking you're on the real site. Pharming
is harder to detect because the URL in your browser shows the correct address. Protection:
keep software updated, use trusted DNS servers, check for HTTPS certificate warnings, and
use 2FA (even if credentials are stolen, the attacker lacks your second factor).

What is 'pretexting' in
social engineering?

Pretexting is creating a fabricated scenario (pretext) to manipulate someone into
giving up information or access. The attacker invents a believable backstory — like
pretending to be IT support, a delivery person, or a fellow student — to gain the
target's trust before making their request — Pretexting is one of the most effective
social engineering techniques because it builds a complete narrative. Examples: (1)
Attacker calls school pretending to be a parent requesting a student's contact information
— the pretext is 'I lost my phone and need to reach my child.' (2) Someone emails
pretending to be from the IT department needing your password to 'fix a system issue.' (3)
A scammer poses as a classmate asking for homework help, then gradually requests
personal information. The power of pretexting is that humans are naturally helpful and
trusting — when someone has a believable story, we want to assist them. Defense: verify
identity through official channels, be wary of unusual requests even from seemingly
legitimate people, and remember that real IT staff never need your password.



What is a 'catfish' in
the online world?

A catfish is someone who creates a fake online identity — using stolen photos, made-
up personal details, and false stories — to deceive others into forming a relationship
or friendship based on lies, often to manipulate, scam, or exploit the victim —
Catfishing is the practice of creating an entirely fake online persona to deceive others. The
catfish typically: uses attractive photos stolen from real people's social media, creates
detailed fake backstories, builds emotional connections over time, and eventually exploits
the victim — for money, personal information, or emotional manipulation. Catfishing is
especially dangerous for young people because: (1) it can be used by predators to groom
children, (2) the emotional manipulation causes real psychological harm, (3) victims often
share sensitive personal information or photos with someone they trust. Warning signs:
they never video chat, they have few social media connections, their stories don't add up
over time, they ask for money or favors, and reverse image searches show their photos
belong to someone else.

A YouTube comment
says: 'I found a glitch
in Minecraft that gives
unlimited diamonds!
Download the mod
from this link:
bit.ly/minecraft-
diamonds-free.'
Evaluate this for
safety.

This is almost certainly malware disguised as a game mod. Red flags: promise of
cheats/exploits, a shortened URL hiding the real destination, distribution through
YouTube comments instead of official mod platforms, and targeting gamers' desire
for in-game advantages. The download likely contains a virus, keylogger, or
ransomware — Gaming communities are heavily targeted by scammers because gamers
are motivated by in-game rewards. This comment uses multiple manipulation tactics: (1)
Appeal to desire — unlimited diamonds is irresistible to players. (2) 'Glitch/exploit' framing
— implies it's a secret discovery, creating urgency to download before it's 'patched.' (3)
Shortened URL — bit.ly links hide the actual destination, preventing you from seeing it
leads to a suspicious domain. (4) Distribution channel — legitimate mods are hosted on
trusted platforms (CurseForge, Modrinth) with community reviews, not in random YouTube
comments. The downloaded file is almost certainly malware: keyloggers (record everything
you type including passwords), ransomware (encrypts your files until you pay), or remote
access trojans. Never download files from untrusted sources, regardless of how appealing
the offer.

Explain the
'grandparent scam'
and what
psychological tactic
makes it effective.

The grandparent scam involves a caller pretending to be a grandchild in trouble
(arrested, in an accident, stranded abroad), urgently needing money wired or gift
cards purchased. It exploits the love and panic grandparents feel for their
grandchildren, causing them to act emotionally without verifying the story — The
grandparent scam is a devastating form of social engineering that targets emotional
bonds. The typical script: a caller says 'Grandma, it's me! I'm in trouble!' and lets the
grandparent say a name ('Is that you, Tommy?') — the scammer confirms and builds a
story around it. They claim to be in jail, a hospital, or stranded in another country, begging
the grandparent not to tell the parents ('I'm so embarrassed — please don't tell Mom and
Dad'). They request money via wire transfer, gift cards, or cryptocurrency — methods that
are difficult to trace or reverse. The psychological tactics are: emotional urgency (someone
you love is in danger), secrecy (isolating the victim from people who might recognize the
scam), and authority (sometimes a fake 'lawyer' or 'police officer' takes the phone).
Defense: always verify by calling the grandchild's known phone number directly.

What is 'smishing' and
how does it differ

Smishing is phishing conducted through SMS text messages instead of email.
Attackers send texts that appear to be from banks, delivery services, or government
agencies, containing links to fake websites designed to steal personal information —
Smishing (SMS + phishing) has become increasingly common as people have become more
skeptical of emails but remain trusting of text messages. Common smishing messages
include: fake delivery notifications ('Your package couldn't be delivered — click here to
reschedule'), fake bank alerts ('Suspicious activity on your account — verify now'), fake
government messages ('Your tax refund is ready — claim it here'), and fake prize



from regular phishing? notifications. Smishing is often more effective than email phishing because: (1) people tend
to trust texts more than emails, (2) phone screens make it harder to inspect URLs, (3) texts
feel more urgent and personal, (4) mobile browsers hide the full URL. The same verification
rules apply: never click links in unexpected texts, and go directly to the official website or
call the organization instead.

A pop-up appears
while you're browsing:
'WARNING! Your
computer is infected
with 5 viruses! Call 1-
800-555-HELP
immediately or your
data will be
destroyed!' What type
of scam is this?

This is a 'tech support scam' or 'scareware' — a fake warning designed to frighten
you into calling a number where scammers will ask for remote access to your
computer or payment for unnecessary 'repairs.' Real antivirus software never uses
browser pop-ups to report infections — Tech support scams (also called scareware) use
fear to manipulate victims. The pop-up mimics system warnings with alarming language,
flashing colors, and sometimes fake 'scanning' animations. If you call the number,
scammers will: (1) convince you to install remote access software (giving them control of
your computer), (2) show you 'proof' of infections (normal system files presented as
viruses), (3) charge hundreds of dollars for 'cleaning' that either does nothing or installs
actual malware. Real security software: never uses browser pop-ups for virus alerts, never
asks you to call a phone number, displays alerts through its own installed application, and
never threatens data destruction to pressure immediate action. If you see such a pop-up,
close the browser tab (or force-quit the browser if needed) and run a scan with your actual
installed antivirus software.

Evaluate which
verification method is
MOST reliable when
you receive a
suspicious message
claiming to be from
your bank: A) Reply to
the suspicious
email/text and ask if
they are real B) Call
the phone number
provided in the
suspicious message C)
Look up your bank's
official phone number
independently and call
them D) Ask your
friend who works at a
different bank if the
message seems real

C) Look up your bank's official phone number independently (from your bank card,
official website, or previous statements) and call them directly. This is the only
method that guarantees you're communicating with the actual bank and not the
scammer — This question tests the crucial concept of using a separate, trusted
communication channel for verification. Options A and B fail because the scammer
controls those channels — replying goes to the scammer, and the phone number in a
phishing message connects to the scammer's call center (which will confirm the 'problem'
and escalate the fraud). Option D is unreliable — a friend at a different bank may not
recognize institution-specific phishing patterns. Option C is the gold standard:
independently sourcing the bank's contact information (from the number on the back of
your debit card, the official website you navigate to yourself, or previous legitimate
correspondence) ensures you're contacting the real organization. This 'out-of-band
verification' principle applies to all suspicious communications, not just banking.

What is 'ransomware'
and how does it
typically get onto
someone's computer?

Ransomware is malware that encrypts (locks) all the files on your computer and
demands payment (usually in cryptocurrency) to unlock them. It typically arrives
through phishing email attachments, infected downloads, or malicious website links
— Ransomware is among the most destructive forms of malware. It encrypts your files
(documents, photos, music, everything) with a key only the attacker possesses, then
displays a ransom note demanding payment (typically $300-$5000 for individuals, millions
for organizations) in Bitcoin or other cryptocurrency. Common delivery methods: phishing
emails with infected attachments (fake invoices, resumes), drive-by downloads from
compromised websites, and fake software updates. Major ransomware attacks have hit
hospitals (WannaCry, 2017), schools (numerous districts), and city governments.



Prevention: keep regular backups (the attacker can't hold your data hostage if you have
copies), keep software updated, don't open unexpected attachments, and use antivirus
software. If infected: do NOT pay — there's no guarantee you'll get your files back, and
payment funds future attacks.

What should you do
AFTER you realize
you've fallen for a
phishing scam and
entered your
password on a fake
website?

Act immediately: (1) Change the compromised password on the REAL site right away,
(2) Change that password on any other site where you used the same password, (3)
Enable 2FA on the affected account, (4) Check for unauthorized activity, (5) Tell a
trusted adult, and (6) Report the phishing site — Speed is critical after falling for
phishing. Attackers often use stolen credentials within minutes. Response priority: (1)
Immediately change the password on the real site — this locks out the attacker if they
haven't already changed it. (2) Change the same password everywhere else you've used it
— credential stuffing attacks happen automatically. (3) Enable 2FA — even if the attacker
has your new password, they'll lack the second factor. (4) Review account activity — check
for unauthorized purchases, messages sent from your account, or settings changes. (5) Tell
a trusted adult — they can help with bank notifications if financial data was exposed. (6)
Report the phishing site — to the platform it impersonated and to the Anti-Phishing
Working Group (reportphishing@apwg.org). Everyone falls for phishing at some point —
what matters is how quickly and thoroughly you respond.

A friend shares a link
to a 'personality quiz'
on social media that
says it will tell you
your Hogwarts house.
The quiz asks for your
email, birthday,
mother's maiden
name, and the street
you grew up on. Why
are these questions
suspicious?

These questions match common security questions used for account recovery. The
quiz is likely designed to harvest answers to security questions — with your email,
birthday, mother's maiden name, and childhood street, an attacker could reset
passwords on many of your accounts — This is a sophisticated data harvesting
technique. The questions perfectly mirror standard security questions: 'What is your
mother's maiden name?' 'What street did you grow up on?' These are the exact questions
used by banks, email providers, and social media platforms for account recovery.
Combined with your email address and birthday, an attacker has everything needed to: (1)
answer your security questions on major platforms, (2) reset your passwords, (3) take over
your accounts. The quiz format is brilliant social engineering — people happily answer
these questions in a 'fun' context that they would refuse in any other context. This
technique was used in the Cambridge Analytica scandal and countless smaller operations.
Never answer quiz questions that match security questions — they're not gathering
entertainment data, they're gathering keys to your accounts.

A stranger in an online
game tells you they
work for the game
company and can give
you free premium
currency if you share
your login details.
How should you
respond?

Never share login details — real game company employees would never ask for your
password in-game. This is a social engineering scam. Report the user to the game's
moderation team and block them — This is a common in-game social engineering scam.
Real game company employees: (1) never contact players through in-game chat for
account actions, (2) never need your password because they have admin access to the
server, (3) use official support channels (help tickets, verified emails), (4) would never offer
free currency as a personal favor. Scammers pose as employees to exploit the trust and
authority associated with the company name. Once they have your login, they steal your
account, sell your virtual items, use your payment information, or use your account for
further scams (impersonating you to scam your friends). The correct response: report and
block. No legitimate offer requires your password — ever.

What is 'phishing'?

A type of online scam where attackers disguise themselves as trustworthy
organizations (banks, schools, popular apps) to trick people into revealing personal
information like passwords, credit card numbers, or account credentials — Phishing
is one of the most common cyberattacks, responsible for over 90% of data breaches.
Attackers create convincing fake communications (emails, texts, websites, social media
messages) that impersonate legitimate organizations. The goal is to lure victims into
clicking malicious links, downloading infected attachments, or entering sensitive
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information on fake websites. The name comes from the metaphor of 'fishing' for victims
using bait (the fake message) and hooks (the malicious link). Common phishing targets
include banking credentials, email passwords, social media accounts, and personal identity
information.



✂✂✂✂ Question (fold →) Answer

Research shows that
approximately 1 in 3 students
report being cyberbullied. Yet
many schools report very few
incidents. What factors might
explain this gap between
actual cyberbullying rates and
reported incidents?

Fear of retaliation, worry about losing device access, belief that adults can't
help, shame, and not recognizing subtle forms as cyberbullying all contribute
to underreporting — The reporting gap exists for multiple interconnected
reasons: students fear retaliation from the bully, worry that adults will take away
their devices (punishing the victim), doubt that adults understand digital spaces
well enough to help, feel ashamed about being targeted, or don't recognize subtler
forms (exclusion, passive-aggressive comments) as bullying. This is why
anonymous reporting systems and cyberbullying education are so important —
they lower the barriers to seeking help.

Why is cyberbullying
sometimes considered more
harmful than in-person
bullying?

It can happen 24/7, reach a large audience instantly, and leave a permanent
digital record — Cyberbullying can be especially harmful because it follows the
target everywhere (no safe space at home), can spread to hundreds of people
instantly through sharing, and screenshots create a permanent record. Unlike in-
person bullying that ends when you leave, cyberbullying can feel inescapable.

What is 'doxing'?

Publicly revealing someone's private personal information online without
their consent — Doxing (from 'dropping documents') means searching for and
publicly sharing someone's private information — such as their real name, home
address, phone number, school, or family details — without consent. It's
dangerous because it can lead to real-world harassment, stalking, and safety
threats. Doxing is illegal in many jurisdictions and violates every major platform's
policies.

What is 'flaming' in the context
of online communication?

Posting deliberately hostile, insulting messages to provoke an angry reaction
from others — Flaming involves sending intentionally provocative, hostile, or
insulting messages online. While a single flame war between two willing
participants is different from cyberbullying, repeated flaming directed at one
person becomes harassment. The intent is to provoke anger and emotional
reactions. Disengaging (not 'feeding the flames') is usually the most effective
response.

Which of the following is an
example of cyberbullying?

Creating a fake social media account to post embarrassing things about a
classmate — Creating a fake account to embarrass someone is a deliberate act of
impersonation and harassment — a clear form of cyberbullying. Disagreeing
politely, managing friend requests, and competitive gaming are normal online
activities, not bullying.

A social media company
introduces a new AI system
that automatically detects and
removes cyberbullying
comments. Some people
praise this, while others have
concerns. Evaluate both the
benefits and potential
problems of AI-based
cyberbullying detection.

Benefits include speed and scale of detection, but problems include inability
to understand context/sarcasm/cultural nuance, false positives that silence
legitimate speech, and risk of over-reliance replacing human judgment — AI
detection offers real benefits: it can scan millions of posts instantly and catch
harmful content before it spreads. However, significant challenges exist: AI
struggles with context (sarcasm, inside jokes, reclaimed language), cultural nuance,
and the difference between a heated debate and targeted harassment. False
positives can silence legitimate speech and disproportionately affect certain
communities. The best approach combines AI flagging with human review —
technology assists but doesn't replace human judgment.

A complete campaign design that includes a memorable name/slogan,

4. Cyberbullying Prevention and Response  



Design a 'Digital Kindness
Campaign' for your school that
addresses cyberbullying
prevention. Your campaign
must include: (1) a specific
name and slogan, (2) at least
three concrete activities or
initiatives, (3) a plan for
reaching students who might
be silently suffering, and (4) a
way to measure whether the
campaign is working.

multiple actionable initiatives (e.g., kindness challenges, upstander training
workshops, anonymous support hotline/form), outreach to silent sufferers
(e.g., QR codes in bathrooms linking to help, anonymous check-in surveys),
and measurable outcomes (e.g., pre/post surveys on school climate, tracking
report usage, monitoring incident rates) — An effective Digital Kindness
Campaign goes beyond awareness to create lasting behavioral change. Strong
campaigns include: a unifying identity (name/slogan/branding), multiple
touchpoints (workshops, challenges, peer mentoring), proactive outreach
(anonymous channels, regular check-ins, visible resources in private spaces like
bathrooms), and data-driven assessment (surveys, report tracking, incident rates).
The key insight is that prevention works better than reaction — building a culture
of digital kindness is more effective than only punishing bullying after it happens.

Aisha's friend sends her a
screenshot showing that
someone created an
Instagram account using
Aisha's photos and name,
posting mean things to other
students. What should Aisha
do FIRST?

Save screenshots as evidence, then report the fake account to Instagram and
tell a trusted adult — The best first step is to preserve evidence (screenshots with
dates/times), then report through official channels (platform report + trusted
adult). Confronting the person could escalate the situation, revenge would make
Aisha a bully too, and deleting her accounts punishes the victim, not the bully.
Impersonation violates every platform's terms of service.

Compare the following two
responses to witnessing
cyberbullying in a group chat:
Response A: 'Hey everyone,
let's stop this. It's not cool to
talk about people like that.'
Response B: Privately message
the target saying 'I'm sorry this
is happening. I reported those
messages.' Which response is
better, and why?

Both are valuable upstander actions — Response A challenges the group
norm publicly, while Response B provides direct support and takes action
through reporting — Both responses are effective upstander behaviors that serve
different purposes. Response A publicly challenges the group norm, which
research shows can shift bystander behavior and make the bullying feel less
socially acceptable. Response B directly supports the target (reducing their
isolation) and takes concrete action (reporting). The ideal approach combines both.
Different people may feel more comfortable with different approaches — what
matters is doing something.

Why might someone who
cyberbullies others do so even
though they wouldn't bully
someone face-to-face?

The online disinhibition effect — screens create psychological distance,
making people feel anonymous and detached from consequences — The
online disinhibition effect explains why people say things online they'd never say in
person. Screens remove visual feedback (you can't see the person's pain), create a
sense of anonymity (even when accounts aren't truly anonymous), and reduce
empathy because the target feels less 'real.' Understanding this helps because it
means cyberbullying often stems from reduced empathy, not pure malice.

What does the term
'upstander' mean in the
context of cyberbullying?

Someone who speaks up or takes action to support a person being bullied —
An upstander actively supports the person being targeted, whether by speaking
up, reporting the behavior, or offering comfort. This contrasts with a bystander,
who witnesses bullying but doesn't intervene. Research shows that upstander
behavior is one of the most effective ways to stop bullying.

A school is considering three
anti-cyberbullying programs:
Program A: Install monitoring
software on all student devices
to flag mean messages.
Program B: Teach empathy

Program B — it builds student skills and provides safe reporting, creating
lasting behavioral change — Program B is most effective because it builds



workshops and upstander
training, plus create an
anonymous reporting system.
Program C: Ban all social
media and messaging apps on
the school network. Which
program would likely be MOST
effective at reducing
cyberbullying long-term?

internal skills (empathy, upstander behavior) that transfer everywhere — not just
at school. Program A creates surveillance that students can circumvent and
doesn't teach better behavior. Program C only shifts cyberbullying to personal
devices and home networks. Research consistently shows that education-based
approaches with reporting systems produce the most lasting reduction in bullying.

Three different types of
cyberbullying are described
below. Which correctly
matches each scenario to its
type? Scenario A: Sharing
someone's private diary
entries in a group chat without
permission. Scenario B:
Deliberately leaving one
person out of every online
group and game invite.
Scenario C: Sending
threatening messages saying
'Watch your back at school
tomorrow.'

A = Outing/doxing, B = Exclusion, C = Cyberstalking/threats — Scenario A is
outing/doxing — sharing private information publicly without consent. Scenario B
is exclusion — intentionally and repeatedly isolating someone from social groups.
Scenario C is cyberstalking/threats — messages that imply physical danger. Each
type has different severity levels and may require different responses (threats
should always be reported to adults and potentially law enforcement).

Lena sees a group of
classmates posting mean
comments on another
student's TikTok video. She
wants to be an upstander but
feels nervous. Which
combination of actions would
be MOST effective while
keeping Lena safe?

Send a private supportive message to the target, report the comments to
TikTok, and tell a trusted adult — Effective upstander behavior combines three
elements: direct support (private message showing the target they're not alone),
platform action (reporting violating comments), and adult involvement (trusted
adult who can address the pattern). Public confrontation can escalate the situation
and make Lena a target. Research shows that private support from even one
person significantly reduces the emotional impact of cyberbullying on targets.

A classmate sends Jordan a
private message saying,
'Everyone hates you. You
should just stop coming to
school.' Jordan feels hurt but
isn't sure if this counts as
cyberbullying since it was 'just
one message.' Is this
cyberbullying? Why or why
not?

Even a single message can be cyberbullying if it's severe enough — While
cyberbullying often involves repeated behavior, a single message can qualify if it's
severe enough. Telling someone 'everyone hates you' and suggesting they skip
school is an attempt to isolate and cause serious emotional harm. Severity matters
as much as frequency. Jordan should save the message, not respond, and tell a
trusted adult immediately. — threats or attempts to isolate someone cross the line
regardless of frequency.

Kai has been cyberbullied for
months and has tried ignoring
it, blocking accounts, and
telling a teacher. The bullying
continues through new

Document everything with a detailed log, involve parents/guardians to
contact the school administration formally, and report to the platform with
the evidence log — escalation beyond the teacher level is needed — When
standard responses (ignoring, blocking, reporting to one teacher) haven't worked,
escalation is necessary. A detailed evidence log (dates, screenshots, actions taken)
strengthens the case. Parents/guardians can formally engage school
administration, which has more authority to investigate and enforce



accounts. What should Kai's
next steps be?

consequences. Platform reports with comprehensive evidence logs are taken more
seriously. In severe cases, law enforcement may need to be involved. Persistence
in seeking help is not 'overreacting.'

Sam accidentally sent an
embarrassing photo to the
wrong group chat. Now
classmates are sharing it
widely and adding mocking
captions. Sam originally sent
the photo voluntarily — does
this mean it's Sam's fault and
not cyberbullying?

No — sharing the photo with mocking intent is cyberbullying regardless of
how the photo was originally shared. Sending something to one group
doesn't consent to it being spread everywhere — This is still cyberbullying.
Sharing a photo with one group is not consent for others to spread it with mocking
captions. Victim-blaming ('you shouldn't have sent it') ignores the deliberate choice
by classmates to humiliate Sam. While it's wise to be careful about what you share,
the responsibility for bullying always lies with the people choosing to harm others.
Sam's mistake doesn't justify their cruelty.

Explain the difference
between a conflict and
cyberbullying. Why is this
distinction important?

A conflict is a mutual disagreement between equals; cyberbullying involves a
power imbalance with one side repeatedly targeting the other — the
distinction matters for choosing the right response — In a conflict, both parties
have equal power and are mutually engaged in a disagreement. In cyberbullying,
there's a power imbalance — one person (or group) repeatedly targets another
who has difficulty defending themselves. This distinction is crucial because
conflicts are best resolved through mediation and communication, while
cyberbullying requires intervention, protection of the target, and accountability for
the aggressor.

Tyler receives a text from an
unknown number with a
photo of him at the park,
along with the message: 'I
know where you go after
school.' What should Tyler do?

Do not respond, save the message as evidence, show it to a parent or
guardian immediately, and consider contacting local authorities — This
situation involves potential stalking and an implied threat, which goes beyond
typical cyberbullying into territory that requires adult and possibly law
enforcement involvement. Tyler should not engage (responding confirms the
number is active), preserve evidence (screenshots with timestamps), immediately
tell a trusted adult, and report to authorities if advised. Posting publicly could
escalate danger.

Some people argue that
'cyberbullying isn't real
bullying' because 'you can just
turn off the screen.' Construct
a counter-argument explaining
why this view is harmful and
inaccurate.

This view ignores that digital life is inseparable from real life for young
people — The 'just turn it off' argument fails on multiple levels: (1) Digital spaces
are where young people maintain friendships, collaborate on schoolwork, and
develop their identity — disconnecting means social isolation. (2) The harmful
content continues circulating whether the target sees it or not. (3) It shifts
responsibility from the bully to the victim ('if you'd just stop looking, it wouldn't
hurt'). (4) It dismisses real psychological harm — cyberbullying is linked to anxiety,
depression, and suicidal ideation regardless of screen time. Effective responses
address the behavior, not the target's access to technology. — social connections,
schoolwork, and identity are all online. Telling targets to disconnect isolates them
further and blames the victim instead of addressing the bully's behavior.

Marcus notices that every time
he posts in the class group
chat, three classmates
immediately respond with
laughing emojis and mocking
comments. This has happened
for two weeks. What type of
cyberbullying is Marcus
experiencing?

Harassment — repeated hostile messages targeting a specific person —
Marcus is experiencing harassment — a pattern of repeated, targeted hostile
messages from the same group. The key indicators are the consistency (every time
he posts), the duration (two weeks), and the coordinated nature (three
classmates). This differs from flaming (one-time anger) or trolling (attention-
seeking, not targeted).



Mia's friend group creates a
'burn book' — a private social
media account where they
anonymously post mean
ratings and rumors about
classmates. Mia didn't create it
but has been added as a
follower. By simply following
the account without posting, is
Mia contributing to the
cyberbullying?

Yes — being a silent audience enables cyberbullying by giving the account
followers and validation, even without posting — Following the account makes
Mia a passive participant. Her follower count validates the account's existence and
encourages more posts. In cyberbullying research, the 'audience effect' shows that
bullying escalates when there are witnesses who don't intervene. Mia should
unfollow, report the account, and ideally tell a trusted adult. Many anti-bullying
experts say that silent witnesses are essential to stopping bullying patterns.

What is 'exclusion' as a form of
cyberbullying?

Deliberately and repeatedly leaving someone out of online groups, chats, or
gaming sessions — Exclusion as cyberbullying means intentionally and repeatedly
shutting someone out of digital social spaces to cause emotional pain. It's different
from normal boundary-setting (blocking a harasser, ignoring strangers) because
the intent is to isolate and hurt. It's one of the hardest forms to prove because the
bully can claim they 'just forgot' to invite someone.

What is cyberbullying?

Using digital devices to repeatedly and intentionally harass, threaten, or
humiliate someone — Cyberbullying involves using technology to deliberately
and repeatedly harm someone. It differs from a single conflict because it involves a
pattern of behavior intended to hurt, embarrass, or intimidate the target.

How does the 'screenshot
culture' of social media make
cyberbullying harder to
escape?

Even deleted messages can live forever as screenshots that get shared
beyond the original audience — Screenshot culture means nothing online is truly
temporary. A hurtful message can be screenshotted before deletion and shared
infinitely — across group chats, schools, and platforms. This permanence makes
cyberbullying especially damaging because targets know the harmful content may
resurface at any time. Even 'disappearing' messages on platforms like Snapchat
can be captured.



✂✂✂✂ Question (fold →) Answer

What is a data broker?

A company that collects personal information from various sources and sells
compiled profiles to other businesses, advertisers, or individuals — Data brokers
are companies (like Acxiom, Experian, Oracle) that aggregate personal information from
public records, social media, purchase history, app data, and other sources. They
compile detailed profiles and sell them to advertisers, employers, landlords, and others.
There are approximately 4,000 data broker companies worldwide. Most people don't
know these companies exist, let alone that they hold detailed profiles about them.

When a company
experiences a data
breach, they often say
'only email addresses
and passwords were
exposed' as if to
minimize the damage.
Why can this
combination of data be
more dangerous than it
sounds?

Because most people reuse passwords across multiple accounts — Email-password
pairs are extremely valuable to attackers because of password reuse. If you use the
same password for a gaming forum and your school email, a breach of the forum
compromises your school account too. Attackers use 'credential stuffing' — automated
tools that test stolen email-password pairs across thousands of websites. A 2019 Google
study found that 65% of people reuse passwords across multiple accounts. This is why
unique passwords (via a password manager) and 2FA are critical. — a leaked email-
password pair from one site can be used to access banking, social media, school, and
other accounts through credential stuffing attacks.

A company's privacy
policy states: 'We may
share anonymized and
aggregated data with
third-party partners for
research and marketing
purposes.' However,
research shows that
'anonymized' data can
often be re-identified.
What is re-identification,
and why does it make
this policy statement
misleading?

Re-identification is the process of matching 'anonymous' data back to specific
individuals by combining multiple data points — making the promise of anonymity
false because datasets that seem anonymous can be cross-referenced to identify
people — Re-identification combines multiple pieces of 'anonymized' data to identify
specific people. Research by Latanya Sweeney showed that just zip code, birthdate, and
gender can uniquely identify 87% of Americans. Netflix's 'anonymous' viewing data was
re-identified by cross-referencing with public IMDb reviews. This means privacy policies
promising 'anonymized' data sharing may provide far less protection than they imply.

Explain why the phrase 'I
have nothing to hide, so I
don't need privacy' is a
flawed argument.

Privacy isn't about hiding wrongdoing — it's a fundamental right that protects
against discrimination, manipulation, power imbalances, and the chilling effect on
free expression. Everyone has information they rightfully keep private — The
'nothing to hide' argument is flawed because: (1) Privacy protects lawful behavior — you
close curtains, use envelopes, and whisper not because you're criminal but because
privacy is a basic human need. (2) Data can be taken out of context — innocent searches
or messages can look suspicious. (3) The chilling effect — knowing you're watched
changes behavior, suppressing free expression. (4) Power imbalance — companies know
everything about you while you know nothing about how they use your data. As Edward
Snowden said, 'Arguing that you don't care about privacy because you have nothing to
hide is like arguing you don't care about free speech because you have nothing to say.'

Elena posts a vacation
photo on Instagram

She has broadcast that her home is unoccupied for a specific duration, shared her
exact current location, and created a pattern that could be used for burglary or
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while away from home.
She tags the hotel
location and captions it
'Gone for two weeks! '
What privacy risks has
Elena created?

stalking — Elena's post creates multiple privacy risks: (1) it tells potential burglars her
home is empty for two weeks — the exact duration is especially dangerous, (2) the
location tag reveals her precise current location to anyone who can see the post, (3) if
her account is public, strangers have this information. Better practices: post vacation
photos after returning, avoid specific duration mentions, don't tag exact locations.
Studies show that 78% of burglars use social media to find targets.

What is personally
identifiable information
(PII)?

Any data that can be used to identify a specific individual — Personally identifiable
information (PII) includes any data that can identify a specific person — directly (name,
SSN, email) or indirectly when combined (zip code + birthdate + gender can identify 87%
of Americans). Understanding PII is the foundation of digital privacy because it
determines what information needs the strongest protection. Such as full name,
address, phone number, or Social Security number.

What are cookies in the
context of web
browsing?

Small text files that websites store on your device to remember information about
your visit, such as login status, preferences, and browsing activity — Cookies are
small data files placed on your device by websites. First-party cookies (from the site
you're visiting) serve useful purposes like keeping you logged in. Third-party cookies
(from other companies embedded on the site) track your browsing across multiple
websites to build advertising profiles. The EU's GDPR requires websites to get consent
before setting non-essential cookies — that's why you see 'cookie consent' banners.

A 'smart home' family
has an internet-
connected doorbell
camera, smart speaker,
smart TV, robot vacuum,
and smart thermostat.
Each device collects data.
If all this data were
combined, what
comprehensive picture
of the family's life could
be assembled?

A nearly complete profile: when they leave and return home (doorbell), all
conversations and commands (speaker), entertainment preferences and viewing
habits (TV), floor plan and room usage patterns (vacuum), sleep/wake schedule
and occupancy (thermostat) — effectively continuous surveillance of daily life —
Combined smart home data creates intimate surveillance: the doorbell records every
visitor and departure (who you associate with, your schedule); the smart speaker
records voice commands and may capture ambient conversations; the smart TV tracks
viewing habits (interests, political leanings, sleep times); the robot vacuum maps your
entire home layout; the thermostat tracks occupancy and sleep patterns. Combined, five
seemingly innocent devices create more detailed surveillance than any government
program in history — and the data is held by multiple private companies with varying
security practices.

Diego's school
announces it will use an
AI proctoring tool for
online tests. The tool
monitors students
through their webcam,
microphone, keyboard,
and mouse movements.
It flags 'suspicious
behavior' like looking
away from the screen.
Analyze the privacy
implications of this
system.

The system collects biometric data (face, voice) from minors in their homes,
creates a surveillance environment that causes anxiety, may produce
discriminatory results (flagging disabilities, non-standard environments), and the
data storage creates breach risk — the educational benefit must be weighed
against these serious privacy costs — AI proctoring raises serious privacy concerns: (1)
Biometric surveillance of minors in private homes — cameras may capture family
members, home environments, and private spaces. (2) Algorithmic bias — studies show
these tools disproportionately flag students of color, students with disabilities (unusual
eye movements), and students in noisy/shared living spaces. (3) Psychological impact —
constant surveillance creates test anxiety beyond normal levels. (4) Data risk —
biometric data of children stored by third-party companies. (5) Consent under coercion
— students can't truly consent if the alternative is failing.

Your younger cousin,
age 8, just got their first
tablet and is excited to
download apps and

A comprehensive setup plan that includes: enabling parental controls, reviewing
app permissions, disabling location sharing, setting up a family account (no
personal email), explaining 'stranger danger online' in age-appropriate terms,



games. They ask you to
help them set it up
safely. What privacy
settings and rules would
you configure, and how
would you explain the
'why' behind each one in
a way an 8-year-old
would understand?

teaching them to ask before downloading, and framing each rule positively ('this
keeps your information safe like locking the front door') — Effective digital privacy
setup for a young child combines technical controls with age-appropriate education.
Technical: parental controls for app downloads and purchases, restricted web browsing,
disabled location services for all apps, family sharing account (no personal email
exposure), privacy settings maximized on any social/gaming platforms. Educational: use
physical-world analogies ('your address is like your home's secret password — we don't
tell strangers'), establish rules collaboratively ('ask before downloading' feels better than
'you can't download anything'), and model the behavior you want.

Design a 'Personal
Privacy Audit' — a step-
by-step checklist that
someone your age could
use to evaluate and
improve their current
digital privacy. Include at
least five categories of
privacy to review,
specific actions for each
category, and a scoring
system to track
improvement over time.

A comprehensive audit covering: (1) Account Security — unique passwords, 2FA
enabled, unused accounts deleted; (2) App Permissions — review and revoke
unnecessary permissions; (3) Social Media Privacy — profile visibility, tagged photo
settings, location sharing; (4) Data Minimization — what info you've shared
unnecessarily, data deletion requests; (5) Tracking Protection — cookie settings,
browser privacy, VPN consideration; with a scoring rubric (e.g., 1-5 per category)
and quarterly re-audit schedule — A thorough Personal Privacy Audit examines every
layer of your digital life. Key categories: (1) Account Security — password strength, 2FA
status, account inventory. (2) App Permissions — camera, microphone, location, contacts
access. (3) Social Media — post visibility, profile information, tagged content
management. (4) Browser Privacy — cookie settings, search engine choice, extension
review. (5) Data Footprint — data broker opt-outs, old account cleanup, information
removal requests. (6) Device Settings — encryption, lock screen, backup encryption. A
scoring system (1-5 per category, max 30) lets you track improvement quarterly. Privacy
isn't a one-time fix — it's an ongoing practice.

Sofia wants to exercise
her 'right to be forgotten'
under GDPR and have a
company delete all her
data. However, the
company says they need
to keep some data for
legal compliance (tax
records), fraud
prevention, and to honor
her deletion request
(they need to remember
she requested deletion
so they don't collect her
data again). Evaluate
whether the company's
reasons are valid.

The reasons are largely valid — legal compliance (tax/financial records) is a
recognized exception, fraud prevention is a legitimate interest, and maintaining a
deletion record prevents re-collection. However, the company should delete all
data NOT covered by these specific exceptions and be transparent about exactly
what they retain and for how long — The right to erasure under GDPR isn't absolute
— Article 17(3) lists exceptions including legal obligations, public interest, and exercising
legal claims. The company's reasons are partially valid: (1) Legal compliance (tax records)
— legitimate, laws require retention of financial records. (2) Fraud prevention —
legitimate interest under GDPR. (3) Deletion record — reasonable to prevent re-
collection. However, the company must delete ALL data not covered by specific
exceptions, not use these as blanket excuses. They should provide a detailed retention
schedule. This case shows that 'delete my data' is more complex than it seems.

Two messaging apps
have different
approaches to privacy:
App A: Free, stores
messages on company
servers, scans content
for targeted ads, shares
data with advertisers. 2
billion users. App B: Free

Network effects — if all your friends and family use App A, switching to App B
means losing communication access. The value of a messaging app depends on
who else uses it, creating a lock-in effect that outweighs privacy concerns for
many people — This illustrates the network effect problem in privacy: a messaging



and open-source, end-
to-end encrypted, stores
no messages on servers,
funded by donations. 40
million users. Why might
someone choose App A
despite its weaker
privacy?

app's value depends entirely on who else uses it. Even if App B is technically superior for
privacy, it's useless if your contacts aren't on it. This creates a powerful lock-in effect
where the dominant platform wins regardless of privacy practices. It's why privacy
improvements often need to come from regulation or market pressure rather than
individual switching — collective action problems require collective solutions.

A fitness app tracks
Kayla's running routes,
times, and heart rate.
She uses it daily. What
sensitive information
could be inferred from
this data beyond fitness
metrics?

Home and school locations (start/end points of runs), daily schedule and routine
patterns, whether she's home or away, and potentially health conditions from
heart rate anomalies — Fitness data reveals far more than exercise stats. Start/end
points reveal home and work/school locations. Consistent timing reveals daily routines.
GPS routes show frequented areas. Heart rate patterns can indicate health conditions. In
2018, the fitness app Strava accidentally revealed secret military base locations when
soldiers' running routes were visible on a global heatmap. This demonstrates how
'harmless' data becomes sensitive through aggregation and analysis.

Nadia downloads a
flashlight app that
requests access to her
contacts, location,
microphone, and
camera. What should
Nadia conclude about
this app?

The permissions far exceed what a flashlight needs — A flashlight app only needs
access to the camera flash LED — nothing else. Requesting contacts, location,
microphone, and camera access suggests the app is designed to harvest data rather
than provide light. This is a common pattern with 'utility' apps. Nadia should deny the
permissions, uninstall the app, and find an alternative. Always ask: 'Does this app need
this permission to do what it claims?'. — the app is likely collecting unnecessary data and
should not be trusted.

What does 'end-to-end
encryption' mean?

A communication method where messages are encrypted on the sender's device
and can only be decrypted on the recipient's device — not even the service
provider can read the content — End-to-end encryption (E2EE) means only the sender
and recipient can read messages. The messages are encrypted on the sender's device
and decrypted on the recipient's device. The company providing the service (like
WhatsApp or Signal) cannot read the content, even if law enforcement requests it. This
differs from transport encryption (like HTTPS), where the service provider can still access
the data at their servers.

Two students debate
whether location
tracking on phones
should be allowed:
Student A: 'Location
tracking is great — it
helps find lost phones,
gives directions, and lets
parents know kids are
safe.' Student B:
'Location tracking is
dangerous — companies
build detailed profiles of
everywhere you go, and
that data can be sold or
hacked.' Who has the
stronger argument?

Both raise valid points — the answer depends on context. Location tracking has
genuine utility, but the key issue is consent and control: users should be able to
choose when, how, and by whom their location is tracked — This debate illustrates
the privacy-convenience trade-off. Both students have valid points: location services
genuinely help with navigation, finding lost devices, and safety. But companies also track
location far beyond what's necessary — in 2018, an AP investigation revealed that
Google tracked location even when users turned off Location History. The resolution
isn't to ban or fully embrace tracking, but to demand transparency, control, and data
minimization.



What is the difference
between data collection
and data sharing?

Collection is gathering information directly from users; sharing is providing that
collected data to third parties like advertisers, partners, or data brokers — Data
collection happens when you interact with a service — creating an account, browsing,
making purchases. Data sharing occurs when that company provides your data to third
parties: advertisers who want to target you, data brokers who compile profiles, partners,
or even governments through legal requests. You might consent to collection but not
realize the extent of sharing.

How does 'browser
fingerprinting' track
users even when they
block cookies?

It collects unique combinations of device characteristics — browser version,
installed fonts, screen resolution, graphics card, time zone — that together create
a unique identifier without storing anything on the device — Browser fingerprinting
creates a unique profile from your device's technical characteristics: browser type and
version, operating system, installed plugins and fonts, screen resolution, GPU model,
time zone, language settings, and more. Combined, these create an identifier that's
unique among millions of browsers. Unlike cookies, you can't delete a fingerprint
because nothing is stored on your device — the tracking happens on the server side. The
EFF's Panopticlick project showed that 83.6% of browsers have a unique fingerprint.

Why do many apps and
websites offer free
services?

They collect and monetize user data through targeted advertising — Most 'free'
services operate on a surveillance capitalism model: they collect vast amounts of user
data (browsing habits, location, contacts, interests) and sell targeted advertising based
on detailed user profiles. Google and Meta (Facebook/Instagram) earn over 80% of their
revenue from advertising. Users pay with their data and attention rather than money. —
the user's attention and data are the product being sold.

Jaylen wants to use a
VPN (Virtual Private
Network) for privacy. His
friend says VPNs make
you 'completely invisible
online.' Evaluate this
claim.

Partially true but misleading — a VPN encrypts traffic and hides your IP address
from websites, but the VPN provider can still see your activity, and you remain
trackable through account logins, browser fingerprinting, and cookies — A VPN
encrypts your internet traffic and masks your IP address, which provides real privacy
benefits: your ISP can't see what you browse, and websites see the VPN's IP instead of
yours. However, it's not invisibility: (1) the VPN provider can see everything your ISP
would have seen — trust shifts, not disappears, (2) if you log into Google, Facebook, etc.,
those companies still track you, (3) browser fingerprinting works regardless of VPN, (4)
free VPNs often sell your data — they need revenue somehow.

Omar is signing up for a
new gaming platform.
The signup form asks for
his full name, birthdate,
school name, home
address, phone number,
and parent's email.
Which pieces of
information should
Omar provide, and
which should he avoid?

Provide only what's necessary: a username (not real name), parent's email for
account verification. Avoid sharing school name, home address, and phone
number — these are unnecessary for gaming and create safety risks — The data
minimization principle says you should only share what's absolutely necessary. A gaming
platform needs an identifier (username), age verification (birthdate or age range), and
contact for account recovery (parent's email for minors). School name, home address,
and phone number serve no gaming purpose and create risk — if the platform gets
hacked, that data could be used for identity theft, stalking, or targeted phishing.

A social media company
changes its privacy policy
to include: 'By using our
service, you grant us a
worldwide, non-
exclusive, royalty-free

The company can use anything you post — photos, videos, text — for their own
purposes including advertising, without paying you or asking additional
permission, anywhere in the world — This clause grants the company broad rights to
user content: 'worldwide' (any country), 'non-exclusive' (you can still use your own



license to use,
reproduce, and
distribute any content
you post.' What does this
actually mean for users?

content, but so can they), 'royalty-free' (they don't pay you). In practice, this means your
vacation photo could appear in the company's ads, your video could be used in
marketing materials, or your content could be licensed to third parties — all without
additional consent or compensation. This is standard in most social media policies.

Compare COPPA
(Children's Online
Privacy Protection Act)
and GDPR (General Data
Protection Regulation)
regarding children's
privacy: COPPA: U.S. law,
protects children under
13, requires parental
consent for data
collection. GDPR: EU law,
protects everyone, extra
protections for children
under 16, right to
erasure. Which law
provides stronger
privacy protections for a
14-year-old, and why?

GDPR provides stronger protection — it covers 14-year-olds (COPPA stops at 13),
includes the right to erasure ('right to be forgotten'), and applies to all companies
serving EU residents regardless of where the company is based — GDPR is stronger
for 14-year-olds because: (1) COPPA only covers children under 13, leaving 13-17-year-
olds with no special protections under U.S. law. (2) GDPR protects everyone and adds
extra requirements for under-16s. (3) GDPR grants the 'right to erasure' — you can
demand companies delete your data. (4) GDPR applies to any company serving EU
residents, regardless of the company's location. This gap in U.S. law is why advocacy
groups push for expanded children's privacy legislation.

What is a privacy policy?

A legal document that explains how a company collects, uses, stores, and shares
your personal data — A privacy policy is a legally binding document every website and
app must provide. It discloses what data they collect, why, how they store it, who they
share it with, and how long they keep it. Most people don't read them — the average
privacy policy takes 18 minutes to read, and a person would need 76 work days per year
to read every policy they encounter.



✂✂✂✂ Question (fold →) Answer

Compare the design
intentions of two apps:
App A: Shows a 'time well
spent' weekly summary,
has no infinite scroll
(shows 30 posts then
stops), hides like counts,
and sends a 'good night'
reminder at your set
bedtime. App B: Uses
infinite scroll, sends push
notifications every 30
minutes you're away,
shows detailed analytics
on likes/followers/reach,
and autoplays videos with
sound. Which app is
designed with user well-
being in mind, and what
specific design choices
reveal each app's true
priorities?

App A prioritizes well-being through friction design (30-post limit creates natural
stopping points), removing social comparison tools (hidden likes), promoting
self-awareness (weekly summary), and respecting boundaries (bedtime
reminder). App B prioritizes engagement through removal of friction (infinite
scroll), fear-based re-engagement (frequent notifications), vanity metrics
(detailed analytics), and attention capture (autoplay with sound) — This
comparison reveals how design choices reflect values. App A implements 'humane
design' principles: friction (post limit) helps users self-regulate, hidden likes reduce
comparison, the summary promotes awareness, and bedtime reminders respect
sleep. App B implements engagement maximization: infinite scroll removes stopping
cues, frequent notifications exploit FOMO, detailed metrics feed external validation,
and autoplay captures attention involuntarily. The question every user should ask of
their apps: 'Is this feature designed to help me, or to keep me here?'

A study finds that teens
who spend 3+ hours daily
on social media have twice
the risk of depression
symptoms compared to
those who spend less than
1 hour. A news headline
reads: 'Social Media
CAUSES Teen Depression!'
Evaluate whether the
headline accurately
represents the study's
findings.

The headline is misleading — the study shows a correlation (association)
between social media use and depression, not causation. Depressed teens might
use more social media as a coping mechanism, or a third factor (like loneliness)
could cause both. Correlation does not prove causation — This is a critical media
literacy lesson: correlation ≠ causation. The study found an association, but multiple
explanations exist: (1) social media might contribute to depression (the headline's
claim), (2) depressed teens might turn to social media for comfort (reverse causation),
(3) a third factor like loneliness or social isolation might cause both increased social
media use AND depression. Real causation requires controlled experiments, not
observational data. Headlines that convert correlations into causal claims are a major
source of misinformation.

Aiden sees an Instagram
post of a friend's 'perfect'
beach vacation. He feels
jealous and inadequate
about his own summer.
Later, he learns his friend
was actually stressed
during the trip because of
family arguments and
spent 45 minutes staging
and editing the beach

Social media posts are curated performances, not authentic documentation —
This scenario perfectly illustrates the performance nature of social media. The 'perfect'
beach photo took 45 minutes to stage, was selected from many attempts, edited for
maximum appeal, and posted during a stressful trip. This is the norm, not the
exception — studies show the average person takes 7 selfies before posting one.
Understanding this gap is crucial for digital wellness: you're not comparing lives, you're
comparing your unfiltered experience to someone else's most polished production. —
the gap between posted content and lived reality means that comparing your life to
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photo. What does this
reveal about social media
content?

others' posts is comparing your full experience to their edited highlight reel.

What does FOMO stand
for, and why is it relevant
to social media?

Fear Of Missing Out — the anxiety that others are having rewarding experiences
without you. Social media amplifies FOMO by constantly showing what friends
are doing, making you feel left out — FOMO — Fear Of Missing Out — is the
pervasive feeling that others are having experiences you're not part of. Social media
intensifies FOMO because you see real-time updates of friends' activities, events you
weren't invited to, and trends you're not participating in. Research shows FOMO is
strongest in people aged 12-18 and correlates with increased social media checking,
decreased life satisfaction, and disrupted sleep from late-night phone checking.

Maya notices she feels
anxious when she doesn't
check her phone for more
than 30 minutes. She gets
a rush of excitement when
she sees notifications, but
feels empty shortly after.
What psychological
pattern is this describing?

A variable reward loop — unpredictable notifications create dopamine spikes
similar to slot machines, and the anxiety between checks resembles withdrawal
from intermittent reinforcement — Maya is experiencing a variable reward loop,
the same psychological mechanism that makes gambling addictive. Notifications arrive
unpredictably — sometimes exciting (a friend's message), sometimes mundane (an
app update). This unpredictability triggers more dopamine than consistent rewards.
The anxiety between checks is a form of FOMO (fear of missing out). Tech companies
deliberately design notifications to exploit this pattern, as revealed by former
employees in Netflix's 'The Social Dilemma.'

Research shows that social
media affects boys and
girls differently. For girls,
negative effects peak
around ages 11-13. For
boys, the peak is around
ages 14-15. Why might the
timing differ, and what
implications does this have
for digital wellness
education?

The timing aligns with puberty onset (earlier for girls) when self-image, social
comparison, and peer validation become most important. This means digital
wellness education needs to be age-and-gender-aware, reaching girls before
middle school and boys during early high school — Research by Amy Orben and
Andrew Przeworksi (2022, Nature Communications) found the gender-timing
difference correlates with puberty onset. During puberty, sensitivity to social
evaluation peaks — exactly when social comparison, body image concerns, and peer
validation become most intense. For girls (puberty ~10-12), this coincides with heavy
social media visual comparison. For boys (puberty ~12-14), it overlaps with social
status and peer group dynamics online. Implication: one-size-fits-all digital wellness
programs miss the window — education must be developmentally timed.

How do 'streaks' on
platforms like Snapchat
use psychology to keep
users engaged?

Streaks exploit loss aversion — people fear losing their accumulated streak more
than they value maintaining it. The longer the streak, the greater the perceived
loss, creating an obligation to open the app daily — Snapchat streaks leverage loss
aversion — a psychological principle showing people feel the pain of losing something
about 2× more intensely than the pleasure of gaining something equivalent. A 200-day
streak feels like a significant 'investment' that would be 'wasted' if broken, even though
the streak has no real value. This creates daily obligation: users open Snapchat not
because they want to, but because they fear the loss. The design deliberately converts
a choice (using the app) into a compulsion (maintaining the streak).

Liam gets 50 likes on a
selfie and feels great. The
next day he posts another
selfie and only gets 12
likes. He feels
disappointed and
considers deleting the
post. What psychological

External validation dependency — Liam has begun measuring his self-worth
through social approval metrics rather than internal self-assessment. The
variable like counts create a conditioning pattern where self-esteem fluctuates
with each post's performance — Liam is experiencing external validation
dependency — his self-worth has become tied to quantifiable social approval. Likes
provide intermittent reinforcement (variable rewards), conditioning the brain to seek
them repeatedly. When the 'reward' drops (50 → 12 likes), it feels like rejection even
though 12 people still liked his photo. Research shows that removing visible like counts



phenomenon explains why
Liam's self-worth became
tied to like counts?

(as Instagram tested) reduces this anxiety. The solution isn't more likes — it's
developing internal self-evaluation independent of social metrics.

Carlos has 1,200 followers
on Instagram but only
interacts regularly with
about 15 people. He
spends 2 hours daily
maintaining his online
presence for followers he
doesn't know personally.
Using the concept of
'Dunbar's number'
(humans can maintain
about 150 meaningful
social connections),
analyze Carlos's situation.

Carlos is investing significant time maintaining superficial connections far
beyond his meaningful relationship capacity. The 1,185 followers he doesn't
interact with provide social validation metrics but not genuine connection —
he's optimizing for numbers rather than relationship quality — Dunbar's number
suggests humans can maintain about 150 meaningful social relationships. Carlos's 15
regular interactions fall well within this capacity, but his 2 daily hours maintaining an
image for 1,185 strangers represents a significant opportunity cost. He's trading time
that could strengthen real relationships for follower metrics that provide intermittent
dopamine hits (likes, comments) but not genuine social support. This pattern is
common — studies show higher follower counts don't correlate with reduced
loneliness.

TikTok's algorithm is
known for being
exceptionally good at
predicting what users want
to watch, sometimes
within minutes of a new
user joining. Analyze how
this rapid personalization
could be both beneficial
and harmful for a 12-year-
old user.

Benefits: quickly surfaces genuinely interesting educational and creative
content, connects users with communities sharing their interests. Harms: can
rapidly push users toward extreme content through radicalization pathways,
creates deeply personalized addiction loops that are harder to break, and a 12-
year-old lacks the metacognitive awareness to recognize algorithmic
manipulation — TikTok's algorithm is a double-edged sword for young users.
Benefits: it genuinely surfaces content matching interests, connects users with
communities (especially valuable for isolated teens), and can deliver educational
content effectively. Harms: rapid personalization means rapid filter bubble creation,
the algorithm can quickly push users toward progressively extreme content (a
phenomenon called 'radicalization pipelines'), and the highly personalized nature
makes the addiction loop stronger. For a 12-year-old, the additional concern is
developmental: prefrontal cortex development (impulse control, long-term thinking)
isn't complete until ~25, making younger users more susceptible to persuasive design.

Design a 'Digital Wellness
Toolkit' for your classroom
— a practical system that
helps students develop a
healthier relationship with
social media and
technology. Include: (1) a
self-assessment tool
students can use weekly,
(2) at least three specific
strategies with
implementation steps, (3)
a system for peer support
and accountability, and (4)
a way to handle the
challenge that some
students may not want to
participate.

A comprehensive toolkit including: (1) Weekly self-assessment (mood tracking
before/after social media use, screen time review, sleep quality, in-person social
time); (2) Strategies like notification auditing (disable non-essential alerts),
intentional-use sessions (set purpose before opening app, timer), and tech-free
zones/times (meals, first/last 30 min of day); (3) Peer support through 'wellness
partners' who check in weekly without judgment; (4) Voluntary participation
with opt-in design — the toolkit is available to all but required of none, with
private rather than public tracking — An effective Digital Wellness Toolkit
empowers rather than restricts. Key components: (1) Self-assessment creates
awareness without judgment — tracking mood-social media correlations helps
students discover their own patterns. (2) Concrete strategies must be specific and
achievable: notification auditing (takes 10 minutes, immediate impact), intentional
sessions (set a purpose and timer before opening any app), and tech-free zones (not
'use your phone less' but 'no phones during meals and 30 minutes before bed'). (3)
Peer support works because behavior change is social — 'wellness partners' normalize
the conversation. (4) Voluntary participation is essential: forced participation breeds
resistance, while opt-in design respects autonomy and actually increases engagement.
The toolkit should be a resource, not a mandate.

Infinite scroll removes natural stopping points, making it harder for users to



Why do social media
platforms use 'infinite
scroll' instead of
pagination (numbered
pages)?

decide to stop browsing — it exploits the brain's tendency to keep consuming
when there's no clear endpoint — Infinite scroll is a persuasive design technique.
With numbered pages, each page turn is a 'decision point' — a moment where you
consciously decide to continue. Infinite scroll removes these decision points,
leveraging the brain's completion bias and variable reward patterns (like a slot
machine — the next post might be amazing). Aza Raskin, who invented infinite scroll,
later expressed regret, estimating it wastes 200,000 lifetimes per day worldwide.

Some countries (like
China) have implemented
strict screen time limits for
minors — no gaming after
10 PM and maximum 1
hour per day on
weekends. Others rely on
parental and individual
self-regulation. Evaluate
the strengths and
weaknesses of
government-mandated
screen time limits versus
self-regulation.

Government limits provide a baseline floor of protection and reduce corporate
incentives to addict minors, but they override family autonomy, are difficult to
enforce (VPNs, shared accounts), treat all screen time equally (ignoring
educational vs entertainment), and don't build self-regulation skills. Self-
regulation respects autonomy and builds life skills but leaves vulnerable
populations unprotected and puts the burden on families against billion-dollar
persuasive design teams — This policy debate highlights fundamental tensions in
digital wellness. Government limits: Strengths — creates universal protection, signals
societal values, reduces corporate incentive to maximize youth engagement.
Weaknesses — enforcement challenges (technological workarounds), overly blunt
(doesn't distinguish educational from entertainment use), undermines family
authority, doesn't develop self-regulation. Self-regulation: Strengths — respects family
autonomy, builds lifelong skills, allows contextual decision-making. Weaknesses —
creates inequality (educated/wealthy families regulate better), asks families to
compete against billion-dollar engagement teams, leaves the most vulnerable
unprotected. The most effective approach likely combines elements: industry
regulation on persuasive design targeting minors, plus family-based tools and
education.

Explain why social media
platforms show you
content that makes you
angry or outraged, even
though negative emotions
seem bad for user
experience.

Anger and outrage are high-engagement emotions — they drive more
comments, shares, and time spent on the platform than positive content. The
algorithm optimizes for engagement metrics, not user well-being — Research
from MIT found that false or outrageous content spreads 6 times faster than factual
content on social media. Outrage drives engagement: angry users comment more,
share more, and spend more time arguing. Since platforms earn revenue from
engagement (more time = more ads), the algorithm naturally amplifies outrage-
inducing content. A 2021 Facebook internal study (leaked by Frances Haugen)
confirmed that the platform's algorithm knew it was promoting divisive content but
prioritized engagement metrics.

What is the 'social
comparison trap' on social
media?

The tendency to compare your everyday life to other people's carefully curated
highlight reels, leading to feelings of inadequacy even though the comparison is
unfair — Social comparison theory (Leon Festinger, 1954) explains that humans
naturally evaluate themselves by comparing to others. Social media amplifies this
because people typically post only their best moments — vacations, achievements,
attractive photos. You never see the 47 rejected selfies, the argument before the
'perfect family' photo, or the boring Tuesday evening. Research shows that passive
scrolling (viewing without interacting) correlates most strongly with decreased well-
being.

What is 'doomscrolling'?

Compulsively consuming negative or distressing news content online, even
though it worsens your mood and anxiety — Doomscrolling is the compulsive
consumption of negative news, especially during crises. The brain's negativity bias (we
pay more attention to threats than positive information) combines with infinite scroll
and algorithmic amplification of engaging content (which is often alarming). The result:
you feel worse but keep scrolling because the brain is seeking resolution to the anxiety



the content creates — resolution that never comes because there's always more
negative content.

Explain how the 'attention
economy' works and why
your attention is valuable
to technology companies.

In the attention economy, human attention is the scarce resource that
companies compete for. Every minute you spend on an app can be monetized
through advertising. Your attention is valuable because it can be converted into
advertising revenue — companies sell access to your attention to the highest
bidder — The attention economy (coined by Herbert Simon) recognizes that in a world
of information abundance, human attention is the scarce resource. Technology
companies compete fiercely for this resource because attention = advertising revenue.
Google earns ~$200 per user per year in ad revenue. Every notification, infinite scroll,
autoplay video, and persuasive design element exists to capture and hold your
attention because it can be sold to advertisers. Understanding this economic model
helps explain why apps are designed the way they are — they're not optimizing for
your benefit, but for your attention.

A new social media
platform advertises: 'No
algorithms! You see posts
in chronological order
from people you follow.' Is
this platform automatically
better for digital wellness?

Not necessarily — chronological feeds solve filter bubbles but can increase
FOMO (fear of missing out) since you might miss important posts, and the
platform may still use other persuasive design techniques like infinite scroll,
notifications, and like counts — While removing algorithmic curation addresses filter
bubbles and reduces outrage amplification, it doesn't solve all digital wellness
challenges. Chronological feeds can increase anxiety about missing posts, still enable
social comparison through likes/followers, and the platform likely uses other
persuasive design patterns. True digital wellness requires examining the full design:
infinite scroll, notification patterns, public metrics (likes/followers), autoplay, and time-
spent optimization. No single feature change transforms a platform into a 'healthy'
one.

What is 'persuasive design'
in technology?

Design techniques intentionally built into apps and websites to influence user
behavior, keep users engaged longer, and encourage specific actions like
sharing, purchasing, or returning frequently — Persuasive design (also called 'dark
patterns') uses psychology to manipulate behavior. Examples: pull-to-refresh mimics
slot machines; Snapchat streaks create obligation through loss aversion; read receipts
create social pressure to respond; notification badges use the Zeigarnik effect
(uncompleted tasks stay in memory). These aren't accidents — they're designed by
teams of psychologists and behavioral scientists hired by tech companies to maximize
engagement.

What is a 'filter bubble'?

When algorithms show you only content that matches your existing beliefs and
interests, isolating you from diverse perspectives — Filter bubbles occur when
algorithms create a personalized information environment that confirms your existing
views. If you engage with content about cats, you see more cat content and less of
everything else. While this seems harmless for pets, it becomes problematic with news
and politics — people can end up in echo chambers where they only encounter
information that reinforces what they already believe, making it harder to understand
different perspectives.

Investigate the claim:
'Social media is like junk
food for the brain —
enjoyable in moderation

The analogy works in several ways — both are engineered for overconsumption,
provide instant gratification without lasting satisfaction, and can crowd out
healthier alternatives. It breaks down because social media also has genuine
positive uses (connection, learning, activism) that junk food lacks, and social
media's effects are more psychologically complex than caloric intake — Strengths
of the analogy: both are engineered for overconsumption (sugar/salt hijack taste buds;
notifications/likes hijack dopamine), both provide quick satisfaction without lasting



but harmful in excess.' Is
this analogy accurate, and
where does it break down?

fulfillment, both can displace healthier activities, and 'moderation' is the healthy
approach for both. Where it breaks down: social media serves vital social functions
(maintaining relationships, community building, social movements) that junk food
never does. Social media effects are bidirectional (can both harm and help mental
health depending on how it's used). The analogy also suggests passive consumption is
the main issue, when active engagement (creating, discussing) may actually be
beneficial.

What is an algorithm in the
context of social media?

A set of rules and calculations that determines what content appears in your
feed based on your past behavior, interests, and engagement patterns — Social
media algorithms analyze your behavior — what you like, comment on, share, pause
to look at, and how long you spend on each post — to predict what content will keep
you engaged longest. Each platform uses different signals, but the goal is the same:
maximize the time you spend on the app, because more time means more ads viewed,
which means more revenue.

What are 'dark patterns' in
user interface design?

Deceptive design techniques that trick users into taking actions they didn't
intend — such as making unsubscribe buttons hard to find, pre-checking consent
boxes, or using confusing double negatives in opt-out dialogs — Dark patterns are
interface designs that deliberately mislead users. Common examples:
'confirmshaming' (the cancel button says 'No, I don't want to save money'), 'roach
motel' (easy to sign up, impossible to cancel), 'misdirection' (big 'Accept' button, tiny
'Decline' text), 'hidden costs' (fees revealed only at checkout), and 'trick questions'
(confusing double negatives in privacy settings). The FTC has begun enforcing against
dark patterns, and the EU's Digital Services Act explicitly prohibits them.

Zara's screen time report
shows she spends 4 hours
daily on social media. She
decides to cut it to 1 hour
by going 'cold turkey' —
deleting all social media
apps immediately. Her
friend suggests a gradual
approach instead —
reducing by 30 minutes
per week. Which strategy
is more likely to succeed,
and why?

The gradual approach is more likely to succeed because habits built over time
resist sudden change — reducing incrementally allows the brain to adjust, find
replacement activities, and build sustainable new routines without the
willpower depletion of cold turkey — Behavioral science strongly supports gradual
reduction over cold turkey for habit change. Going from 4 hours to 1 hour overnight
creates a large 'behavior gap' that willpower alone rarely bridges. The gradual
approach works because: (1) smaller changes are sustainable, (2) each week's success
builds confidence, (3) it allows time to find replacement activities, (4) it avoids the 'all or
nothing' trap where one slip leads to complete abandonment. The ideal approach also
includes positive substitution — replacing scrolling time with specific alternative
activities.

What does the concept of
'digital wellness'
encompass?

A holistic approach to maintaining physical, mental, and social health in
relationship to technology — including managing screen time, protecting mental
health from comparison/FOMO, maintaining real-world relationships, and using
technology intentionally rather than compulsively — Digital wellness goes far
beyond screen time limits. It encompasses: physical health (posture, eye strain, sleep
disruption from blue light), mental health (managing comparison, FOMO, information
overload), social health (maintaining in-person relationships, managing online social
dynamics), and intentional use (using technology as a tool for your goals rather than
being used by technology for its goals). The key insight is that technology isn't
inherently good or bad — digital wellness is about agency and intentional relationship
with technology.



✂✂✂✂ Question (fold →) Answer

During a class debate, a
student claims: 'Wikipedia
can never be used as a
source because anyone
can edit it.' Construct a
nuanced response that
addresses both the
legitimate concern and the
oversimplification in this
claim.

The concern about editability is valid but oversimplified. Wikipedia has extensive
quality controls: volunteer editors, automated vandalism detection, edit-locking
on controversial pages, citation requirements, and talk page discussions. Studies
have found its accuracy comparable to traditional encyclopedias for established
topics. However, it IS unreliable for: breaking news, obscure topics with few
editors, and politically contested subjects. The best practice is to use Wikipedia
as a starting point — read it for overview, then follow its cited sources to
primary material. The real skill is evaluating the citations, not dismissing the
platform entirely — The 'Wikipedia is unreliable' claim is a useful example of
oversimplification. Reality: Wikipedia has robust quality controls — a 2005 Nature
study found it comparable to Encyclopaedia Britannica in accuracy. Its citation system
allows verification of claims. However, it has real weaknesses: systemic bias (more
coverage of Western/English topics), vulnerability during breaking news, and potential
for edit wars on controversial topics. The nuanced position: Wikipedia is an excellent
starting point for research — read it for background understanding, then trace its
citations to primary sources. Teaching students to follow citations is more valuable
than teaching them to avoid Wikipedia entirely.

During a natural disaster,
you see the following
posts on social media:
Post A: A verified news
organization reporting 50
homes damaged with a
source from local
emergency services. Post
B: A user claiming 5,000
homes destroyed with a
dramatic video that
reverse image search
shows is from a different
country two years ago.
Post C: A local resident
posting their own video of
flooding on their street.
Rank these from most to
least reliable and explain
your reasoning.

Most reliable: Post A (verified source, cites official emergency services), then
Post C (firsthand eyewitness but limited to one location), then Post B (uses
misattributed footage from a different event, wildly exaggerated numbers). Post
B is actively harmful disinformation — Post A: Most reliable — verified news
organizations have editorial standards, accountability, and citation of official sources
(emergency services have direct information). Post C: Moderately reliable — genuine
firsthand documentation, but limited perspective (one street ≠ the whole disaster).
However, it's authentically what it claims to be. Post B: Least reliable/disinformation —
the reverse image search proving the video is from a different country and time is
definitive evidence of deliberate deception. The 100× exaggeration (50 → 5,000)
further confirms manipulative intent. During crises, misinformation surges because
emotions run high and people share before verifying.

What is 'lateral reading' as
a fact-checking technique?

Instead of evaluating a website by reading its content deeply, you open new tabs
to search what OTHER sources say about the site, its author, and its claims —
reading 'laterally' across multiple sources rather than 'vertically' within one
source — Lateral reading was discovered by Stanford researchers studying how
professional fact-checkers evaluate information. Unlike novices who read deeply
within a site (vertical reading), experts immediately open new tabs to check what
independent sources say about the claim, the author, and the publication. This is more
effective because a well-designed disinformation site can look highly credible from the
inside — only external verification reveals its true nature.

7. Critical Thinking and Misinformation Online  



What is a 'predatory
journal' or 'predatory
publisher'?

A fraudulent academic publisher that charges authors fees to publish their work
but provides little or no peer review, editorial oversight, or quality control —
allowing unreliable or fabricated research to appear 'published' — Predatory
journals exploit the academic 'publish or perish' system by charging authors to publish
without providing genuine peer review. They accept virtually anything — including
papers generated by AI, papers with obvious fabricated data, and even joke
submissions designed to test them. This is dangerous because: (1) the 'published
research' looks legitimate to non-experts, (2) it can be cited to support false health
claims, (3) it undermines trust in real science. There are estimated 15,000+ predatory
journals. Red flags: aggressive solicitation emails, very fast acceptance, and obscure
editorial boards.

An image circulates on
social media showing a
politician shaking hands
with a known criminal.
Outraged comments flood
in. However, investigation
reveals the image is from a
public event where the
politician met hundreds of
people, and the criminal's
conviction happened years
after the photo was taken.
What manipulation
technique does this
represent?

Decontextualization — taking a real image out of its original context to create a
misleading narrative. The photo is authentic but the implied meaning (the
politician knowingly associates with criminals) is false — Decontextualization is
one of the most common and effective manipulation techniques because the image is
technically real — making it harder to debunk. The manipulation occurs through
what's omitted: the fact that it was a large public event (the politician met everyone),
the timeline (the conviction came later), and the selective framing (hundreds of
handshake photos existed, but only this one was shared). Studies show that
decontextualized real images are more persuasive than obvious fakes because 'the
photo is real!' defeats basic fact-checking. Always ask: 'What's the full context?'

A YouTube video titled
'The REAL Reason Schools
Don't Want You to Know
This' has 2 million views
and thousands of positive
comments. Does its
popularity indicate that
the information is
accurate?

No — popularity metrics (views, likes, comments) measure engagement, not
accuracy. Viral content is often sensational or emotionally triggering, which
drives views regardless of truthfulness. Bots and coordinated campaigns can
also artificially inflate metrics — The 'appeal to popularity' fallacy assumes that
widespread belief equals truth. In reality: (1) engagement algorithms promote
sensational content regardless of accuracy, (2) clickbait titles like 'they don't want you
to know' exploit curiosity gaps and conspiracy thinking, (3) comments can be
manipulated through bots or echo-chamber dynamics, (4) confirmation bias means
people engage most with content confirming their existing beliefs, (5) a video's
production quality and confidence say nothing about its accuracy. The MIT study found
that falsehoods are 70% more likely to be retweeted than accurate information.

Why does misinformation
spread faster than
accurate information on
social media?

Misinformation is often more novel, emotionally provocative, and surprising
than facts — A landmark MIT study (Vosoughi et al., 2018) analyzing 126,000 Twitter
stories found that false news reached more people, spread faster, and penetrated
deeper into networks than true news in every category. The researchers attributed this
to novelty and emotional arousal — false stories are more surprising and trigger
stronger reactions (especially disgust and outrage). Combined with algorithms that
amplify engaging content and the brain's tendency to process emotion before logic,
misinformation has a structural speed advantage. — it triggers stronger emotional
reactions that drive sharing. Algorithms amplify engaging content regardless of
accuracy, and the human brain processes emotional content before analytical
evaluation.

AI-generated text, images,
and videos are becoming

The 'liar's dividend' means that even real, authentic content becomes less
trustworthy because ANYONE can now claim that unfavorable evidence against



increasingly
indistinguishable from
human-created content.
Analyze how the
proliferation of AI-
generated content affects
our ability to trust ANY
information we encounter
online — a phenomenon
some researchers call the
'liar's dividend.'

them is AI-generated or deepfaked. This creates a paradox: AI makes it easier to
create fake content AND easier to deny real content. The result is a general
erosion of trust where nothing can be fully believed or fully dismissed,
undermining the shared foundation of facts needed for democratic society —
The 'liar's dividend' (Chesney & Citron, 2019) is perhaps the most insidious
consequence of AI-generated media. Beyond creating convincing fakes, AI gives liars
plausible deniability for real evidence: 'That video of me is a deepfake.' This works both
ways: (1) Offensive — create fake evidence to damage opponents. (2) Defensive —
dismiss real evidence as AI-generated. The combined effect is an 'epistemic crisis'
where trust in all digital evidence erodes. Solutions being explored include content
provenance standards (C2PA), digital watermarking, and blockchain-based authenticity
verification — but none are yet widely adopted.

A friend shares a meme
that claims: 'Only 3% of
the ocean has been
explored — there could be
anything down there!' The
image shows a mysterious
deep-sea creature. You
research and find: the '3%
explored' figure is
outdated (modern
estimates are 20-25%
mapped), the image is an
AI-generated creature, and
the meme was created by
a science fiction marketing
account. However, the
general point that much of
the ocean is unexplored is
true. How do you respond
to your friend in a way that
corrects the
misinformation without
being dismissive?

Acknowledge the valid underlying truth ('You're right that a lot of the ocean is
still unexplored — it's actually about 75-80% unmapped, which is amazing'), then
gently correct the specific errors ('I looked it up and the 3% number is outdated
— we've actually mapped about 20-25%, and that creature image is AI-generated
art from a sci-fi movie promotion. But the real deep-sea creatures are just as
wild — check this out'), then share accurate but equally fascinating real
information — This scenario illustrates the art of constructive correction. Effective
approaches: (1) Validate the underlying interest/truth first — this prevents
defensiveness and the backfire effect. (2) Provide specific, sourced corrections for the
inaccurate parts. (3) Offer equally interesting accurate information — don't just
debunk, provide a better alternative. (4) Share privately rather than publicly
commenting (avoids embarrassment). (5) Focus on the information, not the person
('the meme got the number wrong' vs 'you shared something wrong'). This approach
respects the relationship while still promoting accuracy.

Identify the propaganda
technique used in each
statement: A: 'Every real
American supports this
policy.' B: 'Dr. Smith, a
famous heart surgeon,
says this energy drink is
the healthiest option.' C:
'This politician is just like
Hitler.'

A = Bandwagon (everyone's doing it, join in), B = False authority (expert in one
field endorsing something outside their expertise), C = Reductio ad Hitlerum /
false analogy (comparing to an extreme to discredit) — A: Bandwagon — 'every
real American' implies that disagreeing makes you unpatriotic and outside the group. It
pressures conformity through fear of social exclusion. B: False authority — Dr. Smith
may be an excellent surgeon but has no expertise in nutrition or beverage science. The
appeal exploits the general trust in 'doctor' titles. C: Reductio ad Hitlerum —
comparing anything to Hitler/Nazis to shut down nuanced discussion. While extreme
comparisons occasionally have merit, they're usually used to emotionally overwhelm
rather than logically argue.

Two fact-checking
organizations analyze the
same political claim and
reach different

Different conclusions can result from legitimate analytical differences: which
context they prioritize, how they interpret 'misleading' vs 'technically accurate,'
which aspects of a complex claim they focus on, and what additional context
they consider relevant. This doesn't mean fact-checking is unreliable — it means
that truth assessment on complex claims involves judgment, not just binary



conclusions — one rates it
'Mostly True' and the other
rates it 'Half True.' Does
this mean fact-checking is
unreliable? Why might
legitimate fact-checkers
reach different
conclusions about the
same claim?

true/false determinations. The overlap between their assessments (both found
the claim partially true) is more significant than the difference — Fact-checking
complex political claims involves judgment — different fact-checkers may: emphasize
different aspects of a multi-part claim, weigh context differently (technically true but
misleading vs. misleading but contains truth), have different standards for what counts
as 'mostly' true, or include different amounts of context. Importantly, both
organizations found the claim partially true — they agree more than they disagree.
This is normal analytical variation, not evidence of unreliability. The key is to check
multiple fact-checkers and look for the reasoning behind their ratings, not just the
rating itself.

What is the 'backfire effect'
and why does it
complicate efforts to
correct misinformation?

The backfire effect occurs when presenting someone with evidence that
contradicts their belief actually STRENGTHENS their original belief rather than
changing it — because the correction feels like an attack on their identity,
triggering defensive reinforcement of the original position — The backfire effect
(Nyhan & Reifler, 2010) shows that corrections can paradoxically strengthen false
beliefs, especially when those beliefs are tied to personal identity, political affiliation,
or deeply held values. When corrected, people feel their identity is under attack and
double down defensively. This is why simply sharing fact-checks often doesn't change
minds. More effective approaches: ask questions rather than present corrections, find
common ground first, use trusted messengers from the person's own community, and
address the emotional need the misinformation fulfills rather than just the factual
error.

What is 'astroturfing' in the
context of online
information?

The practice of masking a sponsored message or organized campaign as
spontaneous grassroots activity — making corporate, political, or state-backed
campaigns appear to be organic public opinion — Astroturfing creates the illusion
of widespread public support or opposition. Techniques include: coordinated bot
networks posting identical messages, paid 'influencers' who don't disclose
sponsorship, fake review campaigns, and organized letter-writing campaigns disguised
as individual citizens. The term comes from AstroTurf artificial grass — fake grassroots.
Examples: pharmaceutical companies funding 'patient advocacy groups,' political
campaigns creating 'concerned citizens' websites, and state actors running networks of
fake social media personas to influence foreign elections.

What is 'manufactured
consensus' and how is it
created online?

The artificial creation of an apparent majority opinion through coordinated bot
networks, paid commenters, fake reviews, and astroturfing campaigns —
making a fringe position appear widely supported to exploit the human
tendency to follow perceived majority opinion — Manufactured consensus exploits
the 'social proof' bias — our tendency to assume that if many people believe
something, it must be true. Tactics include: bot networks posting identical or similar
messages (making a view appear widespread), coordinated 'like' campaigns inflating
engagement metrics, paid commenters filling forums with supportive posts, and sock
puppet accounts (one person operating many fake identities). Research has found that
during elections, bot accounts can comprise 20-40% of political discourse on social
media, dramatically distorting the apparent distribution of opinions.

What is 'confirmation bias'
and how does it relate to
misinformation?

Confirmation bias is the tendency to seek, interpret, and remember information
that confirms existing beliefs while ignoring contradictory evidence — it makes
people more likely to believe and share misinformation that aligns with what
they already think — Confirmation bias is one of the most powerful cognitive biases
affecting information evaluation. When you encounter a claim that matches your
existing beliefs, your brain processes it less critically — you accept it faster and share it
more readily. When you encounter contradicting information, you scrutinize it more



heavily and may dismiss it. This means everyone — regardless of intelligence or
education — is susceptible to misinformation that aligns with their worldview.
Awareness of this bias is the first step to overcoming it.

A classmate argues: 'You
can't trust mainstream
media — they're all biased.
I only get my news from
independent creators on
YouTube who aren't
controlled by
corporations.' Evaluate
this position.

The position contains a valid concern (media bias exists) but reaches a flawed
conclusion. All sources have bias — mainstream media has institutional bias but
also has editorial standards, corrections policies, and legal accountability.
Independent YouTube creators have their own biases, often less transparency
about funding, no editorial oversight, and are incentivized by the algorithm to be
sensational. The best approach is consuming diverse sources while
understanding each source's biases and incentive structures — This position
exemplifies the 'false dilemma' — presenting only two options (trust mainstream
media completely or reject it entirely). Reality is more nuanced: Mainstream media has
real biases (commercial, political, structural) but also has professional standards —
corrections policies, fact-checking departments, editorial review, and legal liability for
defamation. Independent creators have different biases: algorithmic incentives reward
sensationalism, sponsorships may not be disclosed, there's no editorial oversight, and
'independence' from corporations doesn't mean independence from other influences.
Media literacy means understanding the bias and incentive structure of EVERY source
you consume, not simply swapping one set of biased sources for another.

Explain the concept of
'prebunking' and why
research suggests it may
be more effective than
debunking after the fact.

Prebunking inoculates people against misinformation BEFORE they encounter it
— by explaining manipulation techniques in advance, people become better at
recognizing and resisting them. It's more effective than debunking because the
'continued influence effect' means correcting false beliefs after they form is
extremely difficult, as the original misinformation often persists in memory even
after correction — Prebunking is an 'inoculation' approach to misinformation. Just as
vaccines expose the immune system to weakened pathogens, prebunking exposes
people to weakened forms of misinformation techniques — teaching them to
recognize emotional manipulation, false authority, conspiracy logic, and misleading
statistics BEFORE encountering them in the wild. Google's 'Prebunking' initiative and
Cambridge University's 'Bad News Game' demonstrate this approach. Research shows
prebunking is more effective than debunking because of the 'continued influence
effect' — once a false belief takes hold, corrections only partially work. The original
misinformation leaves a residual influence even after being corrected.

A viral social media post
claims: 'Scientists have
proven that eating
chocolate every day
prevents cancer. Study
published in the Journal of
Health Research.' You
want to verify this claim.
Apply the SIFT method
(Stop, Investigate the
source, Find better
coverage, Trace claims) to
evaluate it.

Stop — don't share yet. Investigate — search for 'Journal of Health Research' (is it
a reputable peer-reviewed journal or a predatory journal?). Find better coverage
— search the claim on fact-checking sites and legitimate health news. Trace —
find the original study to check if it actually says what the post claims (likely it
found a correlation, not that chocolate 'prevents' cancer) — Applying SIFT: (1)
STOP — resist the urge to share immediately despite the exciting claim. (2)
INVESTIGATE — 'Journal of Health Research' could be legitimate or a predatory journal
that publishes anything for a fee. Search the journal name. (3) FIND BETTER COVERAGE
— search 'chocolate prevents cancer' on Snopes, PolitiFact, or health news sites. You'd
likely find that the original study showed a small correlation in lab conditions, not
proof of prevention. (4) TRACE — find the actual study. The social media post almost
certainly exaggerated the findings. 'Correlation' became 'prevention,' and 'may have
antioxidant properties' became 'prevents cancer.'

The illusory truth effect is the psychological phenomenon where repeated
exposure to a claim makes it feel more true, regardless of its actual accuracy. On
social media, false claims that circulate repeatedly become more believable
simply because people have seen them multiple times — The illusory truth effect



What is the 'illusory truth
effect' and why is it
dangerous in the context
of social media?

(Hasher et al., 1977) shows that mere repetition increases perceived truthfulness. The
brain uses 'processing fluency' as a shortcut — familiar information is easier to
process, and the brain interprets ease of processing as a signal of truth. On social
media, false claims get shared repeatedly across networks, and each exposure
increases their perceived credibility. This is why propaganda relies on repetition ('A lie
repeated a thousand times becomes the truth' — often attributed to Goebbels). Even
people who initially disbelieve a claim become more susceptible after repeated
exposure.

What is a 'deepfake'?

AI-generated synthetic media that convincingly replaces a person's likeness or
voice in video or audio — making it appear that someone said or did something
they never actually did — Deepfakes use deep learning AI to synthesize realistic
video or audio of real people. The technology can make anyone appear to say anything
— putting words in a politician's mouth, creating fake celebrity endorsements, or
producing non-consensual intimate imagery. Detection is increasingly difficult as the
technology improves. Current detection methods include analyzing facial micro-
expressions, checking for inconsistent lighting/shadows, and examining audio
spectrograms. The biggest concern is their potential to undermine trust in all video
evidence.

What is the difference
between misinformation
and disinformation?

Misinformation is false information shared without intent to deceive (the sharer
believes it's true); disinformation is false information deliberately created and
spread to mislead people — The key distinction is intent. Misinformation is shared by
people who genuinely believe it's true — like forwarding a health claim without
verifying it. Disinformation is deliberately crafted to deceive — like a state-sponsored
propaganda campaign creating fake news articles. There's also 'malinformation' —
true information shared out of context or with malicious intent to cause harm (like
leaking someone's private medical records).

Design a 'Misinformation
Resilience Training'
program for students in
your grade level. Your
program must include: (1)
a diagnostic assessment
that identifies each
student's specific
vulnerabilities to
misinformation, (2) at least
four training modules
targeting different skills,
(3) practice exercises using
real-world examples, and
(4) a system for measuring
whether students'
misinformation detection
skills have actually
improved.

A comprehensive training program including: (1) Diagnostic — a pre-test
presenting real and fake headlines/claims to measure baseline detection ability,
identification of personal cognitive bias susceptibilities (confirmation bias
questionnaire); (2) Modules — lateral reading workshop, emotional trigger
awareness, image/video verification techniques, propaganda technique
identification; (3) Practice — analyze real viral misinformation examples (with
teacher guidance), play 'Bad News Game' or similar inoculation games, conduct
peer fact-checking exercises on current events; (4) Measurement — identical
post-test to compare with pre-test scores, long-term tracking via monthly 'pop
quizzes' with new examples, self-reported confidence in information evaluation
— Effective misinformation resilience training combines knowledge, skills, and
practice. The diagnostic pre-test establishes a baseline and reveals individual
vulnerabilities (some students may be susceptible to emotional appeals, others to false
authority). Training modules should build layered skills: lateral reading (verification
technique), emotional awareness (recognizing when content is designed to trigger
sharing before thinking), visual verification (reverse image search, metadata analysis),
and propaganda literacy (recognizing persuasion techniques). Practice with real
examples is critical — abstract knowledge doesn't transfer without application.
Measurement must compare pre/post abilities on novel examples (not ones studied
during training) and track retention over time.

A health influencer with
500,000 followers posts:
'Big Pharma doesn't want

1) Conspiracy framing ('Big Pharma doesn't want you to know') creates an us-vs-
them narrative. 2) False authority (influencer presenting as medical expert). 3)
Urgency/scarcity ('SHARE before they take this down') pressures action before



you to know that this
natural supplement cures
diabetes. They suppressed
the research because they
can't patent natural
products. SHARE before
they take this down!'
Identify at least three
manipulation techniques
used in this post.

critical thinking. Additional: appeal to nature fallacy ('natural' = better),
unverifiable claims about 'suppressed research', and the framing that challenges
to the claim prove it's true (they're trying to hide it) — This post is a masterclass in
manipulation: (1) Conspiracy framing — 'they don't want you to know' activates
distrust in institutions and makes the audience feel special for knowing 'the truth.' (2)
False authority — follower count ≠ medical expertise. (3) Manufactured urgency —
'share before they take this down' bypasses critical evaluation by creating time
pressure. (4) Appeal to nature — 'natural supplement' implies safety without evidence.
(5) Kafka trap — any attempt to debunk is framed as proof of the conspiracy. (6) Zero
evidence — the post makes extraordinary medical claims without citing a single study,
journal, or data point.

What is the 'Gish Gallop'
technique, and how is it
used in online debates to
overwhelm critical
thinking?

The Gish Gallop floods an opponent with a large number of arguments, claims,
and questions in rapid succession — regardless of accuracy. It overwhelms
because each false claim takes far more effort to debunk than to make, making
it impossible to address everything and creating the illusion that the
unanswered claims are valid — The Gish Gallop (named after creationist Duane
Gish) exploits the 'bullshit asymmetry principle' — it takes an order of magnitude more
effort to refute nonsense than to produce it. Online, this appears as walls of text with
dozens of misleading claims, each requiring research to properly address. The
audience sees many unanswered points and assumes they must be valid. Defense:
don't try to address every claim. Focus on the central argument, identify the pattern
('you're making many claims without evidence'), and fact-check the most impactful
claim thoroughly.

Your aunt shares a news
article on Facebook with
the headline: 'BREAKING:
Local Water Supply
Contaminated — Officials
Covering Up!' The article
comes from a website
called
'TruthPatriotNews.com'
that you've never heard of.
Using lateral reading, what
steps would you take to
evaluate this claim before
deciding whether to
worry?

Open new tabs to: (1) search the website name — check if it's a known
misinformation site, (2) search the specific claim on local news outlets and
government health sites, (3) check if any established news organizations are
reporting the same story, (4) look for official water quality reports from local
authorities. If only this one unknown site reports it, the claim is likely false —
Lateral reading quickly reveals the reliability of this source. Searching
'TruthPatriotNews.com' might show it flagged by NewsGuard or Media Bias/Fact Check
as a low-credibility site. Searching the claim on local news stations, the local water
authority's website, and established outlets would likely show NO other source
reporting contamination — a strong indicator the story is fabricated. Real public health
emergencies are covered by multiple independent sources. This approach takes 2-3
minutes and prevents spreading false panic.



✂✂✂✂ Question (fold →) Answer

A viral TikTok claims
that a new phone app
can 'delete your entire
digital footprint with
one tap.' The video
has 5 million views,
hundreds of positive
comments, and shows
a before/after of
Google search results.
Evaluate this claim
using skills from
multiple units (privacy,
misinformation, and
persuasive design).

Privacy analysis: Complete footprint deletion is technically impossible — data exists
on thousands of servers, in backups, screenshots, and data broker databases.
Misinformation analysis: The before/after could be easily faked or show cached vs
non-cached results; the claim is extraordinary and requires extraordinary evidence.
Persuasive design analysis: The viral spread, positive comments (possibly bot-
generated), and too-good-to-be-true promise follow typical scam patterns. The app
likely harvests MORE data rather than deleting existing data — This scenario requires
integrating knowledge from three domains: (1) PRIVACY: Digital footprints exist across
thousands of independent servers, backup systems, data brokers, and other users'
devices. No single app can access, let alone delete, data from all these locations. GDPR
erasure requests take weeks per company. (2) MISINFORMATION: The before/after
demonstration is easily fabricated. The extraordinary claim (complete deletion) has no
supporting evidence. Popularity metrics don't validate claims. (3) PERSUASIVE DESIGN: The
app itself is likely a data harvester — requesting extensive permissions under the guise of
'deleting' your data, it actually collects more information about you. This is a common
scam pattern targeting privacy-conscious users.

A new AI chatbot
marketed to teens
promises to be a
'perfect friend who
always listens.' It's
free, requires creating
an account with age
and interests, and the
conversations feel
remarkably human.
Analyze this product
from privacy, digital
wellness, and ethical
perspectives.

Privacy: The chatbot collects intimate personal data (emotions, problems, secrets)
from minors who may not realize conversations are stored and analyzed. Digital
wellness: It may substitute for real human connection, and the 'always available'
nature could deepen technology dependence. Ethics: The company monetizes
children's emotional vulnerability — the chatbot is 'free' because the data is the
product. Additionally, an AI 'friend' that never disagrees or challenges you is an
unhealthy relationship model — This scenario illustrates how digital citizenship issues
compound: PRIVACY — teens confide deeply personal information (mental health
struggles, family problems, romantic interests) that becomes company data. Under current
COPPA/GDPR frameworks, consent from minors is complex. WELLNESS — research shows
that parasocial relationships with AI can substitute for but not replace human connection,
potentially increasing isolation. The 'always available' quality promotes dependency.
ETHICS — the company converts children's emotional vulnerability into data assets. The AI
never challenges unhealthy thinking, creating an echo chamber of agreement. The 'free'
model means teens' innermost thoughts become the product sold to advertisers or data
brokers.

Jaylen receives a direct
message from an
account claiming to be
a talent scout: 'I saw
your basketball
highlights on TikTok! I
work with Nike and
want to sponsor you.
Send me your full
name, school address,
and parent's phone
number so I can mail a
contract. Don't tell
anyone yet — this is

Red flags: (1) Unsolicited contact from a stranger requesting PII (full name, school
address, parent's phone). (2) Urgency and exclusivity pressure ('don't tell anyone
yet'). (3) Legitimate companies don't recruit minors through DMs. (4) Real
sponsorships go through official channels with parental involvement from the start.
(5) Requesting physical addresses via DM is a safety concern. (6) 'Don't tell anyone' is
the #1 grooming tactic — isolating the target from trusted adults. (7) No verifiable
company contact information provided — This scenario combines multiple digital
citizenship domains: phishing/social engineering (requesting PII through false pretense),
online safety (potential predatory contact with a minor), privacy (personal information
exposure), and critical thinking (evaluating the legitimacy of the claim). The most
dangerous element is 'don't tell anyone' — this is a textbook grooming/social engineering
technique designed to isolate the target from adults who would recognize the scam. A
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an exclusive offer!'
Apply your digital
citizenship knowledge
to identify every red
flag in this message.

legitimate company would contact parents directly, use official email domains, and never
request personal information via social media DMs.

Design a
comprehensive 'Digital
Citizenship Action
Plan' for your school
community. Your plan
must: (1) address all
five pillars of digital
citizenship
(identity/footprint,
security, safety,
privacy,
literacy/wellness), (2)
include specific
programs for different
stakeholders
(students, teachers,
and parents), (3)
propose measurable
goals for each pillar,
(4) describe how the
plan adapts as
technology changes,
and (5) include a
mechanism for
students to lead and
own the initiative
rather than having it
imposed on them.

A comprehensive multi-stakeholder plan including: (1) Five-pillar coverage with
specific programming for each (e.g., digital footprint audit day, password security
workshop, upstander training, privacy settings clinic, media literacy challenge). (2)
Differentiated programs: student peer ambassadors, teacher professional
development on digital trends, parent evening seminars on monitoring vs trust-
building. (3) Measurable goals: reduce reported cyberbullying incidents by 30%,
achieve 90% 2FA adoption on school accounts, improve media literacy pre/post
scores by 25%. (4) Adaptation: quarterly technology landscape review, student
advisory board to surface emerging platforms and trends, annual curriculum update
cycle. (5) Student ownership: elected Digital Citizenship Council, student-led
workshops, peer mentoring pairings, student voice in policy decisions about school
technology — A comprehensive Digital Citizenship Action Plan recognizes that one-time
assemblies and rule lists don't create lasting change. The five-pillar structure ensures
completeness. Differentiated programming acknowledges that students, teachers, and
parents have different needs and knowledge levels — parents often know less about
current platforms than their children. Measurable goals enable accountability and
improvement. The adaptation mechanism is critical because the digital landscape changes
constantly — a plan that doesn't evolve becomes obsolete within a year. Student
ownership is the most important element: programs imposed from above breed
resistance, while student-led initiatives create genuine engagement and peer influence.
Digital citizenship is ultimately about empowering individuals to make responsible choices
— and empowerment starts with agency in creating the program itself.

Emma's school
implements a new
policy: students must
use a school-issued
Chromebook for all
schoolwork, the school
monitors all activity on
the device (including
after school hours),
search history is
reviewed weekly by
administrators, and
any 'concerning'
activity triggers a
parent notification.
Analyze this policy
from multiple digital
citizenship

Privacy: 24/7 monitoring on a mandatory device invades student privacy, especially
during personal time — it captures non-school activity in students' homes. Safety
benefits: monitoring can identify cyberbullying, self-harm indicators, and
inappropriate content access. Potential harms: chilling effect on legitimate research
(students avoid searching sensitive health/identity topics), disproportionate impact
on students exploring LGBTQ+ identity or mental health in unsupportive homes,
false positives from 'concerning' keywords in legitimate schoolwork, and the
surveillance teaches compliance rather than self-regulation — This scenario
exemplifies the privacy-safety tension at the heart of digital citizenship. Benefits: legitimate
safety monitoring can identify at-risk students and prevent harm. Harms: (1) Chilling effect
— students avoid researching sensitive but legitimate topics (health conditions, sexual
orientation, mental health, controversial history) for fear of flagging. (2) Inequitable impact
— LGBTQ+ students in unsupportive families, students with stigmatized health conditions,
and minority students are disproportionately harmed by parental notification of
'concerning' activity. (3) Agency — 24/7 monitoring doesn't teach digital citizenship; it
teaches that privacy doesn't exist, creating learned helplessness rather than self-
regulation. A balanced approach would limit monitoring to school hours, focus on clear



perspectives: privacy
rights, safety benefits,
and potential harms.

safety threats, and provide anonymous support resources.

A group of students
wants to create a
social media platform
designed specifically
for teens that
genuinely prioritizes
well-being over
engagement. They ask
for your input. Based
on your
comprehensive digital
citizenship knowledge,
what features would
you insist on
INCLUDING, and what
common features
would you insist on
EXCLUDING? Justify
each decision using
specific concepts from
the course.

INCLUDE: End-to-end encryption (privacy), strong age verification (child safety),
hidden like/follower counts (reduce social comparison), chronological feed option
(reduce filter bubbles), built-in fact-checking labels (combat misinformation), 'time
well spent' dashboards (digital wellness), anonymous reporting system
(cyberbullying prevention), clear plain-language privacy policy (transparency).
EXCLUDE: Infinite scroll (persuasive design that removes stopping points), public
follower counts (external validation dependency), read receipts (social pressure),
streak features (loss aversion exploitation), algorithmic content from non-followed
accounts (filter bubble creation), autoplay videos (attention hijacking), and third-
party data sharing (privacy violation) — This design exercise requires synthesizing
knowledge across all domains. Each INCLUDE serves a protective purpose: E2EE protects
conversations from corporate surveillance; hidden metrics reduce the comparison trap
and external validation; chronological feeds prevent filter bubbles; fact-checking labels
combat misinformation at point of contact; reporting systems enable upstander behavior.
Each EXCLUDE removes a specific exploitation mechanism: infinite scroll exploits the
completion bias; streaks exploit loss aversion; read receipts create social obligation;
algorithmic feeds from non-followed accounts create filter bubbles; autoplay captures
involuntary attention. The key insight is that many 'standard' social media features exist to
serve business metrics, not user well-being.

What is the
relationship between
algorithms, filter
bubbles, and the
spread of
misinformation?

Algorithms maximize engagement by showing content that triggers strong
reactions. Filter bubbles limit exposure to diverse viewpoints, creating echo
chambers. These echo chambers become fertile ground for misinformation because:
users only see confirming information (confirmation bias), the illusory truth effect
makes repeated false claims feel true, and there are no counter-perspectives to
challenge false narratives — This chain represents one of the most significant challenges
of the digital age: (1) Engagement-optimizing algorithms amplify content that generates
strong reactions — which is often sensational, outrageous, or false. (2) Over time, this
creates filter bubbles where users see increasingly homogeneous content. (3) Within these
bubbles, echo chambers form where misinformation circulates without challenge. (4)
Confirmation bias makes users accept false claims that align with the bubble's narrative.
(5) The illusory truth effect makes repeated exposure feel like verification. The result:
misinformation becomes self-reinforcing within isolated information ecosystems.

Compare how the
concept of 'digital
citizenship' might look
different for a student
in the United States, a
student in the
European Union, and a
student in a country
with heavy internet
censorship. How do
cultural, legal, and

US: Strong free speech protections but weaker privacy laws (no COPPA equivalent
for teens 13+); digital citizenship emphasizes individual responsibility. EU: Strong
privacy rights (GDPR), right to be forgotten, content moderation requirements;
digital citizenship emphasizes data rights. Censored country: Limited access to
global platforms, government surveillance, VPN use may be illegal; digital citizenship
includes navigating censorship and understanding state control of information. The
CORE principles (safety, privacy, critical thinking) are universal, but their
APPLICATION is deeply shaped by local legal, cultural, and political realities — Digital
citizenship is shaped by context: US — First Amendment prioritizes speech over privacy;
COPPA protects under-13s but teens have minimal legal protection; litigation-based
enforcement. EU — GDPR provides world's strongest data rights; the 'right to be forgotten'
embodies a different privacy philosophy; tech companies must comply regardless of
where they're based. Censored nations — digital citizenship includes survival skills:
circumventing censorship to access information, protecting against state surveillance, and



political contexts
shape what digital
citizenship means?

understanding propaganda. The challenge is that platforms are global but laws are local —
a European student's privacy rights don't apply when their data reaches US servers. True
digital citizenship education must acknowledge these differences rather than assuming a
one-size-fits-all framework.

How do digital
footprint, privacy, and
cyberbullying
intersect? Provide a
scenario where all
three issues are
connected.

They're deeply interconnected: your digital footprint determines what information
is available about you (privacy exposure), which cyberbullies can exploit to target
you more effectively. Example: a student shares their school name in a gaming
profile (footprint), which reveals their location (privacy gap), which a cyberbully uses
to make real-world threats ('I know where you go to school'). Conversely,
cyberbullying creates a negative digital footprint for the target through spread of
harmful content — These three concepts form a connected system: Digital footprint
creates the data trail. Privacy determines who can access that trail. Cyberbullying exploits
gaps in privacy using footprint information. A practical example: Maya posts about her
anxiety on a support forum (digital footprint). A classmate discovers the posts through a
Google search of her username (privacy gap). The classmate screenshots and shares
Maya's private posts in a group chat with mocking comments (cyberbullying). Now Maya's
mental health disclosure becomes part of a bullying footprint she didn't create. Protecting
one area strengthens all three.

What is the 'digital
divide' and how does it
create inequalities in
digital citizenship?

The digital divide is the gap between those with reliable access to
technology/internet and those without. It creates digital citizenship inequality
because students without home internet can't practice privacy management,
develop media literacy, or build positive digital footprints — they're less prepared
for a digital world despite being equally affected by it. The divide is economic,
geographic, and generational — The digital divide intersects with digital citizenship in
critical ways: students without reliable internet access can't practice the skills they learn
(managing privacy settings, evaluating online sources, building positive footprints). When
they do gain access (at libraries, friends' homes, or eventually their own devices), they may
be less prepared to navigate digital risks. The divide is also qualitative — low-income
students may have phone-only access (limiting deep digital literacy development) versus
peers with computers, reliable broadband, and parental technical support. Digital
citizenship education must acknowledge these inequalities rather than assuming universal
access.

During a heated online
debate about climate
change, you notice the
following tactics being
used by one
participant: 1. They
cite a study from the
'International Journal
of Climate Truth'
(which doesn't appear
in any academic
database). 2. They
post 15 different
claims in one
message, each
requiring separate
fact-checking. 3. They

1. Citing a predatory/fabricated journal — false authority through nonexistent
credibility. 2. Gish Gallop — overwhelming with volume so no single claim can be
properly addressed. 3. Bandwagon + No True Scotsman fallacy — claiming universal
expert agreement while dismissing dissenters as not 'real.' 4. Kafka trap / conspiracy
framing — any counter-evidence is reframed as proof of the conspiracy, making the
position unfalsifiable — Each tactic serves a specific manipulative purpose: (1)
FABRICATED AUTHORITY — citing a non-existent journal exploits the trust people place in
academic sources. If the journal doesn't exist in databases, the 'study' was never peer-
reviewed. (2) GISH GALLOP — named after Duane Gish, this overwhelms opponents with
sheer volume; each false claim takes minutes to debunk while taking seconds to make. (3)
BANDWAGON + NO TRUE SCOTSMAN — claims universal agreement, then dismisses any
dissenting expert as 'not a REAL scientist,' making the claim unfalsifiable. (4) KAFKA TRAP —



say 'All REAL scientists
agree with me.' 4.
When corrected, they
say 'That's exactly
what they want you to
think.' Identify the
specific manipulation
technique in each
tactic.

evidence against the claim is reframed as evidence FOR it ('they're covering it up'), creating
a closed logical loop. Recognizing these techniques by name is the first step to resisting
them.

Explain why digital
citizenship skills
become MORE
important, not less, as
technology advances.

As technology becomes more powerful and integrated into daily life, the stakes
increase: AI makes misinformation more convincing, IoT expands surveillance, social
media's psychological effects deepen, and digital decisions have more real-world
consequences. Skills that protect against manipulation, privacy invasion, and online
harm must evolve alongside the technology that creates these threats — Technology
amplifies both benefits and risks. Deepfakes make misinformation harder to detect. AI-
generated content scales manipulation. IoT devices create unprecedented surveillance.
Social media algorithms become more sophisticated at capturing attention. Biometric data
creates new privacy vulnerabilities. Each technological advance creates new attack
surfaces — new ways to deceive, surveil, or manipulate. Digital citizenship must be treated
as an evolving practice, not a one-time lesson, because the digital landscape is constantly
changing.

Your school
newspaper publishes
an article online about
a student's academic
achievement. The
article includes the
student's full name,
grade, age, and photo.
Three years later, the
now-high-school
student applies for a
job and the employer
finds this article. Is this
a digital footprint
issue, a privacy issue,
both, or neither?
Explain the
complexity.

Both — and they're intertwined. Digital footprint: the article creates a permanent,
searchable record the student had no control over. Privacy: a minor's personal
information (name, age, photo, school) was published online with potentially
inadequate consent considerations. The complexity: the article was positive and
published by a trusted institution, yet it still created privacy exposure. This shows
that even well-intentioned content contributes to a digital footprint that follows
people across life stages — This nuanced scenario challenges the assumption that only
negative content creates problems. The footprint concern: even positive content becomes
part of a permanent, searchable online identity. The student didn't choose this visibility,
and can't control who finds it or what they conclude. The privacy concern: publishing a
minor's PII (full name, age, photo, school) creates discoverable personal information. The
intersection: the article was appropriate at publication but follows the student into
adulthood — their 12-year-old self is permanently visible to future employers, romantic
partners, and anyone who searches their name. This illustrates why digital citizenship
considers long-term consequences of even routine, positive content.

Name the five pillars
of digital citizenship
covered in this course.

Digital identity and footprint, password security and account protection, online
safety (scams, phishing, cyberbullying), privacy and personal information, and
media/information literacy (misinformation, social media awareness) — The five
pillars form a comprehensive digital citizenship framework: (1) Digital Identity —
understanding your online presence and footprint. (2) Security — passwords,
authentication, and account protection. (3) Safety — recognizing scams, phishing, and
cyberbullying. (4) Privacy — managing personal information and understanding data
practices. (5) Literacy — evaluating information, understanding algorithms, and
maintaining digital wellness. Together, they equip you to navigate digital spaces safely,
responsibly, and critically.

Child safety: A minor promoting health products to a young audience creates



A 13-year-old
influencer with
100,000 followers
promotes a weight-
loss supplement. The
post includes '#ad' in
small text at the end.
Analyze this situation
from child safety,
advertising ethics,
misinformation, and
digital wellness
perspectives.

pressure on developing body images. Advertising ethics: '#ad' disclosure is
technically present but minimized, and the FTC requires clear/prominent disclosure.
Misinformation: Weight-loss supplements are largely unregulated and the influencer
likely lacks scientific knowledge to evaluate health claims. Digital wellness: Social
comparison from a peer-age influencer promoting appearance modification is more
psychologically impactful than the same message from an adult. Combined: this is a
minor being commercially exploited to sell unregulated health products to other
minors — This scenario sits at the intersection of multiple digital citizenship concerns:
CHILD SAFETY — a minor is being commercially exploited, likely by adult managers/parents
who benefit financially. The influencer's own body image development is at risk.
ADVERTISING ETHICS — the FTC requires 'clear and conspicuous' disclosure; burying '#ad'
in hashtags violates this standard. MISINFORMATION — dietary supplements are largely
unregulated by the FDA; the influencer almost certainly cannot evaluate the product's
safety or efficacy. DIGITAL WELLNESS — peer-age influencers are more persuasive than
adult celebrities because the audience identifies with them; body image content from a 13-
year-old peer hits harder than from a 30-year-old model. This combines commercial
exploitation of a minor, inadequate advertising disclosure, potential health
misinformation, and psychological harm to the audience.

What ethical
responsibility do
technology companies
have regarding the
mental health effects
of their products on
young users?

Companies have a duty of care because they design the engagement mechanisms
(algorithms, notifications, infinite scroll) that create psychological harm, they
possess internal research showing these harms (as the Facebook Files revealed), and
their users include vulnerable populations (minors with developing brains). At
minimum, they should: conduct and publish safety research, design with well-being
metrics (not just engagement), implement effective age verification, and provide
meaningful parental controls — The ethical case for corporate responsibility is strong:
(1) DESIGN RESPONSIBILITY — companies deliberately engineer features to maximize
engagement, knowing these features cause harm (the Facebook Files showed internal
research confirming Instagram worsened body image issues for 1 in 3 teen girls). (2)
POWER IMBALANCE — billion-dollar companies employ behavioral psychologists to design
addictive products used by minors whose brains are still developing impulse control. (3)
KNOWLEDGE — companies possess research showing harm but prioritize growth metrics.
(4) PROFIT FROM HARM — the business model (attention economy) directly incentivizes
maximizing time-on-app regardless of well-being impact. This doesn't absolve users of
personal responsibility, but recognizes that the playing field is vastly unequal.

Why is the concept of
'consent' important
across ALL areas of
digital citizenship —
not just privacy?

Consent applies everywhere: sharing someone's photo (digital footprint), accessing
their account (security), forwarding their private messages (privacy) — Consent is the
ethical thread connecting all digital citizenship domains: FOOTPRINT — sharing someone's
photo creates a footprint for them without their consent. SECURITY — accessing
someone's account, even 'just to look,' violates consent. PRIVACY — forwarding someone's
private message shares their information without consent. CYBERBULLYING — often
involves sharing content (photos, messages, personal information) that the person didn't
consent to being made public. INFORMATION — using someone's creative work without
attribution or permission. Digital consent goes beyond clicking 'I agree' — it's an ongoing
ethical practice of respecting others' autonomy over their digital presence. Including them
in group chats (relationships), and using their creative work (intellectual property). In every
digital interaction, the question 'did this person agree to this?' should guide ethical
behavior.

Marcus discovers that
his younger sister (age
9) has been chatting
with someone online

Immediate actions in order: (1) Don't alert the suspicious person (don't tip them off).
(2) Save/screenshot the conversation as evidence. (3) Tell a parent/guardian
IMMEDIATELY — This scenario requires urgent cross-domain action: SAFETY — the



who claims to be a 12-
year-old girl but has
been asking
increasingly personal
questions about the
family — where they
live, when parents are
home, and what the
house looks like.
Marcus recognizes this
as suspicious. What
should he do, and in
what order?

question pattern (location, parental schedule, home layout) strongly suggests predatory
grooming, not peer curiosity. SECURITY — preserving evidence (screenshots) is critical
before any account is blocked or deleted. AUTHORITY ESCALATION — this goes beyond
school or platform reporting; law enforcement should be involved because the pattern
indicates potential child exploitation. RELATIONSHIP — the conversation with the 9-year-
old must be handled carefully: she needs to understand the danger without feeling blamed
for talking to someone online. This is the most serious scenario in digital citizenship —
where digital actions have direct physical safety implications. — this is a potential predator
situation that requires adult intervention. (4) The parent should report to the platform,
contact local police (many have cyber units), and file a report with the FBI's IC3 or NCMEC
CyberTipline. (5) Have an age-appropriate conversation with the sister about online
stranger danger without blaming her.

A classmate starts a
petition on Change.org
to get a teacher fired,
based on a 15-second
video clip that appears
to show the teacher
yelling at a student.
The petition goes viral
with 10,000
signatures. However,
the full 5-minute video
shows the teacher
calmly managing a
dangerous situation
where a student was
about to harm
themselves, and the
'yelling' was the
teacher urgently
telling other students
to get help. Analyze
this situation through
the lenses of digital
footprint,
misinformation, mob
mentality, and real-
world consequences.

Digital footprint: The teacher now has a false narrative permanently associated with
their name online. Misinformation: A decontextualized clip created a false
impression — the 15 seconds was technically real but deeply misleading without the
full context. Mob mentality: 10,000 signatures demonstrate how quickly online
outrage spreads before verification; social proof encouraged signing without
investigation. Real-world consequences: A teacher acting heroically could lose their
career based on a misleading clip, demonstrating how digital actions have
devastating real-world impacts — This scenario illustrates how digital citizenship failures
cascade: (1) FOOTPRINT — The teacher's professional reputation now includes a viral video
and petition, discoverable by future employers. Even after the truth emerges, the original
narrative persists. (2) MISINFORMATION — Classic decontextualization: technically real
footage, completely misleading without context. The clip spread because outrage is more
engaging than nuance. (3) MOB MENTALITY — 10,000 people signed without seeing the full
video, investigating the context, or hearing the teacher's side. Social proof ('10,000 people
agree') validated the false narrative. (4) REAL CONSEQUENCES — A teacher who protected
a student could face professional destruction. This demonstrates why digital citizenship is
not abstract — it has career-ending, life-altering real-world consequences.

You're asked to advise
a younger student
who is about to get
their first smartphone.
Using everything
you've learned across
all eight units, create a
prioritized list of the

Priority ranking (justification for each): 1. Never share personal information with
strangers online and tell a trusted adult if anyone makes you uncomfortable (SAFETY
— physical danger is the highest-stakes risk). 2. Use strong unique passwords and
enable 2FA on every account (SECURITY — protects all other digital activities). 3.
Think before you post — everything online can be permanent and seen by anyone
(FOOTPRINT — prevents irreversible mistakes). 4. Not everything you see online is
true — check before you believe or share (LITERACY — protects against
manipulation). 5. It's okay to take breaks from screens and your worth isn't
measured in likes (WELLNESS — foundational for healthy relationship with
technology) — The ranking follows a severity hierarchy: (1) STRANGER DANGER — physical
safety is non-negotiable; the most severe consequence (predatory contact) demands the



five MOST important
things they should
know, ranked from
most to least critical.
Justify your ranking.

top priority. (2) SECURITY — strong passwords and 2FA protect everything else; a
compromised account exposes all other areas. (3) DIGITAL FOOTPRINT — permanence
means mistakes compound over time; this lesson prevents future regret. (4)
INFORMATION LITERACY — protects against misinformation that could influence beliefs
and decisions. (5) DIGITAL WELLNESS — builds a healthy lifelong relationship with
technology. Note that different contexts might reorder these — for a student joining social
media specifically, footprint might rank higher than security. The key skill is the
prioritization reasoning, not the exact ranking.

What is the 'paradox
of tolerance' as it
applies to online
spaces?

The paradox of tolerance states that unlimited tolerance ultimately leads to the
disappearance of tolerance — if a platform tolerates all speech including hate
speech and harassment, the hateful voices drive away marginalized users, creating a
less tolerant space. Some content moderation is necessary to maintain an inclusive
environment — Karl Popper's paradox of tolerance is central to digital citizenship: if we
tolerate unlimited speech including harassment, hate speech, and disinformation, the
result isn't a free marketplace of ideas — it's a space dominated by the most aggressive
voices, where vulnerable groups are silenced. This is why content moderation isn't
censorship but community maintenance. The challenge is drawing the line: where does
legitimate disagreement end and intolerable behavior begin? Digital citizens must grapple
with this tension rather than defaulting to either 'ban everything offensive' or 'allow
everything.'

What does the term
'digital literacy'
encompass beyond
basic technology skills?

Digital literacy includes the ability to critically evaluate online information,
understand how platforms and algorithms work, protect personal privacy,
communicate respectfully and effectively online, create content responsibly, and
recognize manipulation techniques — not just knowing how to use devices and
software — Just as print literacy goes beyond knowing the alphabet to include reading
comprehension, analysis, and critical evaluation, digital literacy extends far beyond
operational skills. It encompasses: information literacy (evaluating sources, detecting bias),
media literacy (understanding how content is created and why), data literacy
(understanding privacy implications), communication literacy (appropriate tone, audience
awareness), and safety literacy (recognizing threats). A person can be technically skilled
(knows how to use every app) but digitally illiterate (can't identify a phishing email or
evaluate a news source).

Zara discovers that her
best friend's
Instagram account has
been hacked. The
hacker is posting
offensive content and
messaging Zara's
friend's followers
pretending to be her.
Zara knows her
friend's recovery email
and has her phone
number. Create a
step-by-step action
plan using knowledge
from security, privacy,
and relationship
management.

Step 1: Contact the friend immediately via phone call (not DM, since the account is
compromised) to confirm they know about the hack. Step 2: Help the friend report
the compromised account to Instagram through the official 'hacked account'
recovery flow. Step 3: The friend should change passwords on all accounts that used
the same password (credential stuffing risk). Step 4: Alert mutual friends that the
account is hacked so they don't interact with the hacker. Step 5: Enable 2FA on all
recovered accounts. Step 6: Document the hacker's posts as evidence in case of
identity theft or further harassment — This action plan integrates multiple digital
citizenship domains: SECURITY — password changes, 2FA activation, and credential
stuffing awareness. PRIVACY — the hacker has access to the friend's private messages,
photos, and contacts. COMMUNICATION — contacting the friend via phone (not
compromised DM) and alerting the network. DOCUMENTATION — saving evidence for
potential legal or platform action. RELATIONSHIPS — supporting the friend emotionally
while taking practical steps. The plan follows the incident response framework: contain
(alert friend, report account), recover (regain access, change passwords), and prevent (2FA,
unique passwords).



A school implements
an anonymous
reporting app for
cyberbullying. Within a
month, the app
receives: 40 legitimate
reports, 15 false
reports used to target
innocent students, and
8 reports about
situations that aren't
actually cyberbullying
(friend conflicts).
Evaluate whether the
app is helping or
harming the school
community, and
suggest
improvements.

The app is providing net value (40 legitimate reports that might not have been made
otherwise) but the false reports (15) represent a serious weaponization risk.
Improvements: (1) Implement a review process with trained counselors before any
action is taken on reports. (2) Add consequences for provably false reports to deter
weaponization. (3) Provide clear examples of what constitutes cyberbullying versus
conflict to reduce the 8 misclassified reports. (4) Use anonymous submission but
require detail/evidence to make false reporting harder. (5) Track patterns to identify
serial false reporters — This is a real-world digital citizenship policy challenge with no
perfect solution. The 40 legitimate reports represent students who felt safe enough to
report through anonymity — removing anonymity would likely eliminate most legitimate
reports too (fear of retaliation). However, 15 false reports weaponizing the system is a
serious harm — innocent students being investigated based on false claims. The 8 conflict
reports suggest education is needed about what constitutes cyberbullying. The optimal
approach isn't binary (keep or remove) but iterative: add safeguards while preserving the
core benefit. This mirrors real technology governance — tools are rarely purely good or
bad; the implementation details determine outcomes.

What is 'digital
citizenship'?

The responsible, ethical, and informed use of technology — encompassing online
safety, privacy awareness, respectful communication, critical information
evaluation, and understanding your rights and responsibilities in digital spaces —
Digital citizenship encompasses the full range of responsible technology use: protecting
yourself (privacy, security), protecting others (anti-cyberbullying, respectful
communication), thinking critically (evaluating information, recognizing manipulation), and
participating constructively (ethical content creation, understanding digital rights). Like
physical-world citizenship, it involves both rights (privacy, expression, access) and
responsibilities (accuracy, respect, safety).



✂✂✂✂ Question (fold →) Answer

A friend wants to light
candles in their
bedroom. What safety
advice should you give?

Keep candles away from anything that can burn and never leave them unattended
— Candles cause about 7,000 home fires per year. They should be at least 12 inches from
anything flammable and extinguished when you leave the room or go to sleep.

What does "Get Out,
Stay Out" mean in fire
safety?

Once you escape, never go back inside a burning building — Re-entering a burning
building is one of the leading causes of fire deaths. Once you are out, let firefighters
handle any rescues.

Why might a battery-
operated smoke alarm
fail to work during a
fire?

The batteries may be dead or missing if not regularly tested and replaced — About
25% of smoke alarm failures are due to dead or missing batteries. Testing monthly and
replacing batteries at least once a year prevents this life-threatening gap.

What number should
you call in a fire
emergency in the
United States?

911 — 911 is the universal emergency number in the United States for fire, police, and
medical emergencies.

Why is it important to
have two escape routes
from every room?

One exit may be blocked by fire or smoke — Fire can block any single exit. Having a
second escape route, such as a window, ensures you still have a way out if the primary
path is dangerous.

How does a fire
extinguisher work to
put out small fires?

It sprays a substance that removes heat or oxygen from the fire — Fire extinguishers
work by removing one or more elements of the fire triangle (heat, fuel, oxygen). Most
home extinguishers spray dry chemicals that smother flames.

You are babysitting and
the smoke alarm goes
off. What steps should
you take?

Get the children and yourself out using the escape plan, then call 911 from outside
— When babysitting, your first responsibility is getting everyone out safely. Never delay
evacuation to investigate. Call 911 once everyone is at the outdoor meeting place.

Analyze why "stop,
drop, and roll" works
better than running
when your clothes are
on fire.

Running feeds oxygen to the flames, while rolling smothers them by cutting off air
— Running increases airflow around the body, feeding oxygen to the flames and making
them larger. Rolling presses the burning fabric against the ground, smothering the fire by
cutting off its oxygen supply.

How often should
smoke alarm batteries
be tested?

At least once a month — The National Fire Protection Association recommends testing
smoke alarms at least once a month by pressing the test button.

What should you do
first if your clothes
catch fire?

Stop, drop, and roll — Stop, drop, and roll smothers flames by cutting off the oxygen
supply. Running fans the flames and makes them worse.

Why should you feel a
closed door with the
back of your hand
before opening it
during a fire?

To check if fire or heat is on the other side — A hot door indicates fire or extreme heat
on the other side. Opening it could let flames and smoke rush in. Use the back of your
hand because it is more sensitive to heat.
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You are cooking and a
small grease fire starts
in a pan. What should
you do?

Slide a lid over the pan and turn off the burner — Covering the pan with a lid smothers
the fire by cutting off oxygen. Water on a grease fire causes a dangerous steam explosion
that can spread burning oil.

You smell smoke while
sleeping and your
smoke alarm is
beeping. What should
you do first?

Roll out of bed and crawl to your planned escape route — Rolling out of bed keeps
you below smoke. Crawl to your escape route, feel doors before opening, and get outside
to your meeting place before calling 911.

What is the
recommended way to
escape a smoke-filled
room?

Crawl low under the smoke — Smoke and hot gases rise, so the cleanest air is near the
floor. Crawling keeps you below the toxic layer.

Two students debate
whether families need
fire escape plans if they
have smoke alarms.
Who is right?

Families need both — smoke alarms warn you, but you still need a plan to escape
safely — Smoke alarms provide early warning but do not show you how to escape. An
escape plan ensures everyone knows the routes, meeting place, and actions to take.
Together they form a complete safety system.

A family keeps their fire
extinguisher in the
garage behind boxes.
Evaluate this
placement.

Poor placement — it should be easily accessible near high-risk areas like the
kitchen — Fire extinguishers must be immediately accessible. The NFPA recommends
placing them near exits and high-risk areas like kitchens. A blocked extinguisher in the
garage is useless during a kitchen fire.

Why do firefighters
recommend sleeping
with your bedroom
door closed?

A closed door slows the spread of fire and smoke — A closed door can hold back
flames and toxic smoke for several minutes, giving you more time to escape or be
rescued. This is known as "Close Before You Doze."

Design a fire safety
checklist for a family
moving into a new
home.

Include smoke alarms on every level, fire extinguisher near the kitchen, two escape
routes per room, a meeting place, and a practice drill schedule — A comprehensive
fire safety checklist covers detection (smoke alarms tested monthly), prevention (safe
cooking and electrical practices), escape (two routes per room, meeting place), and
practice (drills twice a year).

What should every
family create and
practice for fire
emergencies?

A home fire escape plan — A home fire escape plan identifies two ways out of every
room and a meeting place outside. Practicing it ensures everyone knows what to do.

Compare crawling to
escape smoke versus
running upright. Why is
crawling more
effective?

Smoke and toxic gases rise, so air near the floor is cleaner and cooler — Smoke and
heated gases are less dense than cool air, so they rise and accumulate at ceiling level first.
The cleanest, coolest air remains within 12-24 inches of the floor.

Your family is creating a
fire escape plan. What
should you pick as a
meeting place?

A specific spot outside the home, like a mailbox or tree — A designated meeting place
outside the home lets you quickly confirm everyone escaped. It should be a permanent
landmark close to the home, like a mailbox, tree, or light pole.

Evaluate whether it is a No — every second counts and stopping for items can be fatal — A room can become



good idea to grab
personal belongings
during a house fire.

fully engulfed in flames in under 3 minutes. Stopping to collect belongings wastes critical
escape time. No possession is worth risking your life.

A school has fire drills
once a month. Some
students think this is
too often. Analyze why
frequent drills matter.

Frequent practice builds automatic responses so people act quickly without
panicking during real fires — During an emergency, stress impairs decision-making.
Frequent drills create muscle memory and automatic responses, reducing panic and
evacuation time. Studies show well-drilled schools evacuate 50% faster.

You are visiting a hotel
and want to be
prepared for a fire.
What should you do
when you first arrive?

Locate the nearest fire exits and count doors to the stairwell — Counting doors
between your room and the stairwell helps you navigate in zero-visibility smoke. Always
locate exits when staying somewhere new.

What device in your
home warns you about
smoke or fire?

Smoke alarm — Smoke alarms detect smoke particles in the air and sound a loud alarm
to warn occupants, giving them time to escape.



✂✂✂✂ Question (fold →) Answer

Why is hands-only CPR
(chest compressions
without breaths) now
recommended for
untrained bystanders?

It is simpler to perform, and continuous compressions maintain blood flow better
than stopping for breaths — Each pause in compressions allows blood pressure to
drop. Studies show that continuous compressions by untrained bystanders achieve
better survival rates than interrupted CPR with ineffective rescue breaths.

What is the first step in
treating a minor burn?

Cool the burn under cool running water for at least 10 minutes — Cool running
water draws heat out of the burn and reduces tissue damage. Ice can cause frostbite on
damaged skin, and butter traps heat in the wound.

What is the purpose of
elevating an injured
limb above the heart?

To reduce blood flow to the area, which helps slow bleeding and reduce swelling —
Gravity pulls blood downward. Elevating an injured limb above heart level reduces blood
pressure at the wound site, slowing bleeding and decreasing swelling.

Design a basic first aid
kit for a school
classroom. List the
essential items and
explain why each is
included.

Include adhesive bandages, gauze, medical tape, antiseptic wipes, gloves, ice pack,
emergency contact list, and a first aid guide — A classroom kit needs adhesive
bandages (cuts/scrapes), gauze and tape (larger wounds), antiseptic wipes (infection
prevention), gloves (bloodborne pathogen protection), instant ice packs (sprains/bumps),
an emergency contact list, and a guide for reference.

What is a first aid kit?

A collection of supplies used to treat minor injuries and stabilize serious ones until
help arrives — A first aid kit contains bandages, antiseptic, gloves, gauze, tape, scissors,
and other supplies. It helps treat minor injuries and stabilize serious conditions until
professional help arrives.

You find someone
unconscious but
breathing normally.
What position should
you place them in?

The recovery position — on their side with top leg bent — The recovery position
keeps the airway open and allows fluids to drain from the mouth, preventing choking. It
is used for unconscious people who are breathing normally.

What does the recovery
position look like?

The person is lying on their side with their top leg bent for stability — The recovery
position (on their side, top leg bent, head tilted slightly back) keeps an unconscious
person airway open and prevents choking if they vomit.

Your friend falls off a
bike and scrapes their
knee badly. It is bleeding
but not severe. What
should you do?

Clean the wound with water, apply gentle pressure with a clean cloth, then
bandage it — Clean the wound with water to remove debris, apply gentle pressure to
stop bleeding, then cover with a sterile bandage. Hydrogen peroxide can damage healthy
tissue and delay healing.

Analyze why a first aid
kit should be checked
and restocked regularly.

Supplies expire, get used up, or degrade over time, making them less effective or
unsafe — Antiseptics lose potency, adhesive bandages dry out, medications expire, and
supplies get used during minor incidents. An outdated or incomplete kit may fail when
you need it most.

Why might someone
trained in CPR hesitate
to help a stranger?
Analyze the barriers and

Fear of doing it wrong or legal concerns — Common barriers include fear of causing
harm, legal liability, and panic. Good Samaritan laws protect rescuers acting in good faith.
Regular CPR training builds confidence and competence, reducing hesitation.
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solutions.

Evaluate whether every
household should have
a first aid kit.

Yes — injuries happen unpredictably, and having supplies ready saves critical time
— The average household experiences multiple minor injuries per year. A stocked first
aid kit enables immediate treatment, prevents infection, and can stabilize serious injuries
while waiting for emergency services.

What number should
you call for a medical
emergency in the United
States?

911 — 911 connects you to emergency dispatchers who can send paramedics, fire, or
police. It is free to call and works from any phone.

Someone at a picnic is
stung by a bee and says
they are allergic. They
are having trouble
breathing. What should
you do?

Call 911 immediately and help them use their epinephrine auto-injector if they
have one — Anaphylaxis is life-threatening and requires immediate injection of
epinephrine and emergency medical care. Call 911 first, then help the person use their
EpiPen if available. Do not delay.

What does the acronym
CPR stand for?

Cardiopulmonary resuscitation — CPR stands for cardiopulmonary resuscitation. It is
an emergency procedure that combines chest compressions and rescue breaths to
maintain blood flow when the heart stops.

Why should a person
with a suspected spinal
injury NOT be moved?

Moving them could damage the spinal cord and cause permanent paralysis — The
spinal cord controls all body movement and sensation. If vertebrae are fractured, moving
the person can shift bone fragments into the cord, potentially causing permanent
paralysis or death.

Someone accidentally
touches a hot stove and
burns their fingers. After
cooling with water, what
should you do next?

Loosely cover the burn with a clean, non-stick bandage — A loose, non-stick bandage
protects the burn from infection and friction. Butter traps heat, popping blisters
increases infection risk, and tight wrapping cuts off circulation.

A friend says tilting your
head back during a
nosebleed is the right
thing to do. Evaluate
this claim.

Incorrect — tilting back causes blood to flow down the throat, which can cause
nausea or choking — Tilting the head back directs blood down the throat, causing
nausea, vomiting, or aspiration. The correct technique is to lean slightly forward and
pinch the soft part of the nose for 10-15 minutes.

Compare the response
to a minor cut versus a
deep wound that will
not stop bleeding. How
do they differ?

Minor cuts need cleaning and a bandage; deep wounds need direct pressure,
elevation, and calling 911 — Minor cuts are self-managed with cleaning and bandaging.
Deep wounds with uncontrolled bleeding are medical emergencies requiring sustained
direct pressure, elevation, and professional intervention to prevent shock and blood loss.

Explain why you should
NOT remove an object
stuck in a wound.

The object may be controlling bleeding, and removing it could cause more damage
— An embedded object may be putting pressure on blood vessels and limiting bleeding.
Removing it can cause uncontrolled hemorrhage and further tissue damage. Stabilize the
object and seek medical help.

A classmate gets a
nosebleed during class.
How should they handle
it?

Lean slightly forward and pinch the soft part of the nose for 10-15 minutes —
Leaning forward prevents blood from flowing down the throat (which can cause nausea).
Pinching the soft part of the nose applies direct pressure to the bleeding vessels, allowing
a clot to form.



Why is it important to
wear gloves when
helping someone who is
bleeding?

To protect both you and the injured person from bloodborne infections —
Bloodborne pathogens like hepatitis and HIV can be transmitted through contact with
infected blood. Gloves create a barrier that protects both the rescuer and the patient.

What should you use to
apply pressure to a
bleeding wound?

A clean cloth or bandage — A clean cloth or bandage absorbs blood and helps form a
clot. Direct pressure is the most effective first aid for bleeding. Use gloves if available to
protect yourself.

A student says you
should put ice directly
on a burn to cool it
faster. Evaluate this
advice.

Incorrect — ice can cause frostbite on damaged skin; cool running water is safer
and more effective — Burned skin is extremely sensitive. Direct ice contact can cause
frostbite, further tissue damage, and increased pain. Cool running water (not cold) for
10+ minutes is the evidence-based treatment.

Why should you wash a
cut with clean water
before bandaging it?

To remove dirt and bacteria that could cause infection — Wounds can contain dirt,
debris, and bacteria. Washing with clean water removes these contaminants and
significantly reduces the risk of infection.

You are hiking and a
friend twists their ankle
badly. It is swelling.
What first aid should
you provide?

Rest the ankle, apply ice wrapped in cloth, compress with a bandage, and elevate it
— RICE (Rest, Ice, Compression, Elevation) is the standard first aid for sprains. It reduces
swelling, manages pain, and prevents further injury. Ice should be wrapped in cloth to
prevent frostbite.



✂✂✂✂ Question (fold →) Answer

Your family needs to build
a 72-hour emergency kit.
Name the most critical
items to include.

Water, non-perishable food, flashlight, batteries, first aid kit, medications,
phone charger, and important documents — FEMA recommends: 1 gallon of water
per person per day, non-perishable food, manual can opener, flashlight, batteries, first
aid kit, medications, phone charger, copies of documents, cash, and a weather radio.

Why do coastal areas face
different disaster risks
than inland areas? Analyze
the key differences.

Coastal areas face hurricanes, tsunamis, and storm surge, while inland areas
face tornadoes, earthquakes, and flooding from rivers — Geography determines
disaster risk. Coastal areas are vulnerable to hurricanes, tsunamis, and storm surge
from ocean proximity. Inland areas face tornadoes (especially in Tornado Alley), river
flooding, and earthquakes along fault lines.

What is an emergency
supply kit?

A collection of essential supplies to survive for at least 72 hours after a disaster
— An emergency kit includes water (one gallon per person per day), non-perishable
food, flashlight, batteries, first aid supplies, medications, and important documents.
FEMA recommends supplies for at least 72 hours.

Where is the safest place
to go during a tornado
warning?

A basement or an interior room on the lowest floor, away from windows —
Tornadoes generate extreme winds and flying debris. A basement provides the most
protection. Without a basement, an interior room (bathroom, closet) on the lowest
floor minimizes exposure to debris.

Why should families have a
communication plan
before a disaster strikes?

Phone lines may be overwhelmed and family members may be separated — a
plan ensures everyone knows how to reconnect — During disasters, cell towers
become overloaded and power outages disable landlines. A communication plan
designates an out-of-area contact, meeting places, and alternative communication
methods.

Design a family emergency
communication plan.
Include key elements that
ensure family members
can reconnect after being
separated during a
disaster.

Include an out-of-area contact person, two meeting places (near home and
outside neighborhood), emergency numbers, school/work addresses, and a
method for leaving messages — A family communication plan includes: an out-of-
area contact (long-distance calls often work when local ones do not), two meeting
places (near home and outside the neighborhood), wallet cards with all numbers, and
instructions for children at school.

A family stores their
emergency kit in the attic.
Evaluate this choice.

Poor choice — the attic is hard to access quickly and may be unreachable during
floods or structural damage — Emergency kits should be in an easily accessible
location near an exit (front closet, garage shelf). The attic requires climbing stairs or a
ladder, which may be impossible during earthquakes, fires, or floods.

Why is it important to
identify utility shutoffs
(gas, water, electricity)
before a disaster?

Damaged utilities can cause fires, explosions, electrocution, or flooding after a
disaster — A broken gas line can cause explosions, damaged wiring can start fires or
cause electrocution, and broken water pipes cause flooding. Knowing shutoff locations
and procedures prevents secondary disasters.

A hurricane warning has
been issued for your area.
Your family decides to
evacuate. What should you
do before leaving?

Secure the home, grab your emergency kit and documents, follow the
designated evacuation route — Before evacuating: secure windows and doors,
unplug appliances, turn off gas if instructed, grab your emergency kit, take important
documents, and follow official evacuation routes to avoid flooded or dangerous roads.
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Why should you have a
battery-powered or hand-
crank radio in your
emergency kit?

Power outages during disasters disable TVs and internet, but emergency radio
broadcasts continue — NOAA Weather Radio and local emergency broadcasts
continue during power outages. A battery-powered or hand-crank radio provides life-
saving information about evacuation orders, shelter locations, and weather updates.

Why is it important to
include copies of important
documents in an
emergency kit?

Originals may be destroyed in a disaster, and you may need identification,
insurance, and medical records — Disasters can destroy homes and belongings.
Having copies of IDs, insurance policies, medical records, and bank information helps
you access resources, file claims, and prove identity during recovery.

How many gallons of water
per person per day does
FEMA recommend storing
for emergencies?

One gallon per person per day — FEMA recommends one gallon per person per day
for drinking and sanitation. A family of four needs at least 12 gallons for a three-day
supply.

An earthquake starts while
you are in a classroom.
Describe what you should
do.

Drop under your desk, cover your head and neck, hold on to the desk legs until
shaking stops — During an earthquake, moving is dangerous due to falling objects.
Drop under your desk for protection, cover your head and neck, and hold on to
prevent the desk from sliding away. Wait until shaking stops before evacuating.

Your school is practicing a
shelter-in-place drill for a
chemical spill nearby. What
actions should students
take?

Go to an interior room, close doors and windows, seal gaps with tape or wet
towels, and listen for updates — During a chemical spill, sheltering in place protects
against airborne hazards. Closing and sealing doors and windows prevents
contaminated air from entering. Stay inside until officials give the all-clear.

Explain why you should
NOT drive through flooded
roads.

Just 6 inches of moving water can knock you down, and 2 feet can float a car —
"Turn Around, Do Not Drown" — six inches of fast-moving water can knock an adult
off their feet. Two feet of water can float most vehicles. More than half of flood deaths
involve vehicles.

Analyze why "disaster
fatigue" can be dangerous
— when people stop
preparing after many
warnings with no disaster.

People become complacent and stop taking warnings seriously, leaving them
unprepared when a real disaster strikes — Repeated warnings without events
create a "cry wolf" effect. People stop evacuating, skip preparedness steps, and
dismiss warnings. When a real disaster strikes, these individuals are the most
vulnerable.

What does a tornado
watch mean?

Conditions are favorable for tornadoes to develop — A tornado watch means
atmospheric conditions are favorable for tornado formation. A tornado warning
means one has been spotted or detected on radar — take shelter immediately. Watch
= be prepared, Warning = take action.

Some people say "it will
never happen here" about
natural disasters. Evaluate
this mindset.

Dangerous and incorrect — every region has natural disaster risks, and lack of
preparation costs lives — No region is immune to natural disasters. Tornadoes have
hit every U.S. state, earthquakes occur beyond California, and flooding is the most
common disaster nationwide. The cost of unpreparedness is measured in lives.

What should you do during
an earthquake if you are
indoors?

Drop, cover, and hold on under a sturdy piece of furniture — Drop, Cover, and
Hold On is the recommended earthquake response. Get under a sturdy desk or table,
cover your head and neck, and hold on until shaking stops. Running during shaking
causes most injuries.

Your neighborhood
experiences a power
outage after a storm. How

Keep the refrigerator and freezer closed; refrigerated food is safe for 4 hours,
frozen food for 24-48 hours — A closed refrigerator keeps food safe for about 4
hours. A full freezer maintains temperature for 48 hours (24 hours if half full). After



should your family handle
food safety?

that, perishable food above 40 degrees F for 2+ hours should be discarded.

You are outdoors when a
tornado siren goes off but
there are no buildings
nearby. What should you
do?

Lie flat in the lowest spot you can find, like a ditch, and cover your head with
your hands — If no shelter is available, lie flat in the lowest area (ditch, ravine) and
cover your head and neck with your arms. Avoid trees, cars, and overpasses, which
can become deadly in tornado winds.

What natural disaster is
measured using the
Richter scale or moment
magnitude scale?

Earthquake — Earthquakes are measured by magnitude scales that quantify the
energy released. The Richter scale was the original; the moment magnitude scale (Mw)
is now preferred for large earthquakes.

Compare the safety
responses for earthquakes
versus tornadoes. How are
they similar and different?

Both require seeking shelter and protecting your head, but earthquake protocol
says stay where you are while tornado protocol says move to the lowest interior
room — Both disasters create falling/flying debris hazards, so protecting your head is
essential. However, earthquakes make moving dangerous (drop where you are), while
tornadoes require actively seeking the strongest interior space on the lowest level.

How does an earthquake
cause a tsunami?

An undersea earthquake displaces a massive volume of water, creating waves
that travel across the ocean — When tectonic plates shift beneath the ocean, the
sudden vertical displacement of the seafloor pushes the water column upward. This
creates waves that can travel at 500+ mph and grow to massive heights near shore.

Evaluate whether texting is
better than calling during a
disaster.

Yes — texts use less bandwidth, are more likely to get through on overloaded
networks, and create a written record — During disasters, voice networks become
overwhelmed within minutes. Text messages require far less bandwidth and can
queue until the network has capacity. FEMA recommends texting over calling during
emergencies.



✂✂✂✂ Question (fold →) Answer

Analyze why social media
platforms have minimum
age requirements (usually
13).

Children under 13 are protected by COPPA, and younger users are more
vulnerable to manipulation, data collection, and inappropriate content — COPPA
(Children Online Privacy Protection Act) restricts data collection from children under 13.
Beyond legal requirements, younger users lack the developmental maturity to navigate
online risks like predators, scams, and peer pressure.

Why do some phishing
attacks target emotions
like fear or excitement
rather than logic?

Emotional responses bypass critical thinking, making people act impulsively
without verifying the message — Neuroscience shows that strong emotions (fear of
account loss, excitement about a prize) activate the amygdala and reduce prefrontal
cortex activity — the area responsible for rational analysis. Scammers exploit this to
prevent victims from spotting red flags.

What personal
information should you
NEVER share online with
strangers?

Full name, address, school name, phone number, and passwords — Personal
identifying information (PII) like your full name, home address, school, phone number,
and passwords can be used for identity theft, stalking, or other harm. Keep these
private online.

Why should you use
different passwords for
different accounts?

If one account is hacked, the attacker cannot access all your other accounts —
Data breaches expose passwords regularly. If you reuse passwords, a breach on one
site gives attackers access to all your accounts. Unique passwords contain the damage
to a single account.

How do phishing emails
trick people into clicking
malicious links?

They create urgency or fear, mimic trusted brands, and use official-looking logos
and language — Phishing emails use psychological manipulation: urgent warnings
("Your account will be closed!"), trusted brand logos, and official language. They
pressure quick action before the victim can think critically about the message.

Explain why you should
think before you post
something online.

Once posted, content can be screenshot, shared, and may never be fully deleted
— it could affect your reputation forever — Digital content can be copied,
screenshotted, and shared beyond your control. Colleges, employers, and others may
find posts years later. The "grandmother test" helps: would you be comfortable if your
grandmother saw this?

Who should you tell if a
stranger online asks for
your personal
information?

A trusted adult, like a parent or teacher — Strangers online may not be who they
claim to be. A trusted adult can assess the situation, block the person, report the
account, and help keep you safe.

You download a free app
and it asks for access to
your contacts, camera,
microphone, and location.
What should you
consider?

Whether the app actually needs all those permissions to function — deny
unnecessary ones — Many apps request more permissions than they need to collect
and sell user data. A calculator does not need your contacts or camera. Review each
permission and only grant what is essential for the app to function.

A classmate says "I have
nothing to hide, so I do
not need to worry about
privacy online." Evaluate
this statement.

Incorrect — privacy protects against identity theft, manipulation, and misuse of
personal data regardless of whether you have "something to hide" — Privacy is a
fundamental right about controlling your information, not about hiding wrongdoing.
Personal data can be used for identity theft, targeted manipulation, stalking, and
discrimination. Everyone deserves privacy online.

12. Safety & Preparedness  



Design a set of internet
safety rules for your
classroom. Include at least
5 rules that protect
students online.

Include rules about strong passwords, not sharing personal info, telling adults
about suspicious contacts, thinking before posting, being kind online, verifying
information before believing it, and not clicking unknown links — Comprehensive
internet safety rules cover: (1) Use strong unique passwords, (2) Never share personal
information, (3) Tell a trusted adult about suspicious contacts, (4) Think before posting
anything, (5) Be kind — no cyberbullying, (6) Verify before clicking links, (7) Keep
software updated.

Your friend wants to share
their password with you
so you can access their
account. What should you
advise?

Never share passwords with anyone except a parent or guardian — even friends
— Shared passwords can lead to unauthorized access, account misuse, or loss of
personal data if the friendship changes. Only a parent or guardian should know your
passwords for safety purposes.

What is cyberbullying?

Using technology to harass, threaten, embarrass, or target another person —
Cyberbullying includes sending threatening messages, spreading rumors online,
sharing embarrassing photos without consent, and excluding someone from online
groups to cause harm.

You want to create a new
account on a website.
How should you create a
safe username?

Use a creative name that does not include your real name, age, location, or
school — Usernames are visible to everyone on most platforms. Including real names,
birthdays, or locations makes it easy for strangers to identify and locate you. Creative
usernames like "StellarPanda42" protect your identity.

What is the difference
between a secure website
(HTTPS) and an unsecure
one (HTTP)?

HTTPS encrypts data between your browser and the website; HTTP sends data as
plain text anyone can read — HTTPS uses TLS encryption to scramble data in transit,
protecting passwords, credit cards, and personal information. HTTP sends everything
as readable plain text, making it easy for attackers on the same network to intercept.

You receive an email
claiming to be from your
favorite game company
saying your account was
hacked. It asks you to click
a link and enter your
password. What should
you do?

Do not click the link — go directly to the game company website by typing the
URL yourself, and report the email — Legitimate companies rarely ask for passwords
via email. Instead of clicking email links, navigate directly to the official website. Report
the phishing email. This prevents credential theft even if the email looks convincing.

What is a strong
password?

A long, unique combination of letters, numbers, and symbols that is hard to
guess — Strong passwords are at least 12 characters long, mix uppercase and
lowercase letters, numbers, and symbols, and avoid personal information. Examples:
"Tr0pic4l!Sun$et82" is strong; "fluffy123" is weak.

Evaluate whether using a
password manager is a
good idea for keeping
track of many different
passwords.

Yes — password managers generate and store strong unique passwords
encrypted behind one master password, which is far more secure than reusing
passwords or writing them down — Password managers use strong encryption to
protect stored passwords. The alternative — reusing passwords or writing them on
paper — is far less secure. A single master password unlocks all credentials, making
unique passwords practical.

What does a padlock icon
in your browser address
bar mean?

The website uses encryption (HTTPS) to protect data sent between you and the
site — The padlock indicates an HTTPS connection, meaning data is encrypted in
transit. However, it only means the connection is encrypted — it does not guarantee
the website itself is legitimate or trustworthy.

Analyze why "just delete Content may have been screenshot, cached by search engines, archived, or



it" is not always effective
for removing something
posted online.

shared before deletion — Between posting and deleting, content can be
screenshotted, shared, cached by Google, archived by the Wayback Machine, and
saved by other users. Digital content spreads faster than it can be recalled.

A website offers a free
prize if you enter your
email, home address, and
phone number. Evaluate
whether you should
participate.

Do not participate — legitimate prizes rarely require extensive personal
information, and this is likely a data collection scam — Scam websites use fake
prizes to harvest personal information for spam, identity theft, or sale to data brokers.
Legitimate giveaways from known companies never require your home address and
phone number upfront.

A person you only know
online wants to meet in
real life. What should you
do?

Tell a trusted adult and never meet an online stranger alone — Online predators
often build trust over weeks or months before requesting a meeting. Never meet an
online stranger without a trusted adult present. People online can easily lie about their
age, appearance, and intentions.

You notice a classmate is
being cyberbullied in a
group chat. What should
you do?

Do not participate, save evidence by taking screenshots, support the person
being bullied, and tell a trusted adult — Bystanders play a crucial role in stopping
cyberbullying. Save screenshots as evidence, privately support the victim, and report to
a trusted adult. Schools and platforms have policies to address cyberbullying when
evidence is provided.

What is phishing?

A scam where someone pretends to be a trusted source to trick you into sharing
personal information — Phishing attacks use fake emails, websites, or messages that
look legitimate to steal passwords, credit card numbers, or personal information. The
name comes from "fishing" for victims.

Compare the risks of
using public Wi-Fi at a
coffee shop versus your
home Wi-Fi. Why is one
riskier?

Public Wi-Fi is unencrypted and shared, allowing attackers on the same network
to intercept your data — Public Wi-Fi networks are often unencrypted, meaning data
travels as plain text. Attackers on the same network can use packet sniffing tools to
intercept passwords, emails, and financial data. Home Wi-Fi with WPA3 encryption is
much safer.

Why is location sharing on
social media potentially
dangerous?

It tells strangers exactly where you are in real time, which could be used to track
or find you — Public location sharing reveals where you live, go to school, and spend
time. This information can be used by predators, burglars (who know when you are not
home), or stalkers. Keep location sharing limited to trusted contacts.



✂✂✂✂ Question (fold →) Answer

Priya's teacher asks the
class to search their
own names online.
Priya finds an old blog
post from a summer
camp website that
includes her full name,
age, and the city she
lives in. What should
Priya do?

Priya should tell her parent or guardian about the post and ask them to contact the
camp website to request the information be removed, since it contains personal
details that could compromise her privacy — Discovering personal information posted
without your knowledge or consent is a common and important digital literacy moment.
The correct response involves: (1) telling a trusted adult (parent, guardian) because
minors should have adult support in these situations, (2) requesting removal from the
website owner — most sites will comply, especially for children's information, (3) checking
under laws like COPPA (Children's Online Privacy Protection Act) which requires parental
consent for collecting information from children under 13. This is also a good reminder to
regularly 'ego search' your own name to monitor what information about you is publicly
visible.

Tyler says, 'I don't care
about my digital
footprint because I'm
only 11 — it won't
matter until I'm an
adult.' Why is Tyler
wrong?

Tyler's digital footprint starts now and accumulates over time. Things he posts at
age 11 will still be searchable when he's 18 and applying to college, meaning years
of online behavior build the reputation that future decision-makers will see —
There is no 'clean slate' at age 18. Every post, comment, and photo Tyler creates from age
11 onward becomes part of his accumulating digital footprint. Cases regularly make news
where college acceptances are revoked due to posts made years earlier. A Harvard study
found that admissions officers rejected students based on social media posts from
middle school. Additionally, digital footprint habits formed young tend to persist — if
Tyler learns to post carelessly now, he'll likely continue. The best time to build a positive
digital presence is early, when the stakes feel low but the habits being formed will serve
you for life.

What is a 'digital
footprint'?

The trail of data and information you leave behind whenever you use the internet
— including posts, searches, photos, comments, and account activity — Just as
physical footprints show where you've walked, a digital footprint is the record of
everything you do online. Every website visit, social media post, photo upload, comment,
search query, and online purchase becomes part of your digital trail. Unlike footprints in
sand, digital footprints can be very difficult or impossible to erase completely. They
persist on servers, in cached pages, and in other people's screenshots. Understanding
that you are constantly creating this trail is the foundation of digital citizenship.

What does 'the right to
be forgotten' mean, and
why is it particularly
important for young
people?

The right to be forgotten is a legal concept (law in some countries) that allows
people to request that search engines and websites remove outdated or irrelevant
personal information. It's important for young people because mistakes made as
children shouldn't define them as adults — The right to be forgotten (or 'right to
erasure') is enshrined in the EU's General Data Protection Regulation (GDPR, Article 17)
and exists in various forms in other jurisdictions. It recognizes that people — especially
young people — change and grow. A post made at age 12 should not permanently define
someone at age 22. Under GDPR, individuals can request that search engines delist
results and that platforms delete data that is no longer relevant, excessive, or was
collected when the person was a minor. However, this right has limits: it may not apply to
public interest information, and enforcement varies by country. In the US, California's
'eraser law' (SB 568) gives minors the right to delete their own posts from platforms.
Understanding these rights empowers young people to take control of their digital
identities.

If one account is hacked or leaked in a data breach, the attacker can use that same

13. Long-term Consequences  



Why is using the same
password for all your
accounts dangerous?

password to access ALL your other accounts — email, gaming, social media, and
everything else — Password reuse is one of the biggest security risks. When a company
suffers a data breach (which happens regularly — LinkedIn, Yahoo, Adobe, and many
more have been breached), millions of username-password combinations are exposed.
Hackers use a technique called 'credential stuffing' — they automatically try those leaked
passwords on other sites. If you use the same password for your email and a gaming site,
and the gaming site gets breached, your email is now compromised too. From your
email, attackers can reset passwords for banks, shopping sites, and social media. This
cascading effect is why unique passwords for each account are essential.

What is 'metadata' in a
digital photo, and why
should you be aware of
it before sharing photos
online?

Metadata is hidden information embedded in a photo file — Every digital photo
contains EXIF metadata: GPS coordinates (often precise to 10 meters), date and time,
device model, and camera settings. When you share a photo, you may unknowingly share
your exact location. Examples of risk: a photo taken at home reveals your home address;
a photo taken at school reveals your school's location; a photo taken at a friend's house
reveals their address. Most social media platforms strip metadata on upload, but many
forums, messaging apps, and email do not. You can disable location tagging in your
camera settings or strip metadata before sharing. This is a passive digital footprint issue
— the data is added automatically without your awareness.

Aisha created accounts
on three different apps.
On one, she uses her
real name and photo.
On another, she uses a
nickname and an
avatar. On the third, she
is completely
anonymous. Which
account is safest for
commenting on news
articles?

The anonymous account, because commenting on public news articles with her
real name and photo could expose her identity to strangers and connect her
opinions to her real-world identity permanently — Different online contexts require
different levels of identity exposure. Public forums like news comments are visible to
everyone, including strangers. Using a real name and photo there links your opinions to
your real identity permanently — and people have faced harassment, doxxing, and even
job loss over public comments. An anonymous or pseudonymous account provides a
layer of protection while still allowing participation. However, anonymity doesn't mean
consequence-free: platforms can track IP addresses, and threats or illegal content can
still be traced. The key skill is matching your identity exposure to the context — real
identity for trusted communities, pseudonymity for public spaces.

Two students create
social media profiles.
Student A posts
achievements, creative
projects, and supportive
comments on friends'
work. Student B posts
complaints about
teachers, screenshots of
private conversations,
and makes fun of
classmates. Five years
later, a scholarship
committee searches
both names. What will
each student's digital
footprint suggest about
them?

Student A's footprint suggests a creative, supportive, achievement-oriented person
— a strong scholarship candidate. Student B's footprint suggests someone who
disrespects authority, violates others' privacy, and bullies peers — a risky
candidate the committee will likely reject — This scenario illustrates how digital
footprints function as long-term character references. Student A has intentionally built a
positive digital presence that demonstrates the qualities institutions value: creativity,
community support, and achievement. Student B's footprint reveals disrespect, privacy
violations, and unkindness — serious red flags. Scholarship committees, college
admissions officers, and employers increasingly view social media as a window into an
applicant's true character. The footprints we build as young people become the first
impression we make before any interview or application. Building a positive digital
identity is an investment in your future.

They want to see if your online behavior matches the responsible, respectful
person you claim to be in your application — your digital footprint reveals



Why might colleges and
future employers
search for your name
online before accepting
you?

character, judgment, and how you treat others — Your digital footprint is increasingly
treated as a character reference. Surveys show that 70-80% of college admissions officers
and employers review applicants' social media. They look for: red flags (bullying, hate
speech, illegal activity, dishonesty) and green flags (community involvement, creative
projects, respectful communication, leadership). Multiple cases have made headlines
where students lost college acceptances after racist or bullying posts surfaced. This isn't
about being perfect online — it's about being the same responsible person digitally that
you are in person. Your digital footprint is a reflection of your values and judgment over
time.

Carlos discovers that a
photo he posted two
years ago on a gaming
forum has been copied
and used in a meme
that is spreading on
social media. He never
gave permission for
this. What can Carlos
learn from this
experience?

Once you share content online, you lose control over how others use it — Carlos's
experience illustrates a critical digital citizenship lesson: content you share online can be
repurposed by anyone, at any time, in ways you never intended. A gaming forum photo
from two years ago seemed harmless, but the internet doesn't forget. The 'grandmother
and billboard test' is useful: before posting anything, ask 'Would I be comfortable if my
grandmother saw this?' and 'Would I be comfortable seeing this on a billboard with my
name?' If the answer to either is no, don't post it. Carlos can try to report the meme for
using his image without consent, but complete removal is often impossible once content
goes viral. — even old posts from years ago can be found, copied, and spread without
your permission, so every post should pass the 'would I be okay with this going viral?'
test.

What does the term
'digital identity' mean?

The overall picture of who you are online — Your digital identity is the composite
image of 'you' that exists online. It includes your usernames and profile pictures, every
post and comment you've made, photos you've uploaded or been tagged in, your likes
and follows, reviews you've written, groups you've joined, and even how you treat others
online. Unlike your real-life identity where people see one version of you, your digital
identity can be seen by anyone with internet access — potential friends, schools, future
employers. Just as you choose how to present yourself in person, you can intentionally
shape your digital identity to reflect who you want to be. — built from your usernames,
profiles, posts, comments, photos, likes, and how you interact with others across all
platforms.

Explain how a single
online quiz titled 'What
Disney Character Are
You?' could actually be a
tool for collecting your
personal data.

The quiz asks seemingly fun questions but collects data like your personality traits,
preferences, birthday, and email. It may also request access to your social media
profile, harvesting your friends list, photos, and posts. This data is then sold to
advertisers or used for targeted marketing — Viral social media quizzes are often data
collection tools disguised as entertainment. The Cambridge Analytica scandal (2018)
revealed that a personality quiz on Facebook harvested data from 87 million users — not
just quiz-takers but their friends' data too. These quizzes typically: (1) collect your
answers (personality insights), (2) require email or social login (harvesting your profile
data), (3) request access to your friends list, photos, and posts, (4) place tracking cookies
on your device. The data is aggregated and sold to advertisers, political campaigns, or
data brokers. The quiz is free because YOU are the product. This is a powerful example of
how passive digital footprint data is collected through seemingly innocent activities.

Jake's friend dares him
to post an embarrassing
video of another
classmate who fell
during gym class. Jake
thinks it's funny. What

Jake should consider how the classmate would feel seeing that video online, that
the video could spread beyond his friends and become permanent, that it could be
considered cyberbullying, and that it could damage both the classmate's and Jake's
own digital reputation — Before posting anything about someone else, apply the
empathy test and the THINK framework. True: Is the video being shared in an accurate
context? Helpful: Does posting it help anyone? Inspiring: Does it uplift or tear down?
Necessary: Does the world need to see this? Kind: Would the person in the video
appreciate it? Posting embarrassing content about someone without consent can legally



should Jake consider
before posting?

qualify as cyberbullying in many states and schools. Even if Jake thinks it's harmless fun,
the classmate could be deeply hurt, and the video could follow them for years. Jake's own
reputation also suffers — he becomes known as someone who humiliates others for
laughs.

What makes a password
'strong'?

A strong password is long (at least 12 characters), uses a mix of uppercase letters,
lowercase letters, numbers, and symbols, and does not contain easily guessable
information like your name, birthday, or common words — Password strength is
determined by two factors: length and complexity. Length matters most — every
additional character multiplies the number of possible combinations. A 12-character
password with mixed character types has approximately 475 trillion possible
combinations. Complexity (mixing uppercase, lowercase, numbers, symbols) increases
the pool of characters a hacker must guess from. Avoid personal information (names,
birthdays, pet names) because this information is often publicly available via social
media. Also avoid common passwords ('123456', 'password', 'qwerty') — these are the
first passwords hackers try in brute-force attacks.

Design a personal
'Digital Footprint Action
Plan' with three specific
steps you would take to
audit and improve your
current online
presence. For each step,
explain what you would
do and why it matters.

Step 1: Search your own name on multiple search engines to discover what
information about you is publicly visible — this reveals your current digital
footprint from an outsider's perspective. Step 2: Review privacy settings on all
social media accounts and adjust who can see your posts, profile, and friend list —
this limits passive data exposure. Step 3: Audit your recent posts and remove
anything that doesn't represent who you want to be, then commit to the 'billboard
test' before future posts — this actively shapes your digital identity going forward
— A Digital Footprint Action Plan is a practical tool for taking control of your online
presence. Step 1 (Audit): Searching your own name ('ego search') on Google, Bing, and
social platforms reveals what anyone can find about you. You may discover old accounts,
tagged photos, or information you didn't know was public. Step 2 (Protect): Privacy
settings are your first line of defense. Review who can see your posts (public vs. friends),
who can find you by email or phone number, and what apps have access to your data.
Step 3 (Improve): Remove content that doesn't align with the person you want to be, and
commit to a screening process (billboard test, grandparent test, future-employer test)
before posting going forward. This is a lifelong practice, not a one-time task.

A new app asks for
permission to access
your contacts, camera,
microphone, location,
and photo library
during installation. The
app is a simple
calculator. What should
you think about before
accepting all these
permissions?

A calculator has no legitimate reason to access contacts, camera, microphone,
location, or photos — Permission awareness is a critical digital citizenship skill.
Legitimate apps only request permissions relevant to their function: a photo editor needs
camera access, a map app needs location. A calculator needs none of these. Excessive
permission requests are a red flag — the app may be harvesting data to sell to data
brokers, building a profile for targeted advertising, or worse. Best practices: (1) Read
permission requests carefully before accepting, (2) Ask 'Does this app need this to do
what I'm using it for?', (3) Deny unnecessary permissions, (4) If an app won't work without
unnecessary permissions, find an alternative. This protects your passive digital footprint
from unnecessary expansion. — these excessive permission requests suggest the app
may be collecting personal data for purposes unrelated to its function, and you should
deny unnecessary permissions or not install it.

Liam uses the same
username —
'LiamSmith2014Chicago'
— on a gaming site, a
homework forum, and a

The username reveals his real name (Liam Smith), birth year (2014), and city
(Chicago), and using it across multiple platforms lets anyone connect all his
accounts and build a detailed profile of him — Liam's username is a privacy risk for
two reasons. First, it contains personally identifiable information (PII): his full name, birth
year, and city. A stranger now knows he is a ~10-year-old named Liam Smith living in
Chicago. Second, using the same username across platforms enables cross-platform
tracking — anyone can search 'LiamSmith2014Chicago' and find his gaming activity,



social media app. What
digital safety problem
does this create?

school assignments, and social media posts, building a comprehensive profile. Better
practice: use different usernames for different platforms, avoid including real names or
birth years, and never include location information. A safe alternative might be
'BlueFox_Gaming42' — memorable but revealing nothing personal.

Which of the following is
an example of personal
information you should
NOT share publicly
online?

Your home address, school name, phone number, or full birthday — Personal
information falls on a spectrum from safe to risky. Safe to share: favorite colors, movie
opinions, hobbies (general). Risky to share publicly: home address (someone could show
up), school name (narrows your location), phone number (enables unwanted contact), full
birthday with year (used for identity theft), daily schedule/location check-ins (reveals your
patterns). The key question is: 'Could this information help someone I don't know find
me, contact me, or pretend to be me?' If yes, keep it private or share only with people you
trust in real life. Including the year you were born.

Emma wants to create a
positive digital footprint.
Which of these actions
would BEST help her do
that?

Sharing her science fair project online, writing encouraging comments on friends'
posts, and joining a student volunteer group's page — A positive digital footprint
showcases your best qualities: creativity, kindness, achievement, and community
involvement. Sharing academic projects demonstrates skill and effort. Writing
encouraging comments shows good character. Joining volunteer groups shows
community engagement. Colleges and employers increasingly review applicants' online
presence — studies show 70% of employers check social media during hiring. A positive
digital footprint is an asset. Mean comments (even anonymous ones) can often be traced
back. Oversharing location is a safety risk, not a positive contribution. Building a good
digital reputation is an intentional, ongoing process.

Maya posted a photo of
her new puppy on a
social media app. She
later deleted the post. Is
the photo completely
gone from the internet?
Why or why not?

No — even though Maya deleted her post, the photo may still exist in the app's
backup servers, in friends' screenshots, in cached copies on search engines, or if
someone shared or saved it before deletion — This is one of the most important
lessons in digital citizenship: once something is posted online, you lose control over it.
Even after deletion, copies may exist in: (1) the platform's backup servers and cached
data, (2) search engine caches that indexed the page, (3) screenshots taken by anyone
who saw the post, (4) shared copies if someone re-posted or forwarded it, (5) the
Wayback Machine or other web archives. Courts have ruled that 'deleted' social media
posts can be recovered as evidence. The lesson: think carefully before posting, because
the internet has a long memory.

What is the difference
between your 'online
reputation' and your
'real-life reputation'?

Your online reputation is visible to a much larger audience (potentially the entire
internet), persists much longer (possibly forever), and is searchable — while your
real-life reputation is limited to people who know you personally and fades over
time — The key differences are scale, persistence, and searchability. In real life, if you say
something embarrassing, the people present might remember for a while, but memories
fade. Online, the same statement can be seen by thousands, screenshotted, and
searchable years later. Your real-life reputation is built through direct interactions with a
limited number of people. Your online reputation is built from every public digital action
and is accessible to anyone who searches your name. This is why your digital identity
requires the same — or greater — care as your in-person behavior. The two reputations
increasingly merge as more of life moves online.

What is the difference

A passphrase is a longer sequence of random words (like 'Purple-Elephant-Dances-
Brightly') while a traditional password is typically shorter with mixed characters
(like 'P@55w0rd!'). Passphrases are generally more secure because their length
creates more possible combinations, and they are easier to remember —
Passphrases outperform traditional passwords for both security and usability. A typical
'strong' password like 'P@55w0rd!' has 9 characters and appears complex but is easily



between a 'passphrase'
and a traditional
password, and which is
generally more secure?

cracked by dictionary attacks that check common letter-to-symbol substitutions. A
passphrase like 'Purple-Elephant-Dances-Brightly' has 32 characters — even though each
word is a dictionary word, the combination of 4+ random words from a 50,000-word
dictionary creates enormous key space (50,000^4 = 6.25 quadrillion combinations). The
XKCD comic #936 famously illustrated this: 'correct horse battery staple' has ~44 bits of
entropy vs. ~28 bits for 'Tr0ub4dor&3.' Passphrases are also easier to type and
remember. The key is that the words must be randomly chosen, not a meaningful
phrase.

Compare the digital
footprints of these two
approaches to the same
situation: Sophia is
angry at a friend.
Approach A: She posts a
rant on social media
calling her friend
names. Approach B: She
writes her feelings in a
private journal app
(offline), then talks to
her friend in person the
next day. Analyze the
digital footprint impact
of each approach.

Approach A creates a permanent, public record of Sophia saying hurtful things —
visible to everyone, screenshot-able, and potentially damaging to both her
reputation and the friendship long-term. Approach B creates zero digital footprint
— the private journal stays on her device and the in-person conversation leaves no
online trace, allowing the conflict to be resolved without permanent damage —
This comparison highlights a critical digital citizenship skill: choosing the right medium for
the right message. Approach A's consequences: (1) the hurtful post is visible to the entire
friend network, (2) mutual friends may screenshot it and share further, (3) the friend is
publicly humiliated, (4) Sophia's digital reputation includes name-calling, (5) even if she
deletes it, copies may exist. Approach B's advantages: (1) processing emotions privately is
healthy, (2) zero digital footprint from the conflict, (3) in-person conversation allows tone,
empathy, and resolution, (4) the conflict stays between the two people involved, (5) both
reputations remain intact. The general principle: never post in anger. If something makes
you emotional, step away from the screen.

What is 'two-factor
authentication' (2FA)
and how does it protect
your account?

Two-factor authentication requires two different types of proof to log in —
something you know (your password) plus something you have (like a code sent to
your phone) — so even if someone steals your password, they still cannot access
your account without the second factor — Two-factor authentication (2FA) adds a
second layer of security beyond your password. The three factor categories are: (1)
something you know (password, PIN), (2) something you have (phone, security key,
authenticator app), (3) something you are (fingerprint, face scan). 2FA requires factors
from two different categories. If a hacker obtains your password through a data breach,
they still cannot log in without the second factor. Common 2FA methods include SMS
codes (less secure — SIM swapping attacks), authenticator apps like Google Authenticator
(more secure — codes generated locally), and physical security keys (most secure —
hardware device). Enabling 2FA is one of the single most effective things you can do to
protect your accounts.

What are 'cookies' in the
context of web
browsing?

Small text files that websites store on your device to remember information about
you — like login status, preferences, items in a shopping cart, and your browsing
activity on that site — Web cookies are small data files placed on your device by
websites you visit. First-party cookies (from the site you're on) serve useful purposes:
keeping you logged in, remembering your language preference, saving items in your cart.
Third-party cookies (from other companies, often advertisers) track your browsing across
multiple websites to build a profile of your interests and serve targeted ads. This is part
of your passive digital footprint. Modern browsers offer cookie controls and many
countries now require cookie consent banners. Understanding cookies helps you make
informed choices about what tracking you accept.



✂✂✂✂ Question (fold →) Answer

Rachel's Instagram
shows she is on
vacation in Hawaii.
While she's away, she
gets a text from her
'bank' saying: 'We
detected unusual
login activity from
Hawaii on your
account. Verify your
identity immediately:
[link].' What makes
this particularly
convincing?

The scammers used information from Rachel's public Instagram posts to make the
phishing message seem legitimate — mentioning Hawaii matches her actual location,
making the 'unusual activity' warning feel real and urgent. This is spear phishing
using publicly available social media data — This scenario perfectly illustrates how
oversharing on social media enables spear phishing. Rachel's public vacation posts gave
scammers two weapons: (1) knowledge of her location to craft a convincing 'unusual
activity' alert, and (2) knowledge that she's traveling, making a security alert more plausible
(people do get legitimate fraud alerts when traveling). This is a textbook case of OSINT
(Open Source Intelligence) being used for targeted social engineering. The lesson: sharing
your location in real-time online creates security risks beyond physical safety (burglars
knowing your home is empty) — it provides data for social engineering attacks. Better
practice: share vacation photos after returning home, or limit vacation posts to close friends
only.

What is personally
identifiable
information (PII)?

Any data that can be used to identify a specific individual — Personally identifiable
information (PII) includes any data that can identify a specific person — directly (name, SSN,
email) or indirectly when combined (zip code + birthdate + gender can identify 87% of
Americans). Understanding PII is the foundation of digital privacy because it determines
what information needs the strongest protection. Such as full name, address, phone
number, or Social Security number.

A social media
company changes its
privacy policy to
include: 'By using our
service, you grant us
a worldwide, non-
exclusive, royalty-free
license to use,
reproduce, and
distribute any
content you post.'
What does this
actually mean for
users?

The company can use anything you post — photos, videos, text — for their own
purposes including advertising, without paying you or asking additional permission,
anywhere in the world — This clause grants the company broad rights to user content:
'worldwide' (any country), 'non-exclusive' (you can still use your own content, but so can
they), 'royalty-free' (they don't pay you). In practice, this means your vacation photo could
appear in the company's ads, your video could be used in marketing materials, or your
content could be licensed to third parties — all without additional consent or compensation.
This is standard in most social media policies.

What are 'security
questions' (like 'What
is your mother's
maiden name?') and
why are they actually
a weak form of
security?

Security questions are backup authentication used for password recovery. They are
weak because the answers are often publicly available (social media, public records,
genealogy sites) or guessable, and unlike passwords, you can't easily change facts like
your mother's maiden name — Security questions seemed clever when invented but are
now recognized as security weaknesses. Problems include: (1) Answers are often findable
through social media, public records, or family genealogy sites. Sarah Palin's Yahoo email
was hacked in 2008 using security questions whose answers were Googleable. (2) Common
answers reduce security — 'What is your favorite color?' has maybe 10 common answers;
'What city were you born in?' is limited and often discoverable. (3) Unlike passwords, you
can't change factual answers — your first pet's name is permanent. Best practice: either use
false answers (treat security questions as additional passwords and store the fake answers
in your password manager) or avoid sites that rely solely on security questions for recovery.

14. Long-term Consequences  



Explain why social
media platforms
show you content
that makes you angry
or outraged, even
though negative
emotions seem bad
for user experience.

Anger and outrage are high-engagement emotions — they drive more comments,
shares, and time spent on the platform than positive content. The algorithm
optimizes for engagement metrics, not user well-being — Research from MIT found that
false or outrageous content spreads 6 times faster than factual content on social media.
Outrage drives engagement: angry users comment more, share more, and spend more
time arguing. Since platforms earn revenue from engagement (more time = more ads), the
algorithm naturally amplifies outrage-inducing content. A 2021 Facebook internal study
(leaked by Frances Haugen) confirmed that the platform's algorithm knew it was promoting
divisive content but prioritized engagement metrics.

A friend sends you a
funny meme that has
a classmate's face
photoshopped onto
an embarrassing
image. Your friend
asks you to share it
with your group chat.
What is the best
course of action?

Do not share it — tell your friend that spreading altered images of someone without
their consent is hurtful and could be considered cyberbullying, and suggest they
delete it too — Being a good digital citizen means making ethical choices even when it's
socially difficult. Sharing an edited embarrassing image of someone contributes to
cyberbullying, regardless of whether you created it. By sharing, you amplify the harm and
become a participant. The right response is to: (1) refuse to share, (2) explain to your friend
why it's harmful, (3) consider whether to tell a trusted adult if the image could seriously hurt
the classmate, (4) support the classmate if they become aware of the image. Being an
'upstander' rather than a 'bystander' is a core digital citizenship value. Your digital footprint
also records your shares — sharing bullying content becomes part of YOUR reputation too.

How do digital
footprint, privacy,
and cyberbullying
intersect? Provide a
scenario where all
three issues are
connected.

They're deeply interconnected: your digital footprint determines what information is
available about you (privacy exposure), which cyberbullies can exploit to target you
more effectively. Example: a student shares their school name in a gaming profile
(footprint), which reveals their location (privacy gap), which a cyberbully uses to
make real-world threats ('I know where you go to school'). Conversely, cyberbullying
creates a negative digital footprint for the target through spread of harmful content
— These three concepts form a connected system: Digital footprint creates the data trail.
Privacy determines who can access that trail. Cyberbullying exploits gaps in privacy using
footprint information. A practical example: Maya posts about her anxiety on a support
forum (digital footprint). A classmate discovers the posts through a Google search of her
username (privacy gap). The classmate screenshots and shares Maya's private posts in a
group chat with mocking comments (cyberbullying). Now Maya's mental health disclosure
becomes part of a bullying footprint she didn't create. Protecting one area strengthens all
three.

What is the
relationship between
algorithms, filter
bubbles, and the
spread of
misinformation?

Algorithms maximize engagement by showing content that triggers strong reactions.
Filter bubbles limit exposure to diverse viewpoints, creating echo chambers. These
echo chambers become fertile ground for misinformation because: users only see
confirming information (confirmation bias), the illusory truth effect makes repeated
false claims feel true, and there are no counter-perspectives to challenge false
narratives — This chain represents one of the most significant challenges of the digital age:
(1) Engagement-optimizing algorithms amplify content that generates strong reactions —
which is often sensational, outrageous, or false. (2) Over time, this creates filter bubbles
where users see increasingly homogeneous content. (3) Within these bubbles, echo
chambers form where misinformation circulates without challenge. (4) Confirmation bias
makes users accept false claims that align with the bubble's narrative. (5) The illusory truth
effect makes repeated exposure feel like verification. The result: misinformation becomes
self-reinforcing within isolated information ecosystems.

Public Wi-Fi networks are often unencrypted, meaning a hacker on the same network
could intercept Omar's login credentials using a 'man-in-the-middle' attack —
capturing his username and password as they travel from his device to the email



Omar uses public Wi-
Fi at a coffee shop to
log into his email. His
friend says this is
risky. Why?

server — Public Wi-Fi networks (coffee shops, airports, hotels) are common attack vectors.
On an open (unencrypted) network, a technique called 'packet sniffing' allows nearby
attackers to capture data traveling through the air. A 'man-in-the-middle' (MITM) attack
positions the hacker between you and the router, allowing them to read or modify your
traffic. Even more sophisticated: 'evil twin' attacks where hackers create a fake Wi-Fi hotspot
with the coffee shop's name — you connect to their network thinking it's legitimate.
Protection: (1) use HTTPS websites (encrypted even on open Wi-Fi), (2) use a VPN (encrypts
all traffic), (3) avoid logging into sensitive accounts on public Wi-Fi, (4) verify the network
name with staff before connecting.

A group of students
wants to create a
social media platform
designed specifically
for teens that
genuinely prioritizes
well-being over
engagement. They
ask for your input.
Based on your
comprehensive
digital citizenship
knowledge, what
features would you
insist on INCLUDING,
and what common
features would you
insist on EXCLUDING?
Justify each decision
using specific
concepts from the
course.

INCLUDE: End-to-end encryption (privacy), strong age verification (child safety),
hidden like/follower counts (reduce social comparison), chronological feed option
(reduce filter bubbles), built-in fact-checking labels (combat misinformation), 'time
well spent' dashboards (digital wellness), anonymous reporting system (cyberbullying
prevention), clear plain-language privacy policy (transparency). EXCLUDE: Infinite
scroll (persuasive design that removes stopping points), public follower counts
(external validation dependency), read receipts (social pressure), streak features (loss
aversion exploitation), algorithmic content from non-followed accounts (filter bubble
creation), autoplay videos (attention hijacking), and third-party data sharing (privacy
violation) — This design exercise requires synthesizing knowledge across all domains. Each
INCLUDE serves a protective purpose: E2EE protects conversations from corporate
surveillance; hidden metrics reduce the comparison trap and external validation;
chronological feeds prevent filter bubbles; fact-checking labels combat misinformation at
point of contact; reporting systems enable upstander behavior. Each EXCLUDE removes a
specific exploitation mechanism: infinite scroll exploits the completion bias; streaks exploit
loss aversion; read receipts create social obligation; algorithmic feeds from non-followed
accounts create filter bubbles; autoplay captures involuntary attention. The key insight is
that many 'standard' social media features exist to serve business metrics, not user well-
being.

Why might someone
who cyberbullies
others do so even
though they wouldn't
bully someone face-
to-face?

The online disinhibition effect — screens create psychological distance, making
people feel anonymous and detached from consequences — The online disinhibition
effect explains why people say things online they'd never say in person. Screens remove
visual feedback (you can't see the person's pain), create a sense of anonymity (even when
accounts aren't truly anonymous), and reduce empathy because the target feels less 'real.'
Understanding this helps because it means cyberbullying often stems from reduced
empathy, not pure malice.

A YouTube video
titled 'The REAL
Reason Schools Don't
Want You to Know
This' has 2 million
views and thousands
of positive
comments. Does its
popularity indicate
that the information
is accurate?

No — popularity metrics (views, likes, comments) measure engagement, not
accuracy. Viral content is often sensational or emotionally triggering, which drives
views regardless of truthfulness. Bots and coordinated campaigns can also artificially
inflate metrics — The 'appeal to popularity' fallacy assumes that widespread belief equals
truth. In reality: (1) engagement algorithms promote sensational content regardless of
accuracy, (2) clickbait titles like 'they don't want you to know' exploit curiosity gaps and
conspiracy thinking, (3) comments can be manipulated through bots or echo-chamber
dynamics, (4) confirmation bias means people engage most with content confirming their
existing beliefs, (5) a video's production quality and confidence say nothing about its
accuracy. The MIT study found that falsehoods are 70% more likely to be retweeted than
accurate information.



What is the 'illusory
truth effect' and why
is it dangerous in the
context of social
media?

The illusory truth effect is the psychological phenomenon where repeated exposure
to a claim makes it feel more true, regardless of its actual accuracy. On social media,
false claims that circulate repeatedly become more believable simply because people
have seen them multiple times — The illusory truth effect (Hasher et al., 1977) shows that
mere repetition increases perceived truthfulness. The brain uses 'processing fluency' as a
shortcut — familiar information is easier to process, and the brain interprets ease of
processing as a signal of truth. On social media, false claims get shared repeatedly across
networks, and each exposure increases their perceived credibility. This is why propaganda
relies on repetition ('A lie repeated a thousand times becomes the truth' — often attributed
to Goebbels). Even people who initially disbelieve a claim become more susceptible after
repeated exposure.

Which of these
passwords is the
strongest, and why?
A) Fluffy123 B)
p@ssw0rd! C) My-Cat-
Loves-Tuna-
Sandwiches! D)
12345678901234

C) 'My-Cat-Loves-Tuna-Sandwiches!' — it is the longest (32 characters), uses a
passphrase format that is easy to remember but hard to crack, and includes
uppercase, lowercase, hyphens, and a symbol — Password C wins for several reasons.
First, length: at 32 characters, it vastly outnumbers the others. Password D has 14
characters but uses only digits (10 possible per position vs. 80+ for mixed characters).
Password B looks complex but is a well-known substitution of a common word — hackers'
dictionary attacks check these variations. Password A includes a common name pattern.
The passphrase technique (stringing random words together) creates passwords that are
both long and memorable. 'Correct-Horse-Battery-Staple' (from the famous XKCD comic)
illustrates this: four random words joined together create a password with more entropy
than 'Tr0ub4dor&3' and is far easier to remember.

When a company
experiences a data
breach, they often
say 'only email
addresses and
passwords were
exposed' as if to
minimize the
damage. Why can this
combination of data
be more dangerous
than it sounds?

Because most people reuse passwords across multiple accounts — Email-password
pairs are extremely valuable to attackers because of password reuse. If you use the same
password for a gaming forum and your school email, a breach of the forum compromises
your school account too. Attackers use 'credential stuffing' — automated tools that test
stolen email-password pairs across thousands of websites. A 2019 Google study found that
65% of people reuse passwords across multiple accounts. This is why unique passwords (via
a password manager) and 2FA are critical. — a leaked email-password pair from one site
can be used to access banking, social media, school, and other accounts through credential
stuffing attacks.

A friend shares a link
to a 'personality quiz'
on social media that
says it will tell you
your Hogwarts
house. The quiz asks
for your email,
birthday, mother's
maiden name, and
the street you grew
up on. Why are these
questions suspicious?

These questions match common security questions used for account recovery. The
quiz is likely designed to harvest answers to security questions — with your email,
birthday, mother's maiden name, and childhood street, an attacker could reset
passwords on many of your accounts — This is a sophisticated data harvesting technique.
The questions perfectly mirror standard security questions: 'What is your mother's maiden
name?' 'What street did you grow up on?' These are the exact questions used by banks,
email providers, and social media platforms for account recovery. Combined with your
email address and birthday, an attacker has everything needed to: (1) answer your security
questions on major platforms, (2) reset your passwords, (3) take over your accounts. The
quiz format is brilliant social engineering — people happily answer these questions in a 'fun'
context that they would refuse in any other context. This technique was used in the
Cambridge Analytica scandal and countless smaller operations. Never answer quiz
questions that match security questions — they're not gathering entertainment data,
they're gathering keys to your accounts.

A legal document that explains how a company collects, uses, stores, and shares your



What is a privacy
policy?

personal data — A privacy policy is a legally binding document every website and app must
provide. It discloses what data they collect, why, how they store it, who they share it with,
and how long they keep it. Most people don't read them — the average privacy policy takes
18 minutes to read, and a person would need 76 work days per year to read every policy
they encounter.

Three different types
of cyberbullying are
described below.
Which correctly
matches each
scenario to its type?
Scenario A: Sharing
someone's private
diary entries in a
group chat without
permission. Scenario
B: Deliberately
leaving one person
out of every online
group and game
invite. Scenario C:
Sending threatening
messages saying
'Watch your back at
school tomorrow.'

A = Outing/doxing, B = Exclusion, C = Cyberstalking/threats — Scenario A is
outing/doxing — sharing private information publicly without consent. Scenario B is
exclusion — intentionally and repeatedly isolating someone from social groups. Scenario C
is cyberstalking/threats — messages that imply physical danger. Each type has different
severity levels and may require different responses (threats should always be reported to
adults and potentially law enforcement).

What is 'spear
phishing' and why is
it more dangerous
than regular
phishing?

Spear phishing targets a specific individual using personal information gathered
about them (from social media, school websites, or data breaches) to create a highly
convincing personalized message. It's more dangerous because the message feels real
— it may reference your name, school, friends, or recent activities — Regular phishing
casts a wide net — the same generic email to millions of people ('Dear Customer'). Spear
phishing is targeted at YOU specifically. The attacker researches their target using: social
media profiles (interests, friends, activities), school/organization websites (teacher names,
events), data breaches (email, phone, location), and public records. A spear phishing email
might say: 'Hi [Your Name], your teacher Ms. [Teacher Name] shared this assignment link
for [Your Actual Class].' Because it contains accurate details, it's far more believable. Spear
phishing success rates are dramatically higher than generic phishing — estimated at 50-70%
click rates compared to ~3% for mass phishing. High-profile hacks (Sony Pictures, DNC
emails) used spear phishing as the initial attack vector.

Zoe's friend asks to
borrow her gaming
account password
'just for one day' to
try a game Zoe owns.
What should Zoe do?

Zoe should not share her password — even with a trusted friend. Sharing passwords
gives another person access to personal messages, payment information, and the
ability to make purchases or changes under Zoe's name — Password sharing is risky
even with trusted friends. Zoe's gaming account likely contains: saved payment information,
personal messages, purchase history, friend lists, and personal settings. Risks include: the
friend accidentally (or intentionally) making purchases, the friend's device being
compromised (malware could capture the password), the friendship ending and the former
friend retaining access, the friend sharing the password with someone else. Additionally,
most terms of service prohibit password sharing, and any rule violations by the friend
would be attributed to Zoe. Better alternatives: some gaming platforms allow game sharing
without password sharing, or Zoe could play together with her friend using their own
separate accounts.



A classmate tells you
about a website
where you can watch
new movies for free
— movies that are
currently in theaters.
What risks does this
site pose beyond just
the legal issue of
piracy?

Free piracy sites are loaded with security risks: malicious ads that install malware,
fake 'video player' downloads that are actually viruses, pop-ups leading to phishing
sites, cryptocurrency miners running in your browser, and exposure to inappropriate
or shocking content in ads — Piracy sites are some of the most dangerous places on the
internet, regardless of the legal issues. They monetize through: (1) Malvertising — ads that
automatically download malware to your device. (2) Fake download buttons — the 'Play'
button is actually a malware download; the real play button is tiny and hidden. (3)
Cryptojacking — scripts that use your device's processing power to mine cryptocurrency,
draining battery and slowing performance. (4) Phishing — pop-ups claiming you need to
'create a free account' to capture your email and password. (5) Exploit kits — code that
probes your browser for unpatched vulnerabilities. Security research by Digital Citizens
Alliance found that 1 in 3 piracy sites contained malware. The 'free' content costs far more
in security risks than any legitimate streaming subscription.

What does 'end-to-
end encryption'
mean?

A communication method where messages are encrypted on the sender's device and
can only be decrypted on the recipient's device — not even the service provider can
read the content — End-to-end encryption (E2EE) means only the sender and recipient can
read messages. The messages are encrypted on the sender's device and decrypted on the
recipient's device. The company providing the service (like WhatsApp or Signal) cannot read
the content, even if law enforcement requests it. This differs from transport encryption (like
HTTPS), where the service provider can still access the data at their servers.

Marcus notices that
every time he posts
in the class group
chat, three
classmates
immediately respond
with laughing emojis
and mocking
comments. This has
happened for two
weeks. What type of
cyberbullying is
Marcus experiencing?

Harassment — repeated hostile messages targeting a specific person — Marcus is
experiencing harassment — a pattern of repeated, targeted hostile messages from the
same group. The key indicators are the consistency (every time he posts), the duration (two
weeks), and the coordinated nature (three classmates). This differs from flaming (one-time
anger) or trolling (attention-seeking, not targeted).

Design a
comprehensive
'Digital Citizenship
Action Plan' for your
school community.
Your plan must: (1)
address all five pillars
of digital citizenship
(identity/footprint,
security, safety,
privacy,
literacy/wellness), (2)
include specific
programs for
different
stakeholders
(students, teachers,

A comprehensive multi-stakeholder plan including: (1) Five-pillar coverage with
specific programming for each (e.g., digital footprint audit day, password security
workshop, upstander training, privacy settings clinic, media literacy challenge). (2)
Differentiated programs: student peer ambassadors, teacher professional
development on digital trends, parent evening seminars on monitoring vs trust-
building. (3) Measurable goals: reduce reported cyberbullying incidents by 30%,
achieve 90% 2FA adoption on school accounts, improve media literacy pre/post scores
by 25%. (4) Adaptation: quarterly technology landscape review, student advisory
board to surface emerging platforms and trends, annual curriculum update cycle. (5)
Student ownership: elected Digital Citizenship Council, student-led workshops, peer
mentoring pairings, student voice in policy decisions about school technology — A
comprehensive Digital Citizenship Action Plan recognizes that one-time assemblies and rule
lists don't create lasting change. The five-pillar structure ensures completeness.
Differentiated programming acknowledges that students, teachers, and parents have



and parents), (3)
propose measurable
goals for each pillar,
(4) describe how the
plan adapts as
technology changes,
and (5) include a
mechanism for
students to lead and
own the initiative
rather than having it
imposed on them.

different needs and knowledge levels — parents often know less about current platforms
than their children. Measurable goals enable accountability and improvement. The
adaptation mechanism is critical because the digital landscape changes constantly — a plan
that doesn't evolve becomes obsolete within a year. Student ownership is the most
important element: programs imposed from above breed resistance, while student-led
initiatives create genuine engagement and peer influence. Digital citizenship is ultimately
about empowering individuals to make responsible choices — and empowerment starts
with agency in creating the program itself.

What is 'doxing'?

Publicly revealing someone's private personal information online without their
consent — Doxing (from 'dropping documents') means searching for and publicly sharing
someone's private information — such as their real name, home address, phone number,
school, or family details — without consent. It's dangerous because it can lead to real-world
harassment, stalking, and safety threats. Doxing is illegal in many jurisdictions and violates
every major platform's policies.



✂✂✂✂ Question (fold →) Answer

Rank these four 2FA
methods from MOST
secure to LEAST secure:
(1) SMS text message
codes, (2) Authenticator
app (like Google
Authenticator), (3)
Physical security key (like
a YubiKey), (4) Email-
based codes.

Most to least secure: (3) Physical security key → (2) Authenticator app → (1) SMS
text message → (4) Email-based codes. Security keys can't be phished or
intercepted; authenticator apps generate codes locally; SMS can be intercepted
via SIM swapping; email codes depend on your email account's security — Not all
2FA methods are equal. (1) Physical security keys (most secure): They require physical
possession and use cryptographic protocols that verify the legitimate website — making
them immune to phishing and remote interception. (2) Authenticator apps: Generate
time-based codes locally on your device — not transmitted over any network, so they
can't be intercepted in transit. Vulnerable only if someone accesses your physical
device. (3) SMS codes: Transmitted over cellular networks and vulnerable to SIM-
swapping attacks (where a hacker convinces your carrier to transfer your number to
their SIM) and SS7 protocol exploits. Still better than no 2FA. (4) Email codes (least
secure): If your email is compromised, the attacker gets all your 2FA codes too —
creating a single point of failure. Understanding this hierarchy helps you choose the
strongest available protection for your most important accounts.

What is the 'social
comparison trap' on
social media?

The tendency to compare your everyday life to other people's carefully curated
highlight reels, leading to feelings of inadequacy even though the comparison is
unfair — Social comparison theory (Leon Festinger, 1954) explains that humans
naturally evaluate themselves by comparing to others. Social media amplifies this
because people typically post only their best moments — vacations, achievements,
attractive photos. You never see the 47 rejected selfies, the argument before the
'perfect family' photo, or the boring Tuesday evening. Research shows that passive
scrolling (viewing without interacting) correlates most strongly with decreased well-
being.

Explain the concept of
'prebunking' and why
research suggests it may
be more effective than
debunking after the fact.

Prebunking inoculates people against misinformation BEFORE they encounter it —
by explaining manipulation techniques in advance, people become better at
recognizing and resisting them. It's more effective than debunking because the
'continued influence effect' means correcting false beliefs after they form is
extremely difficult, as the original misinformation often persists in memory even
after correction — Prebunking is an 'inoculation' approach to misinformation. Just as
vaccines expose the immune system to weakened pathogens, prebunking exposes
people to weakened forms of misinformation techniques — teaching them to recognize
emotional manipulation, false authority, conspiracy logic, and misleading statistics
BEFORE encountering them in the wild. Google's 'Prebunking' initiative and Cambridge
University's 'Bad News Game' demonstrate this approach. Research shows prebunking
is more effective than debunking because of the 'continued influence effect' — once a
false belief takes hold, corrections only partially work. The original misinformation
leaves a residual influence even after being corrected.

What is a 'predatory
journal' or 'predatory
publisher'?

A fraudulent academic publisher that charges authors fees to publish their work
but provides little or no peer review, editorial oversight, or quality control —
allowing unreliable or fabricated research to appear 'published' — Predatory
journals exploit the academic 'publish or perish' system by charging authors to publish
without providing genuine peer review. They accept virtually anything — including
papers generated by AI, papers with obvious fabricated data, and even joke submissions
designed to test them. This is dangerous because: (1) the 'published research' looks
legitimate to non-experts, (2) it can be cited to support false health claims, (3) it
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undermines trust in real science. There are estimated 15,000+ predatory journals. Red
flags: aggressive solicitation emails, very fast acceptance, and obscure editorial boards.

Sam accidentally sent an
embarrassing photo to
the wrong group chat.
Now classmates are
sharing it widely and
adding mocking captions.
Sam originally sent the
photo voluntarily — does
this mean it's Sam's fault
and not cyberbullying?

No — sharing the photo with mocking intent is cyberbullying regardless of how
the photo was originally shared. Sending something to one group doesn't consent
to it being spread everywhere — This is still cyberbullying. Sharing a photo with one
group is not consent for others to spread it with mocking captions. Victim-blaming ('you
shouldn't have sent it') ignores the deliberate choice by classmates to humiliate Sam.
While it's wise to be careful about what you share, the responsibility for bullying always
lies with the people choosing to harm others. Sam's mistake doesn't justify their cruelty.

A friend shares a meme
that claims: 'Only 3% of
the ocean has been
explored — there could
be anything down there!'
The image shows a
mysterious deep-sea
creature. You research
and find: the '3%
explored' figure is
outdated (modern
estimates are 20-25%
mapped), the image is an
AI-generated creature,
and the meme was
created by a science
fiction marketing
account. However, the
general point that much
of the ocean is
unexplored is true. How
do you respond to your
friend in a way that
corrects the
misinformation without
being dismissive?

Acknowledge the valid underlying truth ('You're right that a lot of the ocean is still
unexplored — it's actually about 75-80% unmapped, which is amazing'), then
gently correct the specific errors ('I looked it up and the 3% number is outdated —
we've actually mapped about 20-25%, and that creature image is AI-generated art
from a sci-fi movie promotion. But the real deep-sea creatures are just as wild —
check this out'), then share accurate but equally fascinating real information —
This scenario illustrates the art of constructive correction. Effective approaches: (1)
Validate the underlying interest/truth first — this prevents defensiveness and the
backfire effect. (2) Provide specific, sourced corrections for the inaccurate parts. (3)
Offer equally interesting accurate information — don't just debunk, provide a better
alternative. (4) Share privately rather than publicly commenting (avoids
embarrassment). (5) Focus on the information, not the person ('the meme got the
number wrong' vs 'you shared something wrong'). This approach respects the
relationship while still promoting accuracy.

Two students debate
whether location tracking
on phones should be
allowed: Student A:
'Location tracking is great
— it helps find lost
phones, gives directions,
and lets parents know
kids are safe.' Student B:
'Location tracking is
dangerous — companies
build detailed profiles of
everywhere you go, and

Both raise valid points — the answer depends on context. Location tracking has
genuine utility, but the key issue is consent and control: users should be able to
choose when, how, and by whom their location is tracked — This debate illustrates
the privacy-convenience trade-off. Both students have valid points: location services
genuinely help with navigation, finding lost devices, and safety. But companies also track
location far beyond what's necessary — in 2018, an AP investigation revealed that
Google tracked location even when users turned off Location History. The resolution
isn't to ban or fully embrace tracking, but to demand transparency, control, and data
minimization.



that data can be sold or
hacked.' Who has the
stronger argument?

Jaylen wants to use a VPN
(Virtual Private Network)
for privacy. His friend
says VPNs make you
'completely invisible
online.' Evaluate this
claim.

Partially true but misleading — a VPN encrypts traffic and hides your IP address
from websites, but the VPN provider can still see your activity, and you remain
trackable through account logins, browser fingerprinting, and cookies — A VPN
encrypts your internet traffic and masks your IP address, which provides real privacy
benefits: your ISP can't see what you browse, and websites see the VPN's IP instead of
yours. However, it's not invisibility: (1) the VPN provider can see everything your ISP
would have seen — trust shifts, not disappears, (2) if you log into Google, Facebook, etc.,
those companies still track you, (3) browser fingerprinting works regardless of VPN, (4)
free VPNs often sell your data — they need revenue somehow.

What is an algorithm in
the context of social
media?

A set of rules and calculations that determines what content appears in your feed
based on your past behavior, interests, and engagement patterns — Social media
algorithms analyze your behavior — what you like, comment on, share, pause to look at,
and how long you spend on each post — to predict what content will keep you engaged
longest. Each platform uses different signals, but the goal is the same: maximize the
time you spend on the app, because more time means more ads viewed, which means
more revenue.

Which of the following is
an example of
cyberbullying?

Creating a fake social media account to post embarrassing things about a
classmate — Creating a fake account to embarrass someone is a deliberate act of
impersonation and harassment — a clear form of cyberbullying. Disagreeing politely,
managing friend requests, and competitive gaming are normal online activities, not
bullying.

Compare how the
concept of 'digital
citizenship' might look
different for a student in
the United States, a
student in the European
Union, and a student in a
country with heavy
internet censorship. How
do cultural, legal, and
political contexts shape
what digital citizenship
means?

US: Strong free speech protections but weaker privacy laws (no COPPA equivalent
for teens 13+); digital citizenship emphasizes individual responsibility. EU: Strong
privacy rights (GDPR), right to be forgotten, content moderation requirements;
digital citizenship emphasizes data rights. Censored country: Limited access to
global platforms, government surveillance, VPN use may be illegal; digital
citizenship includes navigating censorship and understanding state control of
information. The CORE principles (safety, privacy, critical thinking) are universal,
but their APPLICATION is deeply shaped by local legal, cultural, and political
realities — Digital citizenship is shaped by context: US — First Amendment prioritizes
speech over privacy; COPPA protects under-13s but teens have minimal legal protection;
litigation-based enforcement. EU — GDPR provides world's strongest data rights; the
'right to be forgotten' embodies a different privacy philosophy; tech companies must
comply regardless of where they're based. Censored nations — digital citizenship
includes survival skills: circumventing censorship to access information, protecting
against state surveillance, and understanding propaganda. The challenge is that
platforms are global but laws are local — a European student's privacy rights don't apply
when their data reaches US servers. True digital citizenship education must
acknowledge these differences rather than assuming a one-size-fits-all framework.

Evaluate which
verification method is
MOST reliable when you
receive a suspicious
message claiming to be
from your bank: A) Reply
to the suspicious

C) Look up your bank's official phone number independently (from your bank
card, official website, or previous statements) and call them directly. This is the
only method that guarantees you're communicating with the actual bank and not
the scammer — This question tests the crucial concept of using a separate, trusted



email/text and ask if they
are real B) Call the phone
number provided in the
suspicious message C)
Look up your bank's
official phone number
independently and call
them D) Ask your friend
who works at a different
bank if the message
seems real

communication channel for verification. Options A and B fail because the scammer
controls those channels — replying goes to the scammer, and the phone number in a
phishing message connects to the scammer's call center (which will confirm the
'problem' and escalate the fraud). Option D is unreliable — a friend at a different bank
may not recognize institution-specific phishing patterns. Option C is the gold standard:
independently sourcing the bank's contact information (from the number on the back of
your debit card, the official website you navigate to yourself, or previous legitimate
correspondence) ensures you're contacting the real organization. This 'out-of-band
verification' principle applies to all suspicious communications, not just banking.

Why is the concept of
'consent' important
across ALL areas of
digital citizenship — not
just privacy?

Consent applies everywhere: sharing someone's photo (digital footprint),
accessing their account (security), forwarding their private messages (privacy) —
Consent is the ethical thread connecting all digital citizenship domains: FOOTPRINT —
sharing someone's photo creates a footprint for them without their consent. SECURITY
— accessing someone's account, even 'just to look,' violates consent. PRIVACY —
forwarding someone's private message shares their information without consent.
CYBERBULLYING — often involves sharing content (photos, messages, personal
information) that the person didn't consent to being made public. INFORMATION —
using someone's creative work without attribution or permission. Digital consent goes
beyond clicking 'I agree' — it's an ongoing ethical practice of respecting others'
autonomy over their digital presence. Including them in group chats (relationships), and
using their creative work (intellectual property). In every digital interaction, the question
'did this person agree to this?' should guide ethical behavior.

AI-generated text,
images, and videos are
becoming increasingly
indistinguishable from
human-created content.
Analyze how the
proliferation of AI-
generated content
affects our ability to trust
ANY information we
encounter online — a
phenomenon some
researchers call the 'liar's
dividend.'

The 'liar's dividend' means that even real, authentic content becomes less
trustworthy because ANYONE can now claim that unfavorable evidence against
them is AI-generated or deepfaked. This creates a paradox: AI makes it easier to
create fake content AND easier to deny real content. The result is a general
erosion of trust where nothing can be fully believed or fully dismissed,
undermining the shared foundation of facts needed for democratic society — The
'liar's dividend' (Chesney & Citron, 2019) is perhaps the most insidious consequence of
AI-generated media. Beyond creating convincing fakes, AI gives liars plausible deniability
for real evidence: 'That video of me is a deepfake.' This works both ways: (1) Offensive —
create fake evidence to damage opponents. (2) Defensive — dismiss real evidence as AI-
generated. The combined effect is an 'epistemic crisis' where trust in all digital evidence
erodes. Solutions being explored include content provenance standards (C2PA), digital
watermarking, and blockchain-based authenticity verification — but none are yet widely
adopted.

Nina uses her cat's name
'Whiskers' as her
password for everything.
She also posts photos of
her cat on social media
with captions like
'Whiskers is the best!'
Why is this a problem?

Anyone who sees Nina's social media posts now knows her cat's name is
Whiskers, and since people commonly use pet names as passwords, an attacker
would try 'Whiskers' as a password for her accounts — making it one of the first
guesses in a targeted attack — This illustrates why personal information makes
terrible passwords. Security researchers have found that pet names, birthdays, favorite
sports teams, and family members' names are among the most commonly used
password bases. Hackers compile 'personal dictionaries' from a target's social media
before attacking — checking for pet names, school names, birthdays, anniversaries, and
other commonly used password elements. Nina's public posts essentially handed
attackers her password. This technique is called OSINT (Open Source Intelligence) —
gathering publicly available information to facilitate attacks. The solution: use
passwords that have no connection to your personal life, generated randomly by a



password manager.

What is 'exclusion' as a
form of cyberbullying?

Deliberately and repeatedly leaving someone out of online groups, chats, or
gaming sessions — Exclusion as cyberbullying means intentionally and repeatedly
shutting someone out of digital social spaces to cause emotional pain. It's different from
normal boundary-setting (blocking a harasser, ignoring strangers) because the intent is
to isolate and hurt. It's one of the hardest forms to prove because the bully can claim
they 'just forgot' to invite someone.

You receive an email that
appears to be from your
school saying:
'Important: Click here to
update your student
portal password before
Friday or you will lose
access to your grades.'
The sender address is 'ad
min@school-portal-updat
e.net'. Is this legitimate?
Explain your reasoning.

This is likely phishing. Red flags: the sender domain 'school-portal-update.net'
doesn't match the school's actual domain, it creates urgency with a deadline and
a threat of losing access, and schools typically communicate password updates
through official channels — not via email links. You should verify by contacting
the school IT department directly — This email exhibits multiple phishing indicators.
(1) Domain mismatch: a legitimate school email would come from the school's official
domain (e.g., @myschool.edu), not a generic domain like 'school-portal-update.net.' (2)
Urgency pressure: the Friday deadline with threat of losing grade access creates panic.
(3) Click-to-act: directing you to click a link rather than providing instructions to go to the
portal directly. (4) Context: schools use multiple communication channels
(announcements, teacher notifications, parent emails) — a single email for something
this important is suspicious. The correct response: do NOT click the link. Instead, go
directly to your school portal by typing the known URL, or contact your teacher or
school IT department to verify. When in doubt, verify through a separate channel.

Which of these activities
contributes to your
PASSIVE digital footprint
(data collected about you
without you directly
choosing to share it)?

A website using cookies to track which pages you visit and how long you spend on
each page — Passive digital footprint data is collected automatically without your
explicit action. Cookies tracking your browsing behavior is passive — you didn't choose
to share your reading habits; the website collected it automatically. Uploading a selfie,
writing a review, and sending a message are all active footprint activities — you
deliberately created and shared that content. Other examples of passive data: your IP
address being logged, your location being tracked by apps, your browsing history being
recorded, and metadata attached to photos (camera model, GPS coordinates, time
taken). Understanding the difference helps you be aware of all the ways your data is
collected.

Your school newspaper
publishes an article
online about a student's
academic achievement.
The article includes the
student's full name,
grade, age, and photo.
Three years later, the
now-high-school student
applies for a job and the
employer finds this
article. Is this a digital
footprint issue, a privacy
issue, both, or neither?
Explain the complexity.

Both — and they're intertwined. Digital footprint: the article creates a permanent,
searchable record the student had no control over. Privacy: a minor's personal
information (name, age, photo, school) was published online with potentially
inadequate consent considerations. The complexity: the article was positive and
published by a trusted institution, yet it still created privacy exposure. This shows
that even well-intentioned content contributes to a digital footprint that follows
people across life stages — This nuanced scenario challenges the assumption that only
negative content creates problems. The footprint concern: even positive content
becomes part of a permanent, searchable online identity. The student didn't choose this
visibility, and can't control who finds it or what they conclude. The privacy concern:
publishing a minor's PII (full name, age, photo, school) creates discoverable personal
information. The intersection: the article was appropriate at publication but follows the
student into adulthood — their 12-year-old self is permanently visible to future
employers, romantic partners, and anyone who searches their name. This illustrates
why digital citizenship considers long-term consequences of even routine, positive
content.

Privacy isn't about hiding wrongdoing — it's a fundamental right that protects
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Explain why the phrase 'I
have nothing to hide, so I
don't need privacy' is a
flawed argument.

against discrimination, manipulation, power imbalances, and the chilling effect on
free expression. Everyone has information they rightfully keep private — The
'nothing to hide' argument is flawed because: (1) Privacy protects lawful behavior — you
close curtains, use envelopes, and whisper not because you're criminal but because
privacy is a basic human need. (2) Data can be taken out of context — innocent searches
or messages can look suspicious. (3) The chilling effect — knowing you're watched
changes behavior, suppressing free expression. (4) Power imbalance — companies
know everything about you while you know nothing about how they use your data. As
Edward Snowden said, 'Arguing that you don't care about privacy because you have
nothing to hide is like arguing you don't care about free speech because you have
nothing to say.'

Mia's friend group
creates a 'burn book' — a
private social media
account where they
anonymously post mean
ratings and rumors
about classmates. Mia
didn't create it but has
been added as a
follower. By simply
following the account
without posting, is Mia
contributing to the
cyberbullying?

Yes — being a silent audience enables cyberbullying by giving the account
followers and validation, even without posting — Following the account makes Mia a
passive participant. Her follower count validates the account's existence and
encourages more posts. In cyberbullying research, the 'audience effect' shows that
bullying escalates when there are witnesses who don't intervene. Mia should unfollow,
report the account, and ideally tell a trusted adult. Many anti-bullying experts say that
silent witnesses are essential to stopping bullying patterns.

Create a complete
'Account Security
Checklist' with at least
five specific actions a
student should take to
protect their most
important online
accounts. For each
action, explain WHY it
matters.

1. Use a unique, long passphrase for each account — prevents a single breach
from compromising all accounts. 2. Enable two-factor authentication (preferably
with an authenticator app) — blocks attackers even if they obtain your password.
3. Set up and regularly verify recovery options (backup email, phone, backup
codes) — ensures you can regain access if locked out. 4. Review account activity
and login history monthly — detects unauthorized access early before damage
spreads. 5. Never share passwords with friends or enter them on unfamiliar sites
— prevents social engineering and phishing theft. 6. Keep software and apps
updated — patches known security vulnerabilities that hackers exploit — A
comprehensive security checklist addresses multiple attack vectors because no single
measure is sufficient. (1) Unique passphrases: the #1 defense against credential stuffing
from data breaches. (2) 2FA: catches the 99.9% of attacks that rely on password-only
authentication, according to Microsoft. (3) Recovery options: your safety net when (not
if) you need to reset access — maintaining them prevents permanent lockout. (4)
Activity monitoring: early detection is critical — the average time to detect a breach is
197 days; personal monitoring catches unauthorized access much faster. (5) Never
sharing passwords: social engineering is the most common attack vector; this rule
eliminates the easiest path. (6) Software updates: 60% of breaches exploit known
vulnerabilities that patches would have fixed. This layered approach (defense in depth)
means even if one layer fails, others remain. Security is not a single action but an
ongoing practice.

What is 'doomscrolling'?

Compulsively consuming negative or distressing news content online, even
though it worsens your mood and anxiety — Doomscrolling is the compulsive
consumption of negative news, especially during crises. The brain's negativity bias (we
pay more attention to threats than positive information) combines with infinite scroll
and algorithmic amplification of engaging content (which is often alarming). The result:



you feel worse but keep scrolling because the brain is seeking resolution to the anxiety
the content creates — resolution that never comes because there's always more
negative content.

Liam gets 50 likes on a
selfie and feels great. The
next day he posts
another selfie and only
gets 12 likes. He feels
disappointed and
considers deleting the
post. What psychological
phenomenon explains
why Liam's self-worth
became tied to like
counts?

External validation dependency — Liam has begun measuring his self-worth
through social approval metrics rather than internal self-assessment. The variable
like counts create a conditioning pattern where self-esteem fluctuates with each
post's performance — Liam is experiencing external validation dependency — his self-
worth has become tied to quantifiable social approval. Likes provide intermittent
reinforcement (variable rewards), conditioning the brain to seek them repeatedly. When
the 'reward' drops (50 → 12 likes), it feels like rejection even though 12 people still liked
his photo. Research shows that removing visible like counts (as Instagram tested)
reduces this anxiety. The solution isn't more likes — it's developing internal self-
evaluation independent of social metrics.

A company's privacy
policy states: 'We may
share anonymized and
aggregated data with
third-party partners for
research and marketing
purposes.' However,
research shows that
'anonymized' data can
often be re-identified.
What is re-identification,
and why does it make
this policy statement
misleading?

Re-identification is the process of matching 'anonymous' data back to specific
individuals by combining multiple data points — making the promise of
anonymity false because datasets that seem anonymous can be cross-referenced
to identify people — Re-identification combines multiple pieces of 'anonymized' data
to identify specific people. Research by Latanya Sweeney showed that just zip code,
birthdate, and gender can uniquely identify 87% of Americans. Netflix's 'anonymous'
viewing data was re-identified by cross-referencing with public IMDb reviews. This
means privacy policies promising 'anonymized' data sharing may provide far less
protection than they imply.



✂✂✂✂ Question (fold →) Answer

Explain the difference
between a conflict and
cyberbullying. Why is
this distinction
important?

A conflict is a mutual disagreement between equals; cyberbullying involves a
power imbalance with one side repeatedly targeting the other — the distinction
matters for choosing the right response — In a conflict, both parties have equal power
and are mutually engaged in a disagreement. In cyberbullying, there's a power imbalance
— one person (or group) repeatedly targets another who has difficulty defending
themselves. This distinction is crucial because conflicts are best resolved through
mediation and communication, while cyberbullying requires intervention, protection of
the target, and accountability for the aggressor.

Zara discovers that her
best friend's Instagram
account has been
hacked. The hacker is
posting offensive
content and messaging
Zara's friend's followers
pretending to be her.
Zara knows her friend's
recovery email and has
her phone number.
Create a step-by-step
action plan using
knowledge from
security, privacy, and
relationship
management.

Step 1: Contact the friend immediately via phone call (not DM, since the account is
compromised) to confirm they know about the hack. Step 2: Help the friend report
the compromised account to Instagram through the official 'hacked account'
recovery flow. Step 3: The friend should change passwords on all accounts that
used the same password (credential stuffing risk). Step 4: Alert mutual friends that
the account is hacked so they don't interact with the hacker. Step 5: Enable 2FA on
all recovered accounts. Step 6: Document the hacker's posts as evidence in case of
identity theft or further harassment — This action plan integrates multiple digital
citizenship domains: SECURITY — password changes, 2FA activation, and credential
stuffing awareness. PRIVACY — the hacker has access to the friend's private messages,
photos, and contacts. COMMUNICATION — contacting the friend via phone (not
compromised DM) and alerting the network. DOCUMENTATION — saving evidence for
potential legal or platform action. RELATIONSHIPS — supporting the friend emotionally
while taking practical steps. The plan follows the incident response framework: contain
(alert friend, report account), recover (regain access, change passwords), and prevent
(2FA, unique passwords).

What is 'astroturfing' in
the context of online
information?

The practice of masking a sponsored message or organized campaign as
spontaneous grassroots activity — making corporate, political, or state-backed
campaigns appear to be organic public opinion — Astroturfing creates the illusion of
widespread public support or opposition. Techniques include: coordinated bot networks
posting identical messages, paid 'influencers' who don't disclose sponsorship, fake review
campaigns, and organized letter-writing campaigns disguised as individual citizens. The
term comes from AstroTurf artificial grass — fake grassroots. Examples: pharmaceutical
companies funding 'patient advocacy groups,' political campaigns creating 'concerned
citizens' websites, and state actors running networks of fake social media personas to
influence foreign elections.

A pop-up appears while
you're browsing:
'WARNING! Your
computer is infected
with 5 viruses! Call 1-
800-555-HELP
immediately or your
data will be destroyed!'
What type of scam is

This is a 'tech support scam' or 'scareware' — a fake warning designed to frighten
you into calling a number where scammers will ask for remote access to your
computer or payment for unnecessary 'repairs.' Real antivirus software never uses
browser pop-ups to report infections — Tech support scams (also called scareware)
use fear to manipulate victims. The pop-up mimics system warnings with alarming
language, flashing colors, and sometimes fake 'scanning' animations. If you call the
number, scammers will: (1) convince you to install remote access software (giving them
control of your computer), (2) show you 'proof' of infections (normal system files
presented as viruses), (3) charge hundreds of dollars for 'cleaning' that either does
nothing or installs actual malware. Real security software: never uses browser pop-ups
for virus alerts, never asks you to call a phone number, displays alerts through its own
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this? installed application, and never threatens data destruction to pressure immediate action.
If you see such a pop-up, close the browser tab (or force-quit the browser if needed) and
run a scan with your actual installed antivirus software.

During a heated online
debate about climate
change, you notice the
following tactics being
used by one participant:
1. They cite a study from
the 'International
Journal of Climate Truth'
(which doesn't appear in
any academic
database). 2. They post
15 different claims in
one message, each
requiring separate fact-
checking. 3. They say 'All
REAL scientists agree
with me.' 4. When
corrected, they say
'That's exactly what they
want you to think.'
Identify the specific
manipulation technique
in each tactic.

1. Citing a predatory/fabricated journal — false authority through nonexistent
credibility. 2. Gish Gallop — overwhelming with volume so no single claim can be
properly addressed. 3. Bandwagon + No True Scotsman fallacy — claiming universal
expert agreement while dismissing dissenters as not 'real.' 4. Kafka trap /
conspiracy framing — any counter-evidence is reframed as proof of the conspiracy,
making the position unfalsifiable — Each tactic serves a specific manipulative purpose:
(1) FABRICATED AUTHORITY — citing a non-existent journal exploits the trust people
place in academic sources. If the journal doesn't exist in databases, the 'study' was never
peer-reviewed. (2) GISH GALLOP — named after Duane Gish, this overwhelms opponents
with sheer volume; each false claim takes minutes to debunk while taking seconds to
make. (3) BANDWAGON + NO TRUE SCOTSMAN — claims universal agreement, then
dismisses any dissenting expert as 'not a REAL scientist,' making the claim unfalsifiable.
(4) KAFKA TRAP — evidence against the claim is reframed as evidence FOR it ('they're
covering it up'), creating a closed logical loop. Recognizing these techniques by name is
the first step to resisting them.

Explain why digital
citizenship skills become
MORE important, not
less, as technology
advances.

As technology becomes more powerful and integrated into daily life, the stakes
increase: AI makes misinformation more convincing, IoT expands surveillance,
social media's psychological effects deepen, and digital decisions have more real-
world consequences. Skills that protect against manipulation, privacy invasion,
and online harm must evolve alongside the technology that creates these threats
— Technology amplifies both benefits and risks. Deepfakes make misinformation harder
to detect. AI-generated content scales manipulation. IoT devices create unprecedented
surveillance. Social media algorithms become more sophisticated at capturing attention.
Biometric data creates new privacy vulnerabilities. Each technological advance creates
new attack surfaces — new ways to deceive, surveil, or manipulate. Digital citizenship
must be treated as an evolving practice, not a one-time lesson, because the digital
landscape is constantly changing.

A study finds that teens
who spend 3+ hours
daily on social media
have twice the risk of
depression symptoms
compared to those who
spend less than 1 hour.
A news headline reads:
'Social Media CAUSES
Teen Depression!'
Evaluate whether the
headline accurately
represents the study's

The headline is misleading — the study shows a correlation (association) between
social media use and depression, not causation. Depressed teens might use more
social media as a coping mechanism, or a third factor (like loneliness) could cause
both. Correlation does not prove causation — This is a critical media literacy lesson:
correlation ≠ causation. The study found an association, but multiple explanations exist:
(1) social media might contribute to depression (the headline's claim), (2) depressed
teens might turn to social media for comfort (reverse causation), (3) a third factor like
loneliness or social isolation might cause both increased social media use AND
depression. Real causation requires controlled experiments, not observational data.
Headlines that convert correlations into causal claims are a major source of
misinformation.



findings.

What does the acronym
'PII' stand for, and why
is it important in digital
safety?

PII stands for Personally Identifiable Information — data that can identify a
specific person, like full name, address, phone number, Social Security number, or
email. Protecting PII prevents identity theft, stalking, and unauthorized account
access — Personally Identifiable Information (PII) is any data that can be used to identify,
contact, or locate a specific individual. Direct PII includes: full name, home address, email
address, phone number, Social Security number, driver's license number, biometric data
(fingerprints, face scan). Indirect PII (which can identify you when combined): date of
birth, zip code, gender, race, school name. Protecting PII is essential because exposed PII
enables identity theft (someone opens credit cards in your name), account hacking,
phishing targeted at you, and physical safety risks. Laws like COPPA specifically protect
children's PII.

Nadia downloads a
flashlight app that
requests access to her
contacts, location,
microphone, and
camera. What should
Nadia conclude about
this app?

The permissions far exceed what a flashlight needs — A flashlight app only needs
access to the camera flash LED — nothing else. Requesting contacts, location,
microphone, and camera access suggests the app is designed to harvest data rather than
provide light. This is a common pattern with 'utility' apps. Nadia should deny the
permissions, uninstall the app, and find an alternative. Always ask: 'Does this app need
this permission to do what it claims?'. — the app is likely collecting unnecessary data and
should not be trusted.

Identify the propaganda
technique used in each
statement: A: 'Every real
American supports this
policy.' B: 'Dr. Smith, a
famous heart surgeon,
says this energy drink is
the healthiest option.' C:
'This politician is just like
Hitler.'

A = Bandwagon (everyone's doing it, join in), B = False authority (expert in one field
endorsing something outside their expertise), C = Reductio ad Hitlerum / false
analogy (comparing to an extreme to discredit) — A: Bandwagon — 'every real
American' implies that disagreeing makes you unpatriotic and outside the group. It
pressures conformity through fear of social exclusion. B: False authority — Dr. Smith may
be an excellent surgeon but has no expertise in nutrition or beverage science. The appeal
exploits the general trust in 'doctor' titles. C: Reductio ad Hitlerum — comparing anything
to Hitler/Nazis to shut down nuanced discussion. While extreme comparisons
occasionally have merit, they're usually used to emotionally overwhelm rather than
logically argue.

What is 'ransomware'
and how does it typically
get onto someone's
computer?

Ransomware is malware that encrypts (locks) all the files on your computer and
demands payment (usually in cryptocurrency) to unlock them. It typically arrives
through phishing email attachments, infected downloads, or malicious website
links — Ransomware is among the most destructive forms of malware. It encrypts your
files (documents, photos, music, everything) with a key only the attacker possesses, then
displays a ransom note demanding payment (typically $300-$5000 for individuals,
millions for organizations) in Bitcoin or other cryptocurrency. Common delivery methods:
phishing emails with infected attachments (fake invoices, resumes), drive-by downloads
from compromised websites, and fake software updates. Major ransomware attacks
have hit hospitals (WannaCry, 2017), schools (numerous districts), and city governments.
Prevention: keep regular backups (the attacker can't hold your data hostage if you have
copies), keep software updated, don't open unexpected attachments, and use antivirus
software. If infected: do NOT pay — there's no guarantee you'll get your files back, and
payment funds future attacks.

The paradox of tolerance states that unlimited tolerance ultimately leads to the
disappearance of tolerance — if a platform tolerates all speech including hate
speech and harassment, the hateful voices drive away marginalized users, creating
a less tolerant space. Some content moderation is necessary to maintain an
inclusive environment — Karl Popper's paradox of tolerance is central to digital



What is the 'paradox of
tolerance' as it applies
to online spaces?

citizenship: if we tolerate unlimited speech including harassment, hate speech, and
disinformation, the result isn't a free marketplace of ideas — it's a space dominated by
the most aggressive voices, where vulnerable groups are silenced. This is why content
moderation isn't censorship but community maintenance. The challenge is drawing the
line: where does legitimate disagreement end and intolerable behavior begin? Digital
citizens must grapple with this tension rather than defaulting to either 'ban everything
offensive' or 'allow everything.'

You see an ad on social
media: 'Congratulations!
You've been selected to
receive a FREE iPhone
16! Just enter your
shipping address and
credit card (for $1.99
shipping only).' Why is
this a scam?

This is a classic 'free prize' scam. The real goal is to collect your credit card
information — The 'free prize' scam is one of the oldest and most effective online fraud
techniques. The psychology: people feel they've won something and are excited, lowering
their defenses. The $1.99 shipping fee serves two purposes: (1) it makes the offer seem
more realistic ('they're not asking for much'), and (2) it captures your full credit card
details. Once they have your card, expect unauthorized charges of hundreds or
thousands of dollars. Additional risks: the form also collects your name, address, phone,
and email — valuable PII for identity theft. Red flags: you didn't enter any contest, the
offer sounds too good to be true, it requires payment information for a 'free' item, and
the ad uses urgency ('limited time!'). The golden rule: if it seems too good to be true, it is.
— the $1.99 charge is a pretext to get your card details, which will then be used for
unauthorized charges. Legitimate companies don't give away expensive products to
random social media users.

A stranger in an online
game tells you they
work for the game
company and can give
you free premium
currency if you share
your login details. How
should you respond?

Never share login details — real game company employees would never ask for
your password in-game. This is a social engineering scam. Report the user to the
game's moderation team and block them — This is a common in-game social
engineering scam. Real game company employees: (1) never contact players through in-
game chat for account actions, (2) never need your password because they have admin
access to the server, (3) use official support channels (help tickets, verified emails), (4)
would never offer free currency as a personal favor. Scammers pose as employees to
exploit the trust and authority associated with the company name. Once they have your
login, they steal your account, sell your virtual items, use your payment information, or
use your account for further scams (impersonating you to scam your friends). The correct
response: report and block. No legitimate offer requires your password — ever.

What is 'multi-factor
authentication' and how
is it different from two-
factor authentication?

Multi-factor authentication (MFA) uses two or more different authentication
factors — it is the general term, while two-factor authentication (2FA) is the
specific case of using exactly two factors. Three-factor authentication would be
MFA using three different factors (e.g., password + phone code + fingerprint) —
Multi-factor authentication (MFA) is the umbrella term for any authentication requiring
two or more factors from different categories. 2FA (two-factor authentication) is the most
common form, requiring exactly two factors. Three-factor authentication adds a third: for
example, a bank vault might require a keycard (something you have), a PIN (something
you know), and a fingerprint (something you are). The three categories remain:
knowledge (passwords, PINs), possession (phones, security keys, cards), and inherence
(biometrics). More factors = more security, but also more friction for the user. For most
personal accounts, 2FA strikes the right balance. High-security environments (military,
government, banking) may use three or more factors.

Two messaging apps
have different
approaches to privacy:
App A: Free, stores
messages on company



servers, scans content
for targeted ads, shares
data with advertisers. 2
billion users. App B:
Free and open-source,
end-to-end encrypted,
stores no messages on
servers, funded by
donations. 40 million
users. Why might
someone choose App A
despite its weaker
privacy?

Network effects — if all your friends and family use App A, switching to App B
means losing communication access. The value of a messaging app depends on
who else uses it, creating a lock-in effect that outweighs privacy concerns for many
people — This illustrates the network effect problem in privacy: a messaging app's value
depends entirely on who else uses it. Even if App B is technically superior for privacy, it's
useless if your contacts aren't on it. This creates a powerful lock-in effect where the
dominant platform wins regardless of privacy practices. It's why privacy improvements
often need to come from regulation or market pressure rather than individual switching
— collective action problems require collective solutions.

Why do social media
platforms use 'infinite
scroll' instead of
pagination (numbered
pages)?

Infinite scroll removes natural stopping points, making it harder for users to decide
to stop browsing — it exploits the brain's tendency to keep consuming when
there's no clear endpoint — Infinite scroll is a persuasive design technique. With
numbered pages, each page turn is a 'decision point' — a moment where you consciously
decide to continue. Infinite scroll removes these decision points, leveraging the brain's
completion bias and variable reward patterns (like a slot machine — the next post might
be amazing). Aza Raskin, who invented infinite scroll, later expressed regret, estimating it
wastes 200,000 lifetimes per day worldwide.

Zara's screen time
report shows she
spends 4 hours daily on
social media. She
decides to cut it to 1
hour by going 'cold
turkey' — deleting all
social media apps
immediately. Her friend
suggests a gradual
approach instead —
reducing by 30 minutes
per week. Which
strategy is more likely to
succeed, and why?

The gradual approach is more likely to succeed because habits built over time
resist sudden change — reducing incrementally allows the brain to adjust, find
replacement activities, and build sustainable new routines without the willpower
depletion of cold turkey — Behavioral science strongly supports gradual reduction over
cold turkey for habit change. Going from 4 hours to 1 hour overnight creates a large
'behavior gap' that willpower alone rarely bridges. The gradual approach works because:
(1) smaller changes are sustainable, (2) each week's success builds confidence, (3) it
allows time to find replacement activities, (4) it avoids the 'all or nothing' trap where one
slip leads to complete abandonment. The ideal approach also includes positive
substitution — replacing scrolling time with specific alternative activities.

Jaylen receives a direct
message from an
account claiming to be a
talent scout: 'I saw your
basketball highlights on
TikTok! I work with Nike
and want to sponsor
you. Send me your full
name, school address,
and parent's phone
number so I can mail a
contract. Don't tell
anyone yet — this is an
exclusive offer!' Apply

Red flags: (1) Unsolicited contact from a stranger requesting PII (full name, school
address, parent's phone). (2) Urgency and exclusivity pressure ('don't tell anyone
yet'). (3) Legitimate companies don't recruit minors through DMs. (4) Real
sponsorships go through official channels with parental involvement from the
start. (5) Requesting physical addresses via DM is a safety concern. (6) 'Don't tell
anyone' is the #1 grooming tactic — isolating the target from trusted adults. (7) No
verifiable company contact information provided — This scenario combines multiple
digital citizenship domains: phishing/social engineering (requesting PII through false
pretense), online safety (potential predatory contact with a minor), privacy (personal
information exposure), and critical thinking (evaluating the legitimacy of the claim). The
most dangerous element is 'don't tell anyone' — this is a textbook grooming/social
engineering technique designed to isolate the target from adults who would recognize



your digital citizenship
knowledge to identify
every red flag in this
message.

the scam. A legitimate company would contact parents directly, use official email
domains, and never request personal information via social media DMs.

What is the difference
between an 'active'
digital footprint and a
'passive' digital
footprint?

An active digital footprint is data you intentionally share (like posting a photo or
writing a comment), while a passive digital footprint is data collected about you
without your direct action (like websites tracking which pages you visit) — Your
active digital footprint includes everything you deliberately put online: social media posts,
emails, comments, uploaded photos, filled-out forms, and online purchases. Your passive
digital footprint includes data collected without your explicit action: cookies tracking your
browsing, location data from your phone, IP addresses logged by websites, and data
collected by apps running in the background. Most people are aware of their active
footprint but surprised by how much passive data is collected. Both types combine to
form your complete digital identity.

Why is cyberbullying
sometimes considered
more harmful than in-
person bullying?

It can happen 24/7, reach a large audience instantly, and leave a permanent digital
record — Cyberbullying can be especially harmful because it follows the target
everywhere (no safe space at home), can spread to hundreds of people instantly through
sharing, and screenshots create a permanent record. Unlike in-person bullying that ends
when you leave, cyberbullying can feel inescapable.

A 13-year-old influencer
with 100,000 followers
promotes a weight-loss
supplement. The post
includes '#ad' in small
text at the end. Analyze
this situation from child
safety, advertising
ethics, misinformation,
and digital wellness
perspectives.

Child safety: A minor promoting health products to a young audience creates
pressure on developing body images. Advertising ethics: '#ad' disclosure is
technically present but minimized, and the FTC requires clear/prominent
disclosure. Misinformation: Weight-loss supplements are largely unregulated and
the influencer likely lacks scientific knowledge to evaluate health claims. Digital
wellness: Social comparison from a peer-age influencer promoting appearance
modification is more psychologically impactful than the same message from an
adult. Combined: this is a minor being commercially exploited to sell unregulated
health products to other minors — This scenario sits at the intersection of multiple
digital citizenship concerns: CHILD SAFETY — a minor is being commercially exploited,
likely by adult managers/parents who benefit financially. The influencer's own body
image development is at risk. ADVERTISING ETHICS — the FTC requires 'clear and
conspicuous' disclosure; burying '#ad' in hashtags violates this standard.
MISINFORMATION — dietary supplements are largely unregulated by the FDA; the
influencer almost certainly cannot evaluate the product's safety or efficacy. DIGITAL
WELLNESS — peer-age influencers are more persuasive than adult celebrities because
the audience identifies with them; body image content from a 13-year-old peer hits
harder than from a 30-year-old model. This combines commercial exploitation of a
minor, inadequate advertising disclosure, potential health misinformation, and
psychological harm to the audience.

Research shows that
social media affects
boys and girls
differently. For girls,
negative effects peak
around ages 11-13. For
boys, the peak is around
ages 14-15. Why might
the timing differ, and
what implications does
this have for digital

The timing aligns with puberty onset (earlier for girls) when self-image, social
comparison, and peer validation become most important. This means digital
wellness education needs to be age-and-gender-aware, reaching girls before middle
school and boys during early high school — Research by Amy Orben and Andrew
Przeworksi (2022, Nature Communications) found the gender-timing difference
correlates with puberty onset. During puberty, sensitivity to social evaluation peaks —
exactly when social comparison, body image concerns, and peer validation become most
intense. For girls (puberty ~10-12), this coincides with heavy social media visual
comparison. For boys (puberty ~12-14), it overlaps with social status and peer group
dynamics online. Implication: one-size-fits-all digital wellness programs miss the window



wellness education? — education must be developmentally timed.

Marcus discovers that
his younger sister (age
9) has been chatting
with someone online
who claims to be a 12-
year-old girl but has
been asking increasingly
personal questions
about the family —
where they live, when
parents are home, and
what the house looks
like. Marcus recognizes
this as suspicious. What
should he do, and in
what order?

Immediate actions in order: (1) Don't alert the suspicious person (don't tip them
off). (2) Save/screenshot the conversation as evidence. (3) Tell a parent/guardian
IMMEDIATELY — this is a potential predator situation that requires adult
intervention. (4) The parent should report to the platform, contact local police
(many have cyber units), and file a report with the FBI's IC3 or NCMEC CyberTipline.
(5) Have an age-appropriate conversation with the sister about online stranger
danger without blaming her — This scenario requires urgent cross-domain action:
SAFETY — the question pattern (location, parental schedule, home layout) strongly
suggests predatory grooming, not peer curiosity. SECURITY — preserving evidence
(screenshots) is critical before any account is blocked or deleted. AUTHORITY
ESCALATION — this goes beyond school or platform reporting; law enforcement should
be involved because the pattern indicates potential child exploitation. RELATIONSHIP —
the conversation with the 9-year-old must be handled carefully: she needs to understand
the danger without feeling blamed for talking to someone online. This is the most serious
scenario in digital citizenship — where digital actions have direct physical safety
implications.

What is a 'brute force
attack' and how does
password length protect
against it?

A brute force attack tries every possible password combination until finding the
correct one. Longer passwords protect against it because each additional character
multiplies the total number of combinations — a 12-character password has
trillions of times more combinations than a 6-character password, making brute
force impractical — Brute force attacks are the simplest form of password cracking:
systematically trying every possible combination. For a password using lowercase letters,
uppercase letters, digits, and symbols (~80 characters), the combinations are: 6
characters = 80^6 = ~262 billion (crackable in minutes), 8 characters = 80^8 = ~1.7
quadrillion (crackable in hours-days), 12 characters = 80^12 = ~68.7 sextillion (crackable
in centuries), 16 characters = 80^16 = ~2.8 × 10^30 (effectively uncrackable). Each
additional character multiplies combinations by 80×. This exponential growth is why
password length is the single most important factor in password security. Even the
fastest supercomputer cannot try 10^30 combinations in a useful timeframe.
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